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Abstract— In this paper, a feature-based robust digitalimage 

watermarking algorithm is proposed to achieve the goal of 

image authentication and protection simultaneously. The 

Harris–Laplacian feature detector is at first adopted to 

extract characteristic regions of an image in the proposed 

watermark embedding scheme. Then the copyright 

watermark is embedded into these characteristic regions 

according to the local orientation of each pixel. The 

proposed watermark detection scheme to extract the 

copyright watermark and the authentic information 

independently and blindly from watermarked images. 

Various attacks are also applied to the watermarked images 

in order to examine the robustness of our algorithm. It can 

resist geometric attacks and noise like signal processing 

attacks. This method can be integrated into the feature-based 

watermarking schemes to enhance their robustness. 

Key words:  Robust Digital Image Watermarking, Feature 

Detector, Genetic Algorithm, Multidimensional Knapsack 
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I. INTRODUCTION 

The information to be embedded in a signal is called a 

digital watermark, although in some contexts the phrase 

digital watermark means the difference between the 

watermarked signal and the cover signal. The signal where 

the watermark is to be embedded is called the host signal. A 

watermarking system is usually divided into three distinct 

steps, embedding, attack, and detection. In order to select a 

Non-overlapping region, some reference parameters have 

been exploited in previous methods. For example, the 

regions with higher feature corner response are selected 

when the Harris– Laplacian or Harris–affine detector is used 

[11].Then the watermarked digital signal is transmitted or 

stored, usually transmitted to another person. If this person 

makes a modification, this is called an attack. While the 

modification may not be malicious, the term attack arises 

from copyright protection application, where pirates attempt 

to remove the digital watermark through modification. 

Robustness refers to the capability of resistance to attacks 

that are used to destroy or remove hidden watermarks.  

In general, attacks were divided into two 

categories: 1) geometric attacks;2) noise like signal 

processing attacks. Among them, geometric attacks 

introduce synchronization errors in order to disable  water 

mark detection without having to remove hidden 

information or degrade the quality of the watermarked 

contents. The methods proposed to resist geometric 

distortions can be classified into the transform-based [5]–

[6], pilot-based [7]–[8], and feature-based [9]–[13] schemes. 

Detection (often called extraction) is an algorithm which is 

applied to the attacked signal to attempt to extract the 

watermark from it. If the signal was unmodified during 

transmission, then the watermark still is present and it may 

be extracted. In robust digital watermarking applications, the 

extraction algorithm should be able to produce the 

watermark correctly, even if the modifications were strong. 

The experimental results which apply Stir Mark attacks [19] 

to some benchmark images watermarked on the feature 

regions selected by the proposed method exhibit better 

robustness in robust digital watermarking than existing 

methods. 

II. FEATURE-BASED DIGITAL IMAGE WATERMARKING 

Feature detection is a low-level image processing operation. 

That is, it is usually performed as the first operation on an 

image, and examines every pixel to see if there is a feature 

present at that pixel. If this is part of a larger algorithm, then 

the algorithm will typically only examine the image in the 

region of the features. Most features of an image can be 

preserved after it suffers a distortion such as scaling, 

rotation or illumination changes. After feature region 

detection, selecting an optimal set of non-overlapping 

regions for watermarking normally, feature selection 

according to a single criterion like corner response or the 

number of neighboring feature points inside a region cannot 

guarantee maximum robustness against various attacks. 

After feature region detection, selecting an optimal set of 

non-overlapping regions for watermarking is necessary. 

Normally, feature selection according to a single criterion 

like corner response or the number of neighboring feature 

points inside a region cannot guarantee maximum 

robustness against various attacks. Selected regions from 

features detected by the Harris– Laplacian detector shown in 

Fig. 1. Accordingly, we can conclude that it is hard to 

accurately identify the robustness of all regions by a single 

criterion like the corner response. In practice, the aggregate 

attack resistance capability of all selected non-overlapping 

regions is more convincing, and it could be regarded as the 

overall robustness of a watermarked image. 

 
Fig. 1: Block diagram of feature-based digital image 

watermarking 
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Fig. 2: Selection of Regions Using Detector 

III. SELECTION OF OPTIMAL FEATURE REGIONSET 

A block diagram of the proposed feature region selector is 

shown in Fig. 1, where its input is the region set obtained by 

a feature detector, and the output is a set of robust feature 

regions selected. The first operational stage is responsible to 

find out a minimal feature region set under the objective of 

resisting as many predefined attacks as possible. Here, a 

track-with-pruning algorithm is developed to search for the 

optimal solution. In the second operational stage, the 

primary feature set is extended by a genetic algorithm-based 

search procedure to enhance its robustness to undefined 

attacks. 

A. Selection of Primary Feature Set: 

Then, the geometric attacks are applied to the watermarked 

feature regions for evaluating their robustness in the 

simulated attacking phase. In our experiment, they are 

generated from the Stir Mark benchmark program [1] 

including Median Filter, Rotation, and Scaling. The attack 

resistance analysis phase is implemented by a two-step 

procedure. In this phase, the original feature regions are first 

checked if they can be re-detected in the attacked image. 

The watermark Wr embedded in each successfully 

redetected region is then extracted to examine the bit error 

between itself with the original watermark W. Using dr,a to 

indicate whether the region can resist the predefined attack 

or not, it is defined as 

dr,a= 1, BER(W,Wr)≤T 

0, otherwise 

Where BER(W,Wr) denotes the bit error between 

Wand Wr .T is a predefined bit error threshold. The most 

robust and smallest set of non-overlapping feature regions is 

selected according to the result of attack resistance analysis. 

This work is formulated as follows: 

Rp=argmaxRp ∑
N

i=1 xai
Ro

,min│Rp│ 

Where Rp is the set of selected feature regions in 

which any two regions rk and rThe detailed procedure is 

described in the pseudo code, as shown in Fig. 3. The 

algorithm aims to select the fewest regions from those 

obtained by a feature detector to achieve the greatest 

robustness. The primary feature region set and the pruned 

feature region set are initialized as null, and the number of 

inspected feature regions is set as one (line 3). An iterative 

search is performed for determining the primary feature set. 

The candidate feature region sets with the cardinality equal 

to current values are selected from the power set of the set 

of detected feature regions. Moreover, each of them is 

satisfied with two conditions: 1) all feature regions are non 

overlapped and 2) all elements of its power set are not in the 

pruned set. A candidate set is assigned as the new primary 

feature set if it increases the number of resisted attacks. On 

the other hand, a candidate set is included in the pruned 

feature region set while there is 

Symbol Definition 

Na Total number of those predefined attacks 

Ro Feature regions detected by any feature 

 detector 

Rp Primary region set produced by the 

 proposed algotithm 

Rp Feature region set 

Rq Set of candidate feature region sets with 

 the cardinality of k 

│R│ Cardinality of any set R 

Rprune Set of pruned feature region sets 

M Total number of the predefined attacks 

 resisted by the region set R and M 

Mo Total number of the predefined attacks 

 resisted by the region set R and M 

K Size of the feature region sets 

Table 1: Symbols of Track with Pruningalgorithm 

No more attack resisted after adding new feature 

regions to the set. (lines 7). The early pruning mechanism 

and the constraint of non-overlapping between feature 

regions would reduce computation time significantly 

because of diminishing impossible sets quickly. The 

procedure is stopped when all possible candidate sets are 

executed, or the execution result reaches the desired number 

of resisted attacks (line 4).A track-with-pruning algorithm is 

proposed to carry out the work of this phase, and the 

symbols used in this algorithm are defined in Table I. 

B. Feature Set Extension Stage: 

To add some auxiliary regions selected from those residual 

feature regions to enhance the robustness of watermarked 

image against undefined attacks under preserving the image 

quality. First, the assumption that the feature regions of 

predefined attacks are to resist undefined attacks is applied. 

These two indicators are often referred in conventional 

feature-based watermarking schemes. Where it is 0 if the 

corner response of the region is smaller than a threshold, 

otherwise it is 1 indicating significant region. However, it is 

difficult to be set as a fixed value for different input images 

[14]. In our experiments, the threshold is set to 1% of the 

maximum response value according to the suggestion in 

[12]. 

1) Input: all feature regions detected by the feature           

detector,Ro 

2) Initialize associated parameters and set the size of 

feature region sets as 1.  

        Rp←Ø,Rprune←Ø,M←∑
N

i=1 xai
Ro

, k←1 

3) Check if the termination condition is satisfied. 

        While((k≤│Ro│) and (M≠Mo)) 

4) Find the candidate feature region sets with the                      

cardinality equal to current k value.  Select Rq from 

ρ(R0), where  Rq=Rq│Rq│=k; 

5) For v←I to │Rq│  

6) The candidate set is included in the pruned set 

while it cannot resist more attacks by adding more 

feature regions.  
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       Rprune←join of Rq ,Rprune 

7) Update the primary feature region set with a 

candidate feature region set if the later can resist 

more attacks than former. 

       Rq← Rq 

8) Output: Primary feature region set Rp 

Srj is defined as, 
Srj=1, if the region rj is selected  
      0, otherwise 

IV. EXPERIMENTAL RESULTS 

In our experiment, the benchmark program, Stir Mark [14], 

is used to attack well-known 512, 512 images, watermarked 

by feature-based schemes. All schemes adopt Harris–

Laplacian or Harris–Affine detector. 

A. False-Positive Analysis: 

The bit error threshold which determines the presence of a 

target watermark in a region is generally decided by 

examining the false positive rate [10]–[1]. Define ρFA-Bit 

as the false-positive rate of a watermark bit from its 

corresponding repeating bits, and assume each extracted 

repeating bit is an independent random variable with 

probability 0.5. Then, based on the 

Bernoulli trials, 
t 

ρFA-Bit=∑   t (0.5) 
i
(0.5)

t-i
  

i=[(t+1)/2] 

B. Extraction of Watermark: 

Two schemes implement pure Harris– Laplacian-based 

watermarking and Harris–Affine-based watermarking. The 

corner response values are used to remove overlapping 

feature regions. According to the definition of feature-based 

watermarking [1]–[12], the copyright of an image can be 

confirmed if its watermark can be detected from at least one 

feature region. Harris-Laplacian detector is based on a 

uniform Gaussian scale space, the detected circular regions 

used for watermarking fail to resist the attacks of aspect 

ratio change [10]. Although is able to resist such a kind of 

attack, its performance against other attacks is worse than 

due to the iteration process of Harris-Affine detector [11]. In 

summary, the proposed method is more robust than the other 

methods under various attacks. However, the security issue 

is not involved in this investigation because we focus on 

enhancing the robustness of conventional feature-based 

watermarking schemes. The issue indeed is a serious 

problem of most feature-based watermarking schemes since 

the watermarked feature regions can be easily identified and 

multiple redundant watermarks are embedded in an image 

[1]. 

C. Discussions: 

It is important to determine a proper set of predefined 

attacks since the resistance of selected feature regions will 

significantly influence the performance of watermarking. 

The geometric distortions attacks are Rotation 45; Scaling 

0.75; Median Filter 3*3 and another one type of noise-like 

signal processing attacks are speckle noise and salt & pepper 

noise are applied in the watermarked feature regions. Finally 

get the robust watermarking image and extracted the 

watermark from the watermarked image. The robust regions 

of rotation, scaling and filter are having equivalent values in 

a1 and a4. Therefore the primary feature set selection is a1 

and a4 shown in Table 2. The robust regions of rotation, 

scaling and filter are having equivalent values in a1,a3 and 

a4. Therefore the primary feature set selection is a1, a3 and 

a4 shown in Table 3.  

 
Fig. 4: Recovered Watermark 

Finally watermark is recovered from watermarked 

image shown in Fig. 4. Watermarks are embedded in color 

image in my future work. To get the high visual quality in 

color image compared to gray scale image. 

Predefined  Pixel values of watermarked Conditions for Robust   

Threshold 
     

 
Image for Attacks 

 
regions 

 Primary Feature set  

value (T) Feature 
   

      
selection 

 

 
Regions Rotatio Scaling Filter R≤T S≤T F≤T 

 

 
( Robust regions) 

 

  
n (S) (F) =1 =1 =1 

 

    

  (R)   Or 0 Or 0 Or 0   

0.34902 a1 0.1250 0.3750 0.2500 1 1 1 a1  

 a2 0.5000 0.3750 0.5000 0 1 0 -  

 a3 0.5000 0.2500 0.2500 0 0 1 -  

 a4 0.1250 0.1250 0.1250 1 1 1 a4  

Table 2: Results of Robust Regions for Geometric Attack

Predefined Feature Pixel values of Conditions Robust regions   

Threshold Regions watermarked Image   
Primary Feature set 

 

value (T) 
      

     
selection 

 

  Speckle Salt & SN≤T SP≤T  
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( Robust regions) 

 

  
Noise Pepper =1 Or 0 =1 Or 0 

 

    

  (SN) (SP)     

0.34902 a1 0.2500 0 1 1 a1  

 a2 0.7500 0 0 1 -  

 a3 0.1250 0 1 1 a3  

 a4 0.2500 0 1 1 a4  

Table 3: Results of robust regions for noise like signal processing attack 
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