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Abstract— In enterprise system Role-based access control is 

widely used because it's important for representing the 

functional hierarchy in different organizations for access 

control system. The research is for the “Context Aware Role 

Based Protocol for Cooperative Work” that considers the 

cooperative environment relationship for any type of 

permission assignment and delegation. Relationship 

between users is one of the significant context information, 

but while developing previous access control mechanisms it 

is not taking in mind. Proposed access control system 

focuses mainly on relationship among users. Users who are 

interested in cooperative work are able to assign or delegate 

his/her permission easily and securely. Proposed system 

considers contextual information as the relationship among 

users. As a result, the Access Control Authority can manage 

fine-grained access control policies for cooperative work in 

an organization. 

Key words:  Cooperative Work, Context Aware Role Based 

Protocol           

I. INTRODUCTION 

Any organization has different number of employees with 

different access authorities. Context Aware Role Based 

Protocol for Cooperative Work is a protocol which works in 

a cooperative environment such as organization, and it 

provide easy and secure way of permission assignment and 

delegation. To understand this we introduce two Scenarios 

as follows: 

A. Permission Assignment: 

 
Fig. 1: Permission Assignment 

As shown in fig. 1. Amar and Madhu are two IB officers 

.They manage their own cases with some private files 

related to their respected cases, but sometimes they need 

cooperative work. 

In this situation access request for particular file 

related to particular case does not allowed individually as 

shown in fig. 1(a)., due to its privacy and the fact that this 

information might be abused by any one of those although 

they don’t have an authority for that. Using proposed access 

control model we can manage such type of situations. Here 

our permission assignment module will work, it will take 

request from both sides at a time and by checking their 

cooperative work authorities, access is allowed for some 

threshold time or it totally denied as shown in fig. 1(b). Here 

we assumed that individual is more vulnerable than a group. 

B. Permission Delegation: 

As shown in Fig. 1. Ajay and Vinayak are resident in 

hospital. They have their own patients, but sometime they 

have to care certain patients cooperatively and if needed 

then Ajay needs to delegate its permission to Vinayak. In 

this situation Ajay should withdraw the delegated 

permission after Vinayak done its task which needs the 

delegated permission. If Ajay not removes its delegated 

permission then Vinayak might maliciously use Ajay’s 

permission. Proposed system will be able to handle such 

type of situation. 

 
Fig. 2:  Permission Delegation 

Fig. 2(a). shows that Patient Mahi’s information 

can be accessible to the Ajay, but Vinayak does not able to 

access the same. So what he will do?  He will request the 

Ajay for the Mahi’s information and Ajay will take decision 

to delegate permission or not as fig. 2(b). After that if the 
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Ajay had given positive response for delegation then 

Vinayak will be able to access Mahi’s information as shown 

in fig. 2(c). 

II. ARCHITECTURE 

Context Aware Role Based Protocol for Cooperative Work 

has mainly three modules present namely Certification 

Server, Access Control Authority and User. We will see one 

by one: 

A. Certification Server: 

Certification Server is responsible for providing certification 

(Cert) value to each user. Proposed model validate each user 

based on the certificates for which we use contextual 

information to decide permission assignment and delegation.  

B. Access Control Authority (ACA): 

Access control authority takes access control decisions. 

When request is made for certain permission from user, 

ACA decides whether permission will be assigned, delegate 

or denied by checking its access control policies, based on 

user’s certification, requested permission and contextual 

information. 

C. User: 

User is the one who are interested for requesting permission 

assignment or delegation to access control authority. For 

authentication PKI (public key infrastructure) is used. 

 
Fig. 3: Architecture Diagram for Context Aware Role Based 

Protocol for Cooperative Work 

III. BACKGROUND 

In real life scenario, most of the organizations have different 

hierarchy of authorities. But the permission assignment or 

delegation between these users cannot be done using their 

relationship. If they want to give access to something then 

the security risk may occurs. Here permission assignment or 

delegation can be done on the basis of their relationship with 

each other and it will be done using their contextual 

information, this will help in cooperative work environment 

where secure and easy permission assignment and 

delegation is needed. 

IV. LITERATURE SURVEY 

There are several extensions to the basic Role Based Access 

Control (RBAC) is proposed to address the access control 

needs of many organization, and how RBAC can be 

extended to context aware access control? This is the main 

focus of some of the researches. 

Generalized RBAC model (GRBAC) define 

environmental role to control access to private information 

and resources in ubiquitous computing applications. 

Permission to assign role is associated with set of 

environmental role in GRBAC and environmental properties 

such as time and location influence to the role activation. 

Time dimension is considered by Temporal RBAC 

(TRBAC) to the RBAC model. If time constraints are 

satisfied in TRBAC then role is activated. Generalized 

Temporal RBAC (GTRBAC) is extended from TRBAC. In 

this work, role hierarchy and separation of duty is defined in 

terms of TRBAC. In this model, based on location of the 

user role activation is done. For example, when the users 

location is in the company only then user activate employee 

role[1][2]. 

There are many context aware access control 

models are researched, but to deal with fine-grained and 

secure access control there is needs of more research. In this 

paper, we introduce Context Aware Role Based Protocol For 

Cooperative Work model which is based on user’s 

contextual information that associated with cooperative 

work in an organization [1][3]. 

Recently, there are several access control model are 

researched which are relationship-based, but they have 

different goals, because existing relationship-based access 

control model focuses on relationship in Online Social 

Network (OSN). But proposed Context Aware Role Based 

Protocol for Cooperative Work considers users contextual 

information for cooperative work in an organization [1]. 

V. PROPOSED SYSTEM 

The difference between suggested access control model and 

existing model is that, here we introduced Context Aware 

Role Based Protocol For Cooperative Work which considers 

surrounding users who cooperate together, and design such 

architecture to enforce proposed access control model. 

Existing access control model didn’t consider relationship 

among the user whereas proposed access control model 

considers relationship between users as a contextual 

constraint. Our access control technique can satisfy real 

world organizations access control requirements [2]. 

A. Problem Statement: 

In the modern enterprise world cooperative work assignment 

and delegation is required. Assignment and delegation 

demands the role based assess control. Role base access 

control should give the secured access to specific roles 

indirectly. Indirect access control avoids direct and timeless 

access permissions of assigned user. Existing context aware 

role based access method focuses on location and temporal 

contextual information on user, but relationship and 

cryptanalysis are not considered while managing secured 

fine grained access control. This access control demises 

confidence of security and authority in a cooperative work 

environment. The proposed protocol assigns and delegate 

secured and indirect timestamp access permissions. Access 
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permissions will use seasonal relationship based context 

information for role based access control, which gives 

confidence of security and authority in a cooperative work 

environment. 

B. Problem Definition: 

Context Aware Role Based Protocol For Cooperative Work, 

which considers user relationship and surrounding user 

information for permission assignment/delegation in 

cooperative work environment. Certification Server 

provides certificates (Cert) to each user and also 

communicates the Cert to the Access Control Authority 

(ACA) which validates user's identification.  

 Two users which are interested for cooperative 

work, they encrypts their Cert by their own public key (PK) 

and exchange encrypted Cert. Then both encrypt their Cert, 

Context and other user's encrypted Cert. Now it will become 

derived key and send it to ACA, who validates user's 

identification and decide whether permission to be granted 

or not. 

User A needs to delegate his permission to User B, 

in this scenario B will encrypt his private key (PRK) and 

send it to A, who having right to delegate permission. After 

that, A decrypts encrypted message (MSG) using B's PK for 

validating B, after validating B, A will encrypts his own 

Cert, Context, Delegation Time using his PRK and send it to 

B. B again encrypts his own Cert, and encrypted MSG 

which is received from A now it will become derived key, 

and send it to ACA who validates user's identification and 

decides whether delegation to be granted or not. 

 ACA validates users by decrypting encrypted MSG 

by using stored each user's PRK and validates user's 

identification and allows permission by comparing user's 

relationship with access control policy. 

VI. DESIGN OF WORK 

A. Sequence Diagram of Permission Assignment: 

Fig. 4. Shows sequence diagrams for permission 

assignment, this diagram describes what the sequence is 

during working of permission assignment protocol which 

given as follows: 

1) Generate certificates (Cert) for the users and 

provide Cert to the user. 

2) Exchange Cert among user (request for assignment 

between users) 

3) Request to the ACA for permission assignment 

using derived key. 

4) Decision form ACA(Allowed or Denied) 

 
Fig. 4: Sequence Diagrams for Permission Assignment 

B. Sequence Diagram of Permission Delegation: 

Fig. 5. shows sequence diagrams for permission delegation, 

This diagram describes what is the sequence during  

working of permission delegation protocol which given as 

follows: 

1) Generate certificates (Cert) for the user and provide 

Cert to the user. 

2) Request for the delegation to user1 from user2(send 

user2’s key to user1) 

3) Provide delegation to user 2 from user1(send 

user1’s key to user2) 

4) Send delegation request to ACA using both user1’s 

and user2’s keys which now become derived  key 

5) Decision form ACA(Allowed or Denied) 

 
Fig. 5: Sequence Diagrams for Permission Delegation 
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VII. RESULT AND DISCUSSION 

We developed the Context Aware Role Based Protocol for 

Cooperative Work which having three modules viz. Login 

Frame, Context Aware Module and ACAServer. 

A. Permission Assignment: 

Fig. 6. shows Different Frames during execution of program 

for Permission assignment. There are certain steps which are 

to be followed if one need permission assignment which as 

follows: 

1) User1 and user2  try to open file named “forth.txt” 

as in fig. 6 (a). 

2) But “forth.txt” does not opened because user1 and 

user 2 both has no authority for that fig. 6 (b). 

Hence moved towards Context Aware Module 

3) User1 and user2 will exchange their context 

information with each other fig. 6(c).  (it is  

permission assignment request to each other) 

Now request to ACA is made by user1 and user2 

and file ”forth.txt” will open at both user’s Editor 

Pane after checking security policies. 

 
Fig. 6: -(a) 

 
Fig. 6: (b) 

 
Fig. 6: Different Frames during Execution of Program Showing Permission Assignment Process 



Context Aware Role Based Protocol for Cooperative Work 

 (IJSRD/Vol. 3/Issue 02/2015/181) 

 

 All rights reserved by www.ijsrd.com 723 

B. Permission Delegation: 

Fig. 7. shows Different Frames during execution of program 

for Permission delegation. There are certain steps which are 

to be followed if one need permission delegation from 

another which as follows: 

1) User1 and user2 try to open file named “tenth.txt” 

fig. 7(a). 

2) File”tenth.txt” will open at user1’s EditorPane, 

After ACA will allow user1 to open the file by 

checking its policies and found that user1 is 

allowed to open it. But “tenth.txt” does not opened 

at user2’s EditorPane because user2 has no 

authority for that, Hence moved towards Context 

Aware Module as in fig. 7(b). 

3) User2 will exchange context with user1 (it is an 

permission delegation request to user1) and user1 

will exchange context with user2 (it is  permission 

delegation response to user2)as in fig. 7(c). 

Now user2 request to ACA and file”tenth.txt” will 

open at user2’s EditorPane due to user1 has 

authority to delegate the “permission”. 

 
Fig. 7: (a) 

 
Fig. 7: (b) 

 
Fig. 7: Different Frames during Execution of Program Showing Permission Delegation Process 
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VIII. CONCLUSION AND FUTURE WORK 

In this paper, we have tried to evaluate "Context Aware 

Role Based Protocol For Cooperative Work" proposed 

earlier. Early mentioned system is having little bit complex 

to develop and hence easy to use. System requirement for 

both development side and deployment side are economical. 

Hence, proposed system is feasible for development and 

deployment. We are currently with clear and consistent 

system modules which are tested with the large set of Test 

Cases. Due to good inter linking of each module and each 

UML diagram we are sure that this system will work on the 

field and provide a secure way for access control assignment 

and delegation. 

In future, we will develop prototype for the access 

control model and mention some different types of security 

policies. And also, we try to extend the access control model 

which is applied to the one group having more than two 

users for cooperative work. 
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