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Abstract— Internet has become a very important tool in 

today‘s world. It has become the key for all interactions in 

every field. But unfortunately, evolution to the use of 

internet to its full extent has been compromise due to the 

threats to security. In particular, one of the major threat to 

the Internet is composed of Denial of Service Attacks. A 

Distributed Denial of Service attack uses many computers to 

launch a coordinated Denial of Service attack against one or 

more targets. Therefore a new packet marking scheme, 

Stack-Pi, has been proposed. In Pi (Path Identifier) 

approach, a path fingerprint is embedded in each packet, 

enabling a victim to identify packets traversing the same 

paths through the Internet on a per packet basis, regardless 

of source IP address spoofing. This allows the victim to take 

a proactive role in defending against a DDoS attack by using 

the Pi mark to alter out packets matching the attackers 

identifiers on a per packet basis. In Stack-Pi a new packet 

marking scheme based on Pi, and new filtering mechanisms 

is used. The Stack-Pi marking scheme consists of two new 

marking methods that substantially improve Pi‘s 

incremental deployment performance: Stack-based marking 

and Write-ahead marking. This scheme almost eliminates 

the effect of a few legacy routers on a path, and performs 24 

times better than the original Pi scheme in a sparse 

deployment of Pi-enabled routers. The project aims at 

proposing the implementation details and basic algorithms 

for stack-pi, a defense mechanism for DDoS attack under 

the presence of few Legacy routers on the path. The attack is 

modeled in two phases as Training phase and Defense 

phase. 
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I. INTRODUCTION 

The importance of internet security is increasing becoming 

of critical importance in today‘s computing environment, as 

our society, government, and economy is increasingly 

relying on the Internet. Unfortunately, the current Internet 

infrastructure is vulnerable to attacks—in fact, malicious 

attacks on the Internet have increased in frequency and 

severity. Large scale Distributed Denial-of-Service (DDoS) 

attacks disrupt critical Internet services and cause significant 

financial loss and operational instability. 

A. Distributed Denial of Service Attack: 

A Distributed Denial of Service (DDoS) attack uses many 

computers to launch a co-ordinated DoS attack against one 

or more targets. Using client/server technology, the 

perpetrator is able to multiply the effectiveness of the Denial 

of Service significantly by harnessing the resources of 

multiple unwitting accomplice computers, which serve as 

attack platforms 

 
Fig. 1: Distributed Denial of Service Attack 

As shown in Fig. 1, a DDoS master program is 

installed on one computer using a stolen account. The 

master program, at a designated time, then communicates to 

any number of agent program installed on computers 

anywhere on the Internet. The agents, when they receive the 

command, initiate the attack. Using client/server technology, 

the master program can initiate hundreds or even thousands 

of agent programs within seconds. 

The most common DoS attacks will target the 

computers bandwidth or connectivity. Bandwidth attacks 

flood the network with such a high volume of traffic that all 

available network resources are consumed and legitimate 

user requests cannot get through. Connectivity attacks flood 

a computer with such a high volume of connection requests, 

that all available operating system resources are consumed, 

and the computer can no longer process legitimate user 

request. 

One of the most difficult challenges in defending 

against DDoS and many other attacks is that attackers often 

spoof the source IP address of their packets and thus evade 

traditional packet filters. Unfortunately, the current routing 

infrastructure cannot detect that a packet‘s source IP address 

has been spoofed or from where in the Internet a spoofed IP 

packet has originated from. The combination of these two 

factors makes IP spoofing easy and effective for attacks. 

Because the current Internet routing infrastructure 

has few capabilities to defend against IP spoofing and DDoS 

attacks, we need to design a new defense mechanism against 

these attacks. In particular, a good solution to defend against 

these attacks should satisfy the following properties: 

 Fast response: The solution should be able to 

rapidly respond and defend against attacks. Every 

second of Internet service disruption causes 

economic damage. We would like to immediately 

block the attack. 

 Scalable: Some attacks, such as TCP hijacking, 

involve only a small amount of packets. However, 

many DDoS attacks are large scale and involve 

thousands of distributed attackers and an even 

larger number of attack packets. A good defense 

mechanism must be effective against low packet 

count attacks but scalable to handle much larger 

ones. 
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 Victim filtering: Almost all DDoS defense schemes 

assume that once the attack path is revealed, 

upstream routers will install filters in the network 

to drop attack traffic. This is a weak assumption 

because such a procedure may be slow, since the 

upstream ISPs have no incentive to offer this 

service to non-customer hosts and networks. We 

observe that because large Internet servers are 

processing, not bandwidth, constrained, the servers 

themselves should be responsible for filtering out 

attack traffic that reaches them. 

 Per-packet filtering: A defense mechanism against 

IP spoofing attacks should allow the victim to 

identify each individual spoofed IP packet so that 

legitimate packets can still be accepted. It is also 

important that a DDoS defense mechanism operate 

on a per packet basis so that the attack victim can 

participate in filtering traffic that it receives. 

 Efficient: The solution should have very low 

processing and state overhead for both the routers 

in the Internet and, to a lesser degree, the victims of 

the attacks. 

 Support incremental deployment: The solution is 

only useful and practical if it provides a benefit 

when only a subset of routers implements it. As an 

increasing number of routers deploy the scheme, 

there should be a corresponding increase in 

performance. 

In this paper, we propose a new approach, called 

Stack-Pi (short for Stack Path Identifier), which is the first 

defense mechanism that satisfies all of the above desired 

properties. 

II. PROBLEM STATEMENT AND ASSUMPTION 

Our system seeks to analyze the performance of Pi and 

Stack-Pi, DDoS defense mechanism in presence of legacy 

routers. 

III. OVERVIEW 

In this paper, we propose a new approach, called Stack-Pi 

(short for Stack Path Identifier), in which as a packet 

traverses routers on the path towards its destination, the 

routers deterministically mark bits in the packet‘s IP 

Identification field. The deterministic markings guarantee 

that packets traveling along the same path will have the 

same marking. Stack-Pi allows the victim and routers on the 

attack path to take a proactive role in defending against a 

DDoS attack by using the Stack-Pi mark to filter out attack 

packets on a per packet basis. In addition, the victim can 

build statistics over time relating Stack-Pi marks to IP 

addresses. Then if an attacker spoofs an IP address, it is 

likely that the Stack-Pi mark in the spoofed packet will not 

match the Stack-Pi mark corresponding to the legitimate IP 

address in the database, thus enabling the victim to tag 

packets with possibly spoofed source IP addresses. 

Stack-Pi is not only effective against large scale 

DDoS attacks, but also effective against other IP spoofing 

attacks such as TCP hijacking and multicast source spoofing 

attacks. Our scheme is extremely efficient and responds 

quickly to attacks. Stack-Pi can be effective for the first 

packet in an IP spoofing attack, or after a few packets in the 

case of a DDoS attack. Our scheme supports incremental 

deployment and offers significant defense capabilities even 

if only one third of the routers in the Internet implement it. 

We show the effectiveness of Stack-Pi through simulation 

results based on several real-world Internet topologies. 

IV. STACK-PI: IMPLEMENTATION DETAILS AND BASIC 

ALGORITHMS 

The Stack-Pi defense mechanism is implemented into two 

phases- Training Phase or Learning Phase (Training Mode) 

and Defense Phase or Attack Phase (Defense Mode). 

A. Training Mode: 

In training mode Stack-Pi module produces markings which 

are just pushed on the stack. 

1) Stack Marking: 

The intuition behind the Stack-Pi marking scheme is simple: 

in order to generate a path identifier that is representative of 

a particular path from a source to a destination in the 

Internet, each router along the path must contribute some 

small amount of information whose aggregate among the 

routers of the path will be the Stack-Pi marking. We store 

the Stack-Pi mark in the IP Identification field of the IP 

header. Because the IP Identification field is only 16 bits 

long, we are limited to using only 16 bits for our marking, 

thus allowing for 216 unique Stack-Pi marks. Although 

there are likely more than 216 possible paths from any end-

host in the Internet to our DDoS victim, we believe that this 

level of granularity is sufficient to allow the victim of an 

attack to accurately filter out attack packets, while still 

maintaining good service for legitimate users. 

The Stack-Pi marking scheme is simple in concept: 

each router treats the IP Identification field as though it were 

a stack. Upon receipt of a packet, a router shifts the IP 

Identification field (hereon referred to as the marking field) 

of the packet‘s header to the left by n bits, and writes a pre-

calculated set of n bits (represented by the marking m) into 

the least significant bits that were cleared by the shifting. 

This is the equivalent of pushing a marking onto the stack. 

Every following router in the path does the same until the 

packet reaches its destination. Because of the finite size of 

the marking field, after 16/n routers have pushed their 

markings onto the marking field, additional markings simply 

cause the oldest markings (the ones pushed first onto the 

stack) to be lost. The packet‘s Stack-Pi mark is merely the 

concatenation of all the markings in the marking field when 

the packet arrives at its destination. Because routers always 

push their markings onto the least significant n bits of the 

marking field, their markings will always appear in the same 

order; and because every router‘s bit markings are pre-

calculated, each Stack-Pi marking is deterministic— packets 

that follow the same path will have the same marking. 

Before we present improvements to this basic 

marking scheme, we will first explain how each router‘s n 

marking bits are calculated. Because each Stack-Pi marking 

is supposed to identify a particular path; which is 

characterized uniquely by the list of IP addresses of the 

routers along that route, we would like the markings of each 

router to be a function of the IP addresses of the routers in 

the path in order to maximize the likelihood of the Stack-Pi 

marking being unique to a path. We would also like the 

markings to be uniformly distributed within the marking 

space, such that as few paths as possible map to the same 
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marking. To achieve both of these goals, our initial choice 

for the marking function at each router was simply the last n 

bits of the hash (e.g., MD5 hash [30]) of that router‘s IP 

address. The problem with this marking strategy is that it 

does not distinguish between two closely related paths with 

sufficient probability. 

This problem becomes evident in a fan-in situation, 

where two different routers (A and B) both forward their 

packets to the same router (C) at the next hop. In this 

situation, using our basic marking scheme, the markings for 

the two paths AC and BC will be mA || mC and mB || mC, 

respectively (where ‗||‘ stands for concatenation). Since mC 

is common to both paths‘ markings, there is a 1/2
n
 

probability that mA and mB will be identical, and hence that 

paths AC and BC will be indistinguishable. To correct this, 

we begin with the assumption that each router is aware of 

the IP address of the last-hop host or router which sent it a 

packet. If we add this information to each router‘s marking, 

such that the marking for the x‘th hop of a path, mx, equals 

the MD5 hash of its IP address, IPx, concatenated with the 

last-hop‘s IP address, IPx-1 then the markings for the two 

paths AC and BC become m
‘
A || mC1 and m

‘
B || mC2, 

respectively. m
‘
A and m

‘
B still have a 1/2

n
 probability of 

colliding at the same value, but now the marking for router 

C has changed such that mC1 = MD5 (IPC || IPA) and mC2 = 

MD5 (IPC || IPB), which also have a 1/2
n
 probability of 

colliding with each other, independent of mA and mB. 

Thus, the new probability of having identical marks 

for two paths joining at the same node using our last-hop IP 

knowledge has dropped by a factor of 1/2
n
 and is now 1/2

2n
. 

This approach marks each router‘s incoming link, instead of 

its IP address. 

Since routers local to the victim do not usually add 

useful path information, but erase distinctive markings from 

routers further away; we propose that the local routers do 

not perform Stack-Pi marking on packets destined for the 

victim. Usually, local routers constitute 2 to 5 hops. So 

choosing n=2 for our marking scheme is likely to include 

the marks from routers close to the origin of the attacker 

network, provided that local routers do not mark. 

2) The Extended Marking Scheme: Write Ahead To Deal 

with Legacy Router 

Another important issue is the interaction of Stack-Pi with 

legacy routers that do not implement the marking scheme. 

Because only Stack-Pi enabled routers will mark bits into 

the marking field, any legacy routers along the path will not 

contribute to that path‘s Stack-Pi marking. However, we can 

modify our stack-based scheme slightly to improve this 

situation. If we assume that each router knows the IP 

address of the next hop router or host to whom it is 

forwarding a packet, then the router is capable of marking 

its outgoing link (which is the incoming link of the 

following router) as well as its incoming link. So if the next-

hop router after a Stack-Pi enabled router is a legacy router, 

its incoming link will already be marked as the outgoing 

link of the Stack-Pi router, and the next-hop router after the 

legacy router will mark the legacy router‘s outgoing link 

(assuming it is a Stack-Pi router) as its own incoming link. 

We modify the basic marking scheme as follows: instead of 

each router simply pushing a packet‘s incoming link mark 

into the marking field, each router pushes the mark for a 

packet‘s incoming link and outgoing link. As we have 

shown, each router‘s markings depend on both its own IP 

address and the IP address of the last-hop router. Each 

router, then, has enough information to mark for the 

incoming link of the next-hop router simply by using the 

next hop‘s IP address as the ―current‖ IP address and its own 

IP address as the ―last-hop‖ IP address. This improvement 

allows us to include the marking of the first legacy router to 

appear after a Stack-Pi-enabled router, because that Stack-

Pi-enabled router will mark on-behalf of the legacy router. 

Unfortunately, in the case of non-legacy routers, 

this improvement halves the space efficiency of the marking 

scheme because each router‘s marks are included twice. 

However, if we return to the assumption that we made in 

improving our marking bits (that each router knows the IP 

address of the last-hop host or router) we can further change 

our scheme so that it is just as space efficient as the basic 

marking scheme.  

Upon receipt of a packet, a router peeks (the 

process of looking at the top of the stack without modifying 

it) at the topmost marking of the stack and compares it to 

what its own incoming link marking should be. If the 

markings are identical, then the router will assume that the 

last hop router has already marked the incoming link on its 

behalf and will only push the outgoing link marking into the 

marking field. If the topmost marking is different from what 

the router would mark for its incoming link, then the router 

will assume that the last-hop router was a legacy router and 

will push its incoming link marking onto the stack as well as 

its outgoing link marking. We call this scheme router write-

ahead and we adopt it for our Stack-Pi marking scheme as 

illustrated in Fig. 2. This mechanism errs in one case: if the 

incoming and outgoing link marking of a legacy router is 

equal, the two adjacent routers only mark for one link of the 

legacy router. This only happens with 1/2
n
 probability, and 

when it does happen, the write-ahead scheme performs 

exactly as if it were not applied at all. Therefore, the write-

ahead scheme is a strict improvement over the basic 

marking scheme. 

 
Fig. 2: The Stack-Pi Marking Scheme With Write-Ahead. 

The new scheme allows the inclusion of markings 

from router R3, despite the fact that it is a legacy router. 

Each router along the path first (a) checks the topmost 

marking in the stack to see if it equals the router‘s incoming 

link, and if it doesn‘t, the router adds its incoming link to the 

marking; and then (b) adds the incoming link of the next-

hop router to the stack. 

B. Defense Mode: 

In training mode filteration of packets is done. Filtering 

module at victim checks the packet marking with the 

attackers' marking and if there is a match then it simply 

drops it. 

1) Packet Filtering: 

In this section, we explain how a DDoS victim can use the 

Stack-Pi mark to defend against a DDoS attack. Stack-Pi is 
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one of the first schemes that allow the victim to take a 

proactive role in filtering out attack packets. Because Stack-

Pi allows for per-packet filter decisions and is geared to 

defend against DDoS attacks and IP spoofing attacks, it is 

extremely important that the filters at the end-host have a 

low per packet computation cost, as an end-server will need 

to be able to filter every packet that arrives over the 

network. In this section, we present two efficient packet 

filtering methods. Note that the filtering mechanism is not 

limited to deployment only at the victim. To prevent last-

hop bandwidth starvation DDoS attacks, Stack-Pi filters can 

be deployed at the victim‘s ISP. In fact, we show later in 

Section 4.4 that Stack-Pi filters can be deployed throughout 

the Internet to enhance the filtering capability of upstream 

routers in schemes such as Pushback. 

2) Using Only Stack-PI Marking (Stack-PI Filter): 

The simplest filtering strategy for an end-host under attack 

is to build a list of the Stack-Pi markings of offending 

packets and compare each incoming packet‘s marking to 

that list; if there is a match, then the incoming packet is 

assumed to be an attack packet and is dropped without 

further processing. 

The problem with this simplified filter is that it is 

vulnerable to marking saturation — that is, it is possible for 

an attacker to DoS legitimate users with the same Stack-Pi 

marking by causing a server to add the attacker‘s Stack-Pi 

marking to its drop list, even if the attacker‘s traffic is only a 

marginal portion of the total traffic with that marking. 

Theoretically, a distributed attack with one attacker at each 

possible Stack-Pi mark could accomplish this, although this 

would require a large number of topologically distributed 

attackers. 

The marking saturation problem can be solved with 

a slightly more complex, threshold based filter. The intuition 

behind threshold filters is that it may be in the victim‘s best 

interest to accept a small number of attack packets if that 

allows it to accept a large number of legitimate users‘ 

packets. More formally, we define a filter that flags 

incoming packets as either positive, if they are suspected 

attack packets and negative if they are not. A threshold filter 

allows a server to decrease the false positive rate (the rate at 

which legitimate traffic is dropped due to collision with 

known attacker markings) at the expense of increasing the 

false negative rate (the rate at which attack packets are 

accepted by the server). In a threshold based filter, the 

server calculates a value ti for each possible Stack-Pi mark, 

i, given the number of user and attack packets with Stack-Pi 

mark i, ui and ai, respectively. If the percentage of user 

packets to all packets with Stack-Pi mark i is such that: 
  

     
  < ti 

then the victim drops all packets with Stack-Pi 

mark i. Threshold filtering prevents the trivial case where a 

single attacker node can cause all the nodes that share a 

Stack-Pi mark with it to have their packets dropped at the 

filtering server. Now, attack traffic must present a 

significant component (adjustable by setting ti) of traffic 

with a particular marking, before packets bearing that 

marking are dropped. 

3) Using Stack-PI Marking and the Source IP address For 

Filtering (STACKPI): 

The Stack-Pi filtering presented in the previous section is 

extremely light-weight and efficient. In this section, we 

present a slightly more complex but more accurate filtering 

method. The filter itself is simple: examine an incoming 

packet‘s Stack-Pi mark and source IP address and allow 

access based on that tuple. Ideally, a database of legitimate 

users‘ Stack-Pi, IPi tuples will be built during times when 

there are few or no ongoing attacks. Any packet with a 

Stack-Pi marking that does not match the Stack-Pi marking 

of the same IP address in the database will be flagged as a 

packet with a spoofed IP address. 

In the case of filtering based only on Stack-Pi 

markings, we have to assume that our filters get feedback 

from some higher layer algorithm that can classify some 

sampled packets as legitimate packets or attack packets, and 

tell the filter which Stack-Pi markings correspond to attack 

traffic and should be dropped. The Stack-Pi-IP filter does 

not rely as strongly on this assumption, because the StackPi-

IP filter does not need to be bootstrapped with attack traffic. 

Quite the opposite, the StackPi-IP filter is bootstrapped 

during non-attack periods and identifies attack periods by an 

increase in the incidence of packets with spoofed IP 

addresses. 

V. CONCLUSION 

In this paper, we present Stack-Pi, the approach which is 

used to defending against DDoS and IP spoofing attacks. IP 

Trackback methods are used in the Pi and Stack-Pi marking 

schemes. IP trace back method needs the entire 

reconstruction of path. And on other hand Pi and Stack-Pi 

do not contain the reconstruction of path but rather it 

contains marking paths unique identifiers. The Stack-Pi 

DDOS attack defense mechanism contains two parts: Stack-

Pi marking and Stack-Pi filtering. For the purpose of 

implementation we considered a criterion to categorize 

attackers' markings based on their count rather than 

assuming the routers as omniscient. There are two phases to 

execute the simulation: Training Mode and Defend Mode. 
We categorize  

Stack-Pi filters in two types: threshold and IP 

based. In threshold filters DDoS victim is allowed to 

minimize the false positive and false negative rates of the 

incoming traffic. It is allowed to victim in IP based filters to 

detect, with high probability, a spoofed source IP address in 

an incoming packet. Stack-Pi provides strong protection 

against DDoS victim, and it also shows strong incremental 

deployment properties. Stack-Pi is also compatible with 

IPv4 means Stack-Pi can operate in IPv4 environment. For 

Stack-Pi there are many extensions that have yet to be 

explored for example variable bit marking and application 

of machine learning techniques to Stack-Pi filtering. 
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