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Abstract— Application-level web security refers to 

obligation inherent in the code of a web-application itself. 

few months ago application-level vulnerabilities have been 

exploited with serious consequences: hackers have good 

knowledge of e-commerce sites into shipping goods for no 

charge, usernames and passwords have been harvested and 

confidential information has been leaked. In this paper we 

introduce new tools and techniques which address the 

problem of application-level web security. (i) We describe a 

scalable structuring mechanism facilitating the abstraction 

of security policies from large web-applications developed 

in heterogeneous multi-platform environments. (ii) In that 

present a tool which assists programmers develop secure 

applications which are resilient to a wide range of common 

attacks. (iii) The report results and experience arising from 

our implementation of these techniques. 
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I. INTRODUCTION 

Day by day since with increasing popularity of mobile 

phones and connected devices internet is easily accessible to 

masses. More and more users are accessing internet every 

day. Lot of information is shared via social networking sites. 

This is given rise to more accessibility to business users to 

use this platform for delivering their services, due to which 

there is increase in number of attacks too. Hackers usually 

seek to compromise corporate network. As a result of these 

attacks companies which are purely online are paying 

increased attention to security of their web applications. 

Majority of the attacks occurs through cross site scripting 

(XSS) and sql injections which are loopholes accidentally or 

unknowingly left by developer. Usually a by-product of 

hasty and cheap development which gives rise to such 

problems which result from awed coding and failure to 

sanitize input to and output from web application. So we 

propose to develop some guidelines based on which if a web 

application is developed it will provide basic security from 

attacks such as Denial of Service (DOS). The use of 

developing such guidelines will facilitate good practices for 

development of web application.  

It will also make the web application more secure 

and will make it Resilient to common attacks.recently article 

described how a journalist hacked a number of e-commerce 

sites, successfully buying goods for less than their intended 

prices. A recent article suggests that between 30% and 40% 

of e-commerce sites throughout the world are vulnerable to 

this simple attack. Internet Security Systems identified 

eleven widely deployed commercial shopping-cart 

applications which suffer from the vulnerability. 

The price-changing attack is a consequence of an 

application-level security hole. We use the term application-

level web security to refer to vulnerabilities inherent in the 

code of a web-application itself. Most application-level 

security holes arise because web applications mistakenly 

trust data returned from a client. For example, in the price-

changing attack, the web application makes the invalid 

assumption that a user cannot modify the price because it is 

stored in a hidden field. 

Fixing a single occurrence of vulnerability is 

usually easy. However, the massive number of interactions 

between different components of a dynamic website makes 

application-level security challenging in general. In this 

paper we present a structuring technique which helps 

designer’s abstract security policies from large web 

applications. Our system consists of a specialized Security-

Policy Description Language which is used to program an 

application-level firewall or gateway. Security policies are 

written in SPDL and compiled for execution on the security 

gateway. The security gateway dynamically analyses and 

transforms HTTP requests/responses to enforce the specified 

policy. 

II. LITERATURE SURVEY 

Most of the current web applications suffer from such 

threats due to bad coding practices and cross site scripting. 

So we propose to develop some guidelines based on which 

if a web application is developed it will provide basic 

security from attacks such as Denial of Service (DOS). The 

use of developing such guidelines will facilitate good 

practices for development of web application. It will also 

make the web application more secure and will make it 

resilient to common attacks. 

III. APPLICATION-LEVEL SECURITIES 

Increased information sharing through social networking 

and increasing business adoption of the Web as a means of 

doing business and delivering service, websites are often 

attacked directly. Hackers either seek to compromise the 

corporate network or the end-users accessing the website by 

subjecting them to drive-by downloading. 

As a result, industry is paying increased attention to 

the security of the web applications themselves in addition 

to the security of the underlying computer network and 

operating systems. 

A. Form Modification: 

HTML forms are an application-level security minefield. 

Our own experiments indicate that a significant percentage 

of web forms are vulnerable to application-level attacks. The 

main reason for this is that web designers implicitly trust 

validation rules which are enforced only on the client-side. 

Examples of client-side form validation include both 

constraints imposed by the HTML itself which are executed 

on the client. 
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B. SQL Attacks: 

Web applications commonly use data read from a client to 

construct SQL queries. Unfortunately constructing the query 

naïvely leads to vulnerability where the user can execute 

arbitrary SQL against the back-end database. 

C. Cross-Site Scripting: 

Cross-Site Scripting (XSS) refers to a range of attacks in 

which users submit malicious HTML to dynamic web 

applications. The malicious HTML may be embedded inside 

URL parameters, form fields or cookies. When other users 

view the malicious content it appears to come from the 

dynamic website itself, a trusted source. The implications of 

XSS are severe; for example, the Same Origin Policy, a key 

part of JavaScript's security model, is subverted. 

IV. TECHNICAL DETAILS 

 
Fig. 1: System Architecture 

Fig. 1 shows a diagrammatic view of the components of our 

system and the interactions between them. Note that the 

security-gateway does not have to run on a dedicated 

machine: it could be executed as a separate process on the 

existing web-server or, to achieve better performance, 

integrated into the web-server directly. 

A. System Overview: 

A designer codes a set of validation constraints and 

transformation rules in SPDL. Validation constraints place 

restrictions on data in cookies, URL parameters and forms. 

The policy compiler translates SPDL into code which 

enforces validation rules and applies the specified 

transformations. The generated code is dynamically loaded 

into the security gateway where it is executed in order to 

enforce the specified policy. The security gateway acts as an 

application-level firewall. 

4. Monitoring and Analysis 

It will monitor all the traffic that will pass through 

the monitoring tool. It will resist the attack. He analyzes 

traffic and prevents it from different attack. 

B. System Components: 

1) Web Application: 

In this module we design an e-commerce website which is 

secure from different attack. We will also Implementing 

guidelines and policies. 

2) Policy Creation Tool: 

Security policy creation tool (SPCT) is to simplify the task 

of generating SPDL-2 for a large Web site. The policy 

creation tool is able to automatically generate all the trivial 

cases, leaving the more complicated part of the specification 

to the human policy designer. 

3) Policy Implementation: 

The policy compiler takes an SPDL-2 specification and 

compiles it for execution on the security gateway. 

Validation rules and constraints are also compiled into 

JavaScript which can be embedded into forms and executed 

on clients. 

C. Mathematical Model: 

Let S is the system such as  

S= {Server, Starting State, Ending State, A,  PCT, SPDL, 

MT};  

Where, 

Server= Web application server 

Starting State = Login page 

Ending state= Web application 

A= Admin 

PCT= Policy creation tool. 

SPDL=Specification or policies 

MT=Monitoring tool. 

D. Feasibility Analysis: 

1) SPDL-2 is used to specify a set of validation 

constraints and transformation    rules.  

2) A security policy creation tool assists the policy 

developer with the task of creating the security 

policy. 

3) A policy compiler automatically translates the 

SPDL-2 into server-side code for dynamically 

enforcing the policy. 

4) An application-level security gateway is positioned 

between the Web-server and client machines and 

filters all the HTTP messages passing between 

them. 

5) Rule forming is scenario based so no testing is 

required for that case.  

6) The part where-in a threat is detected by the 

monitoring tool. 

V. SECURITY POLICY DESCRIPTION LANGUAGES 

At the top level, an SPDL-2 specification is an XML 

document. The DTD corresponding to SPDL-2. The 

document consists of a single <site> element which in turn 

contains a collection of <policy> elements. Each <policy> 

element contains a group of related <URL> and <cookie> 

elements and optionally <parameter> and further nested 

<policy> elements. For each <URL> element, a number of 

<parameter>s is declared. The attributes of a 

<parameter>element with name p place constraints on data 

passed via p: The maxlength and minlength attributes 

specify the maximum and minimum length of data passed 

via p.A setting required to “Y” specifies that p must always 
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contain a (nonzero length) value. . Setting MAC to “Y” 

specifies that the value of p must be accompanied by a 

Message Authentication Code (MAC) [12] generated by the 

server. This prevents the user from changing the value of the 

parameter to arbitrary values. The type attribute specifies the 

data-type of p (int, float, bool orstring). 

VI. ALGORITHMS: KNN 

In pattern recognition, the k-Nearest Neighbours algorithm 

(or k-NN for short) is a non-parametric method used for 

classification and regression. In both cases, the input 

consists of the k closest training examples in the feature 

space. The output depends on whether k-NN is used for 

classification or regression. 

In classification, the output is a class membership. 

An object is classified by a majority vote of its neighbours, 

with the object being assigned to the class most common 

among its k nearest neighbours (k is a positive integer, 

typically small). If k = 1, then the object is simply assigned 

to the class of that single nearest neighbouring regression, 

the output is the property value for the object. This value is 

the average of the values of its k nearest neighbours’-NN is 

a type of instance-based learning, or lazy learning, where the 

function is only approximated locally and all computation is 

deferred until classification. 

The k-NN algorithm is among the simplest of all 

machine learning algorithms. Both for classification and 

regression, it can be useful to weight the contributions of the 

neighbours, so that the nearer neighbours contribute more to 

the average than the more distant ones. For example, a 

common weighting scheme consists in giving each 

neighbour a weight of 1/d, where d is the distance to the 

neighbour. The neighbours are taken from a set of objects 

for which the class (for k-NN classification) or the object 

property value (for k-NN regression) is known. This can be 

thought of as the training set for the algorithm, though no 

explicit training step is required. A shortcoming of the k-NN 

algorithm is that it is sensitive to the local structure of the 

data. The algorithm has nothing to do with and is not to be 

confused with k-means, another popular machine learning 

technique. 

VII. CONCLUSIONS 

We propose that our methodology provides a stronger 

foundation for secure Web applications than conventional 

tools and development techniques. In addition, we believe 

that applying this methodology in practice would make a 

significant and immediate impact to the many Web sites 

which currently suffer from application-level security 

vulnerabilities. 
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