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Abstract— Incorporating smart phones and vehicles is 

becoming a developing trend, predominantly in access 

control systems to unlock vehicles, as smart phones have 

become very popular and multipurpose device. Smartphone-

based automotive solutions promise to greatly enhance the 

user’s experience by providing advanced features far beyond 

the conventional dedicated tokens/transponders. In this 

paper, NFC enabled smart phones are used to unlock 

vehicles, providing high range of security.   
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I. INTRODUCTION 

Mobile phones have become a pervasive platform of 

communication, entertainment and computation. There are 

over billions of people who own mobile phones around the 

world with current wireless technologies, like Wi-Fi and 

Bluetooth, mobile phones have the ability to interact with 

other devices to execute data exchange and access control. 

For example exchanging text message, business personal 

cards, and controlling appliances like air conditioner and TV 

sets. Currently, a new short-range technology is introduced 

in mobile phones called Near Field Communication (NFC) 

[9]. 

It enables two devices to communicate with each 

other by touching each other. The establishment of 

connection is simple without device searching and 

pairing. NFC is based on Radio Frequency identification 

(RFID) technology. 

One advantage of NFC is that it enables a device to 

emulate either a tag or a tag reader. NFC can be applied for 

applications such as: ticketing, toll gate payment, access 

control, smart poster, and peer-to-peer data exchange. NFC 

simplifies the communication and data transfer between 

wireless devices. Thus, NFC technology could be used for 

various applications. Considerable research has been carried 

out to explore the possible NFC applications and their 

implementation, for example: NFC-enabled health 

monitoring system, measurement system for 

remotemonitoring and control and other mobile 

application[8]. Besides the above, NFC is a 

promisingtechnology, which can be applied to mobile 

payment . 

In this paper, smart phone-based NFC-enabled 

immobilizer systems is emphasized, which is an electronic 

security device fitted to an automobile that prevents the 

engine from running unless the correct key is present 

protecting from unauthorized access to the vehicles.  

II. REQUIREMENT ANALYSIS 

In this highly secure system the assumptions, objectives and 

requirements have been presented with system model. 

A. Physical Key (Traditional System): 

Early modern vehicles relied on physical, non-electronic key 

in order to restrict open and start access. In these kinds of 

lock systems, the vehicle user must insert the key into the 

ignition lock and turn it in order to power the electric starter 

motor, which then initiates the starting of the engine. The 

security of this kind of system relies solely on that the key 

matches the ignition lock. If the key matches, the vehicle 

user is able to turn it and is thereby authorized to start and 

drive the vehicle. 

This kind of security mechanism does provide 

some protection against theft, but can quite easily be 

exploited. An attacker wanting to steal a vehicle with such 

system could produce a duplicate of the key in the case 

where he has access to a legitimate key. 

B. Objectives: 

Our main objective is to prevent unauthorized access to the 

vehicles. 

1) Access Control: 

The first objective is Access control, i.e. only authorized 

entities, namely owner authorized by manufacturer and user 

authorized by owner, should be able to unlock the vehicle 

[1] [16]. 

2) Performance: 

The time needed for authentication is a significant usability 

aspect, which is essential for a positive user experience [13], 

Authentication of owner or user to immobilizers should be 

performed within an unnoticeable time interval. 

III. EXISTING WORK 

A. Physical Key with RFID Immobilizer: 

As previous section describes, relying on just a physical, 

non-electronic key is not an adequate security mechanism to 

prevent theft of a vehicle.This lead to the development of an 

additional security feature in vehicle key system, the usage 

of Radio Frequency Identification (RFID) immobilizer units. 

In a vehicle lock system that uses an immobilizer 

unit, the key has an embedded transponder RFID chip. Near 

or embedded into the ignition lock, there is a device that 

queries and reads the RFID chip of the key. When the key in 

the ignition lock is turned, the vehicle queries the key and 

expects a code returned [17].The returned code is compared 

to a list of valid codes, and if it matches one of them, the 

immobilizer is disabled and the vehicle is authorized to start 

the engine. 

Immobilizers consist of a RFID transponder chip 

embedded in the vehicle key, and a reader system which 

usually is located near the ignition lock of the vehicle. In 

order for the user to be authorized to start the engine, the 

vehicle key must be able to answer correctly on a challenge 

sent by the vehicle. In early immobilizer systems, the 

answer to the challenge was a static code which never 

changed. This is not a very secure solution as an attacker is 
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able to replay the code when it has been captured once. 

Today it is more common for these systems to use rolling 

codes, i.e. codes that change often. 

As the immobilizer systems are based on that RFID 

chips in the keys answer with correct codes when queried, 

the goal of an attacker is to be able to find and reproduce 

these codes. In the case of a physical key with RFID 

immobilizer, the only security left after the attacker has 

found the codes, is the ignition lock which depends on a 

correct physical key. 

B. Keyless Entry with RFID Immobilizer: 

Many vehicle manufacturers use key fobs with wireless 

functionality to perform actions like locking, unlocking, 

controlling the windows, activating the alarm etc.These are 

usually communicating through Ultra High Frequency 

(UHF, 315 or 433 MHz), and the immobilizers work in the 

same way. Other than the fact that these UHF based entry 

systems are vulnerable to simple jammer. 

In a jammer attack, the attacker uses a device that 

produces signals which makes the vehicle and the key fob 

unable to communicate with each other. The jammer would 

block the wireless communication, and the vehicle would 

not receive the lock command. 

C. Passive Keyless Entry and Start (PKES): 

In the later years, a system called Passive Keyless Entry and 

Start (PKES) has been implemented by many vehicle 

manufacturers, under different names.  

The “Passive” part of the name reflects the nature 

of the entry system, as the main feature is that it does not 

require an action from the vehicle user.Thismeans that 

instead of pressing a button to open and lock the vehicle, the 

vehicle user may have the key fob in his pockets, and 

vehicle opens and locks itself automatically based whether 

the user approaches or leaves the vehicle. The system also 

allows starting the vehicle with the key fob still in the 

pockets of the user; hence there is no need to insert a 

physical key into an ignition lock. 

In a PKES system, the key fob has an implemented 

low frequency (LF) RFID chip for short range 

communication, and an UHF transmitter/receiver for longer 

range communication. The vehicle has a system for 

querying and reading the RFID chip, and this system 

including diversely placed antennas is used to detect where 

the key fob is located; inside or outside of the vehicle. 

 If the key fob is not in near proximity of the 

vehicle, typically maximum 1-2 meters away, remote open 

and close is allowed through the UHF channel. If the key 

fob is in a distance of 1-2 m from the door handle, automatic 

open and close is allowed. If the key fob is located inside the 

vehicle, it is authorized to start the engine and the user is 

thereby able to use the vehicle. 

 PKES based systems have been demonstrated to be 

vulnerable to relay attacks. During a relay attack, the 

attacker acts as a man in the middle, intercepting and 

forwarding the signals that are supposed to go directly 

between the transmitter and the receiver. This makes the 

receiver and the transmitter able to communicate with each 

other through the relay, and therefore it is assumed that they 

are in proximity of each other, although they might in fact 

be very far from each other. 

 When this kind of attack is applied to PKES based 

systems, the attackers place one of their devices near the key 

fob and another device near the vehicle. As the signals are 

relayed using the attackers’ devices, they will be able to 

access and start the vulnerable vehicle without having to 

steal or even touch the vehicle key. 

 As this attack only relays the communication 

between the key fob and the vehicle, it does not read or 

modify the signals. There are some drawbacks in the 

existing system which provides very weak security system 

for the vehicles. The given information provides the issues 

and some advantages of the existing system. 

IV. PROPOSED SYSTEM 

The proposed system aims in developing a system that 

provides more security. The NFC enabled immobilizer is 

used in the proposed system. The manufacturer initializes 

the immobilizer and NFC tag with authentication key. The 

manufacturer also installs the smart secure mobile 

application in smart phone which is NFC enabled. The 

vehicle user reads the authentication key from NFC tag 

using NFC reader and stores the key in encrypted form. 

When it is necessary to unlock the vehicle, place the smart 

phone closer to immobilizer. After placing, immobilizer 

reads the key and decrypts the key. Then immobilizer 

verifies the key with authentication key. If it is matched, it 

unlocks the vehicle; otherwise it sends an alert message. 

A. System Model: 

Our System model is depicted in the fig.1, which involves a 

vehicle manufacturer, a vehicle user, immobilizer unit, and a 

NFC tag. The vehicle manufacturer produces vehicles 

equipped with immobilizer, that are electronic control units 

preventing unauthorized access. Moreover, Manufacturer 

also represents vehicle dealers, service stations authorized 

by the manufacturer. The vehicle user is a private person or 

a company that has purchased the vehicle from the 

manufacturer and received a NFC tag which is securely 

deployed with access key [1]. 

 
Fig. 1: System model 
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The NFC tag can be given to a delegated user, So 

that the delegated user gets authorization from the owner. 

Just by reading the key and required information from the 

NFC tag, the delegated user can access the vehicle. 

B. System Elements: 

1) Key Generation: 

Before the initialization of NFC tag and immobilizer, the 

manufacturer randomly generates an authentication key for 

every vehicle. The manufacturer keeps a database for storing 

the authentication key for all vehicles. 

2) Initialization of NFC Tag and Immobilizer: 

The manufacturer initializes the NFC tag with authentication 

key. NFC writer is used to write the authentication key to 

the NFC tag. During the initialization of immobilizer, the 

authentication key is stored in the code using arduino 

software. 

3) Development of Smart Secure Mobile Application: 

The smart secure mobile application is developed by 

manufacturer using the Android Development Toolkit (ADT 

is used to develop an android application program using 

java). After developing, the manufacturer installs the smart 

secure mobile application in the smart phone. 

4) Smart Secure Mobile Application: 

The smart secure mobile application is used for 

 Reading the key from the NFC tag 

 Sending the key to the immobilizer 

 
Fig. 2: Smart Secure Mobile Application 

a) Reading the Key from the NFC Tag: 

To read the authentication key from the NFC tag, place the 

NFC tag near to the NFC enabled smart phone. After 

placing, the smart phone reads the key from NFC tag and 

stores the key in the encrypted form. 

b) Sending the Key to the Immobilizer: 

When it is necessary to unlock the vehicle, place the smart 

phone near to the immobilizer. Through NFC, the smart 

phone sends the authentication key to the immobilizer. 

5) Unlocking the Vehicle: 

After receiving the key, the immobilizer decrypts the key. 

Then it verifies the key with authentication key. If it is 

matched, it unlocks the vehicle; otherwise it sends the alert 

message to alternate number[10]. 

V. SYSTEM DESIGN 

Our system design consists of several units such as 

immobilizer, NFC tag and smart phone. 

A. Immobilizer: 

An immobilizer is an electronic security device fitted to an 

automobile that prevents the engine from running unless the 

correct key is present [12][13]. In this paper, NFC enabled 

immobilizer is used to communicate with the smart phone. 

Precisely, here arduinoUno [2] is used, it is a 

microcontroller board based on the atmega328 (datasheet). 

It has 14 digital input/output pins (of which 6 can be used as 

PWM outputs), 6 analog inputs, a 16 MHz ceramic 

resonator, a USB connection, a power jack, an ICSP header, 

and a reset button. It contains everything needed to support 

the microcontroller, simply connect it to a computer with a 

USB cable or power it with an AC-to-DC adapter or battery 

to get started. Arduino is connected via a Serial Peripheral 

Interface (SPI) to an NFC interface based on the PN532 

controller [14]; PN532 is a highly integrated contactless 

reader chip, which contains the 80C51 microcontroller core 

with integrated 13.56MHz under a variety of active / passive 

contactless communication methods and protocols. 

PN532 transmission module supports 6 different 

operating modes: 

 Reader mode, supports ISO / IEC 14443A / 

MIFARE mechanism 

 Reader mode, support for FeliCa mechanism 

 Reader mode, support for ISO / IEC 14443B 

mechanism 

 Card operating mode, supports ISO 14443A / 

MIFARE mechanism 

 Card operation mode , FeliCa mechanism 

 ISO/IEC18092, ECM340 point. 

 
Fig. 3: Arduino board 

B. NFC Tag: 

NFC  tags  contain  data  and  are  typically  read-only,  but 

may be rewriteable .The tags can securely store personal 

data  such  as  debit  and  credit  card  information,  loyalty 

program  data,  PINs  and  networking  contacts,  among 

other information. The NFC Forum defines four types of 

tags  that  provide  different  communication  speeds  and 

capabilities  in  terms  of  configurability,  memory, security,  
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data  retention  and  write  endurance.  Tags currently offer 

between 96 and 4,096 bytes of memory. 

 As with proximity card technology, near field 

communication uses magnetic induction between 

two loop antennas located within each other’s near 

field, effectively forming an air-core transformer. 

 Theoretical working distance with compact 

standard antennas: up to 20 cm (practical working 

distance of about 4 cm)  

 Supported data rates: 106, 212 or 424kbit/s (the bit 

rate 848kbit/s is not compliant with the standard 

ISO/IEC 18092) 

 NFC devices are able to receive and transmit data 

at the same time. Thus, they can check for potential 

collisions, if the received signal frequency does not 

match with the transmitted signal’s frequency. 

 
Fig. 4: NFC tags 

NFC is a specialized subset within the family of 

RFID technology and RFID is the process by which items 

are uniquely identified using radio waves. Specifically, NFC 

is a branch of High-Frequency (HF) RFID, and both operate 

at the 13.56 MHz frequency. NFC is designed to be a secure 

form of data exchange, and an NFC device is capable of 

being both an NFC reader and an NFC tag. This unique 

feature allows NFC devices to communicate peer-to-peer. 

Near Field Communication devices have taken 

advantage of the short read range limitations of its radio 

frequency. Because NFC devices must be in close proximity 

to each other, usually no more than a few centimeters, it has 

become a popular choice for secure communication between 

consumer devices than the RFID.   

C. Smart Phone: 

Smart phones have become a pervasive platform of 

communication, entertainment and computation. Mobile 

phones have the ability to interact with other devices to 

execute data exchange and access control. For example 

exchanging text message, business personal cards, and 

controlling appliances like air conditioner and TV sets. 

Currently, a new short-range technology is introduced in 

mobile phones called Near Field Communication (NFC) [6]. 

It enables two devices to communicate with each other by 

touching each other. The establishment of connection is 

simple without device searching and pairing. In this paper, 

smart phone is used to unlock the vehicle using smart secure 

mobile application. The communication between vehicle 

and smart phone is through NFC [6][7]. 

VI. SYSTEM OPERATIONS 

These are the following operations to be performed in the 

immobilizer, NFC tag, and Smart phone 

A. Immobilizer and NFC Tag Initialization: 

The vehicle manufacturer initializes the immobilizer and 

NFC tag with authentication key (Both Immobilizer and 

NFC tag have the same authentication key). 

B. Initialization of Mobile Application: 

The manufacturer installs the smart secure mobile 

application in smart phone which is NFC enabled. 

C. Vehicle User Authentication: 

Smart secure mobile application reads the authentication key 

from NFC tag using NFC reader and stores the key in 

encrypted form. When it is necessary to unlock the vehicle, 

place the smart phone near to the immobilizer. After 

placing, immobilizer reads the key and decrypts the key. 

Then verify the key with authentication key. If it matches, 

then the vehicle is unlocked. [3][4]. 

D. Unauthorized Access: 

When the unauthorized person tries to access the vehicle, 

Immobilizer sends the alert message to the owner’s mobile 

phone. 

VII. SYSTEM FLOW DIAGRAM 

 
Fig. 5: System flow diagram 
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VIII. EXPERIMENT 

To evaluate the functionality of the system, two different 

NFC tags are used.  

 One NFC tag equipped with correct key 

corresponding to the key present in the immobilizer 

 Another NFC tag with wrong key. 

If the tag with correct key is used, the vehicle gets 

unlocked.  

If the tag with wrong key is used, immobilizer 

rejects and sends an alert message to the user’s mobile 

phone.  

IX. CONCLUSION 

In this paper, NFC enabled immobilizer system is presented 

using latest NFC enabled smartphone and tags, unlike the 

conventional immobilizer system that suffers from various 

security complications. Our new approach provides more 

security to the vehicles using secure hardware. 
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