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Abstract— Image steganography consists hiding of secret 

information inside the cover medium. Cover medium may 

be image file, video file or audio file. Cover file depends on 

size of information. Mainly they have two types of 

techniques available for steganography. One is spatial 

domain steganography and another one is Transform domain 

steganography. The main objective to be considered in the 

steganography method is high imperceptibility, due to high 

imperceptibility viewer cannot view the secret information 

inside the stego image. In this paper, a transform domain 

steganography is used for color image. Here integer wavelet 

transform is applied to each and every R, G, B planes of the 

image and then information is embedded separately in R, G, 

B planes. The proposed method is highly capable, 

rebustness and simple.  Therefore we have be used to 

transfer very highly confidential information like military 

secrets and etc.   
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I. INTRODUCTION 

Steganography is a method of hiding a secret information 

(data) inside other image, video and audio files, so that the 

existence of that information can be concealed. 

Cryptography in contrast, is an art of protecting a data or 

information by transforming it into untraceable and an 

unreadable form which is known as cipher text. Only a 

person, having a secret key is able to  decrypt the data into 

the original form or we can say that decipher the message. 

for the higher security, we can used  combining 

cryptography with steganography.  Basically, there are two 

types of steganography -1) spatial domain 2) transform 

domain. Both of them have several data embedding 

techniques. 

When data embedded, some additional techniques 

can have been implemented for improving efficiency and   

reduce the error. There are many number of techniques to 

extract and hide to text, numbers, random data,  voice and 

images into the cover image, with good signal to noise 

ration and very low error.  

  Digital images are defined by using a 2-

Dimenetation matrix of the pixel. generally gray images 

have 8 bits per pixel, whereas colored image have 24 bits 

per pixel (RGB model). Here in this  Steganography system 

i have take an image as the cover file. they are many 

methods to merging the data or information inside  the 

cover-image.  

 The spatial domain techniques secret data or 

information is directly merged with the bit of pixels on the 

cover image. here the secret bits are directly written at the 

cover image pixel bytes. Consequently, these methods are 

very simple and easy to implement for real time application. 

The Least Significant Bit (LSB) is one of the mostly used  

techniques in the spatial domain image Steganography. In 

transform domain  They have various kind of watermarks 

method available like discrete cosine transform, visual water 

marking techniques, Fourier transform and  integer wavelet 

transform. in this paper, I use a method integer wavelet 

transform for steganography. In this paper, for random 

selection of pixels I have used a graph theory instead of 

using raster scanning method. 

II. BACKGROUND 

A. Haar Integer Wavelet Transform: 

Haar integer wavelet transform is a wavelet transform 

among all of the basic wavelet transform.  wavelet transform 

have been deriving by using lifting method. IWT give the 

results in integer form and we consider that integer as the 

IWT coefficients. so here a transform is taken for LSB(Least 

Significant Bit)  based embedding. generally, Low 

Frequency (LF) components are generate by average of the 

integer coefficient and High Frequency (HF) components 

are generate by differencing methods. In the 1st level of 

decomposition, an image gives Diagonal(DC) 

Approximation (AC), Vertical (VC) and Horizontal (HC) 

coefficients. all of the above coefficients, AC is more 

sensitive, so the embedding is not done in AA band. all the 

other bands DC, VC and HC coefficients contain edge 

information. we can have merged more information in these 

coefficients. 

1) Lifting Scheme and Transform Mechanism: 

1) Step 1: take color image of size M×N. 

2) Step 2: now consider odd and even column 

separately. and give a name 'OC' for odd column 

and 'EC' for even column. now, we can find high 

frequency(HF) and low frequency (LF) 

components of the image. here size of the HF and 

LF is M/2×N/2. 

HF =  OC - EC    (1) 

LF =  EC  -  ⌊
  

 
⌋                    (2) 

3) Step 3: now by using LF and HF coefficient 

generate a new matrix of size M×N and give the 

name "C". 

4) Step 4: then we processed each and every row of 

the matrix "C" and find the DC, VC, HC 

coefficients by using below formula. 

HC = LFodd -LFeven   (3) 

AC = LFeven - ⌊
  

 
⌋      (4) 

VC = HFodd -HFeven   (5) 

DC = HFeven - ⌊
  

 
⌋    (6) 

Where, HFodd  - is odd row of the HF, 

 LFodd  - is odd row of the LF, 

 HFeven  -is  even row of theHF, 
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 LFeven  - is even row of the LF and 

 ⌊ ⌋  -  is denotes the Floor value. 

B. LSB Method (Least Significant Bit Embedding): 

LSB method is one of the very well-known techniques for 

information or data hiding. By Using this technique least 

significant bits of  particular pixels have been altered by 

changing the bit of secret information(data). quality of an 

the cover image after merging  using this LSB method 

depends on how many number of bits  to be embedded. Here 

If more number of bits is embedded then the distortion have 

been higher at the stego image. 

 Here I can have been equally distributed secret data 

over the cover media, and also ensuring that a range of data 

value must be preserved in limited range.  

 Mathematical expression for LSB method is given 

below: 

S.I = (C.I - mod(C.I , 2
p
)) + S.D  (7) 

S.D' = MOD( S.I , 2
p
)   (8) 

Where, 

p - total  number of bits to be embedded, consider  p=1 then 

we can say that one bit shall be embedded in C.I 

 C.I - Pixel value of cover image. 

 S.I - Pixel value of Stego (Steganography) image. 

 S.D - Decimal form of the secret data. 

 S.D' - Decimal form of the extracted secret data. 

C. Random Path Generation by Using Graceful Graph: 

Generally, It is a basically the study of lines and points. 

In graceful graph mainly we used Vertices (V) and 

Edges(E). now we can say that set of points are Vertices(V) 

and there points are interconnect to each other by lines. now, 

these lines are Edges(E), representation of graceful graph is 

by G(V,E). Here  in this paper, the Steganographic point of 

view, coefficients  or pixels are taken as the Vertices and 

consider the traversal path between any two pixels are the 

Edge. Graceful graph is playing an vital role for random 

path generation in steganographic algorithms. 

Consider a tree with 'n' vertices, which is gracefully labeled. 

Here all vertices are been labeled with the integer values 

[1...n]. 

Basic steps are given below for generating a graceful graph: 

1) Step 1: select the  x and y values  based on the total 

number of Edges(E) or we can say it's lines. So, 

Total number of Edges is given by x+y. 

2) Step 2:  then, selecting a  number N, consider  N=9 

3) Step 3: Generating  a unique sequence S1.  SI 

sequence is [l+N, 2+N, . . . . . . . . ,x+N]. 

4) Step 4: Now, I have to generate a unique sequence 

S2 by reordering the sequence S1.  

5) Step 5: consider a sequence S3 that have been 

satisfied the following conditions. 

Condition 1: Sequence should have been started 

with 9 and ended with 0, it means Decreaseing 

order sequence 

Condition 2: Total number of elements in this 

sequence is 'y'. 

6) Step 6: By using S2 and S3, form a  new sequence 

R2 

7) Step 7: Develop Rl sequence, and  Rl is {1,2, 3, . . . 

. . . . . . ,x+y}. 

8) Step 8:  By adding the elements of R2 and R1 

generate a sequence R3. 

9) Step 9: By using the R2 and R3 sequence develop 

the graceful graph. 

Developing the graceful graph take the value of  

first element of R2 and R3, connect these elements to each 

other and give it  label as 1. graceful graph would been  

completed when the last label valued is  (x+y). 

I have  applied graceful graph method to the 8×8 image. 

so, 8×8 random pat is generate.  

Example: take X = 23, Y = 40 and N = 9. by 

applying above step we generate R1,R2 and R3 sequences. 

there sequences is given in below: 

 
Fig. 1: R1, R2, R3 Sequence Generation 

Random path for steganography techniques could 

be obtained by using Graceful Graph. In figure 2 the part of 

the graceful graph has been shown, here every nodes are 

numbered from 0  and upto 63. here in the graph different 

color is used for distinguish the edges and the nodes.  Red 

color number (label) is used to represent edges. edge 1 

connected to the node 12 and 11. So, data is merged  first in 

the 12th and 11th pixels of the cover image. In this paper, 

size of the each Sub-band  is taken as 8x8 matrix. So, it have 

64 total elements or pixels. by considering pixels as the 

nodes, here total 64 nodes is present. Numbering of that 

nodes will be given as per raster scan method i.e. 0 to 63. 

below graph contain 64 total number of nodes and the data 

or information merged randomly at selected nodes(pixels) 

and  by the tracing all the edges(labels or lines) we have 

completed the whole graph. 

 
Fig. 2: Graceful Graph 

Now, we generated a matrix(randomly path 

selected matrix) by using above graceful graph. here 8×8 
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matrix is generated. and the coordinates values are 0 to 63. 

the value of (8,8) coordinate is '0' therefor first data or 

information merged at that location, If the value of  (8,4) 

coordinate is '1', then the next data has been merged at that 

location. Similarly, the remaining all the data or information 

are merged based on the coordinate values. 

 
Fig. 3: Random Path Matirx 

III. EMBEDDING AND EXTRACTION ALGORITHM 

In this paper methodology consists of embedding 

(transmission side) and Extraction (receving side) algorithm. 

Detailed of the algorithm is given below. 

A. Embedding Algorithm 

1) Step 1: consider 256x256 color cover image. secret 

data  or information embedding in this cover 

image. 

2) Step 2:  Then separate the R, G, B planes of the 

cover image. 

3) Step 3: secret data or information are be converted 

into the binary bits. 

4) Step 4: Histogram modification process has been 

applied as a part of pre-processing includes. so, the  

pixel values are converted in allowable limit. which 

is 15 and 245. also, histogram modification can be 

helpful to avoid underflow and overflow error in 

the integer wavelet transformed data. 

5) Step 5: Entire cover image is split into 16×16 non 

overlapped blocks (small image). 

6) Step 6:  Then, all 16×16 splitted block are passing 

through Haar Integer wavelet transform. output of 

the Integer Wavelet Transformed  contains AC 1, 

HC 1, VC 1 and DC 1 sub bands. ie. first level 

decomposed output. for a high visual quality, data 

or information cannot embedded in AC 1 Sub-

band. we can also provide the order for embedding 

of the sub sidebands. 

7) Step 7: select the co-ordinates randomly for data 

(information) merging. By using graph theory we 

can generate that random path. we providing 

random path to all the three R,G,B planes. 

8) Step 8: how many bits, embedded at particular co- 

ordinates (pixels)  are very important. here in this 

paper I have used 1 to 3 bits merging for particular 

pixels 

9) Step 9:  Then apply inverse integer wavelet 

transform [IWT] to each and every of 16×16 

blocks. for generating stego image combine R, G, 

B plane. this stego image is same as cover image 

we cannot distinguish between them. 

B. Extraction Algorithm: 

1) Step 1: Receiving stego image, and the size of 

stego image is 256 x 256 x 3 pixels. 

2) Step 2: Separat R, G, B planes. 

3) Step 3: Then we can split the entire image in 16×16 

blocks (which is non-overlapping). 

4) Step 4: Haar IWT (Integer wavelet transform) is 

applied to each and every of the 16 x 16 blocks. 

Wavelet Transformed output of the IWT contains 

AC 1, HC 1, VC 1 and DC 1 sub-bands, which is 

first level decomposed output. 

5) Step 5: Now by using random matrix we can 

extract secret data from the integer wavelet co-

ordinates. 

 
Fig. 4: Embedding Block Diagram 

 
Fig. 5: Extraction Block Diagram 

Figure a and Figure b describes flow of the 

embedding and extracting algorithm with help of simple 

basic block diagram. 

IV. RESULT AND DISCUSSION 

Many experiments has been performed on the image for 

evaluating the performance of the particular algorithm. Here 

three RGB color images and one gray scale image are taken. 

size of the all the images is 256×256 and it is used as cover 

image for data embedding. Here Random binary bits are 

been considered as a secrete information (data) and they are 

merged inside the cover image.  

  MSE (Mean Square Error) and PSNR are used to 

evaluating the visual quality of the output (stego image) and 

also used for analytical performance of algorithm. 

 Results are shown in the figure G and figure H. 

figure G contain group of cover images and figure H contain 

group of stego images.  visual point of view we cannot find 

any distinguish between them. here I have taken three color 

images and one grayscale image.   
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      Fig. 6: Cover Images            Fig. 7: Stego Images 

V. CONCLUSION 

In this paper work, A High Imperceptibility, capacity and 

Robustness are achieved. By using this algorithm we 

improve MSE, PSNR and Steganalysis. I can get high hiding 

capacity by merging more data on particular pixel. visually 

stego image is same as the cover image so we can say that it 

is a high  Imperceptibility. By using random matrix we 

achieved high Robustness. here I have used graceful graph 

method for random path which is less complex then others 

and also time independent. above mentioned method can be 

also applied to the video and hence we will embedded more 

much information this modification is used for future 

extension. 
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