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Abstract— Now a day’s use of cloud computing 

infrastructures is increased. Cloud provides solution to save 

the cost of query services as it provides the advantages of 

scalability and cost saving. But some data owner hesitates to 

store the sensitive data on the cloud as the service providers 

are curious i. e. they are untrusted.  Data owner wants to 

ensure privacy of query and confidentiality of data when 

they wish to move to the cloud. A secured query service is 

nothing but it should provide processing of query efficiently 

with the reduced workload of in house infrastructure to 

utilize advantages of cloud computing. For protected data in 

the cloud there is needed to provide efficient and secure 

query processing. RASP data perturbation method achieves 

this by combining random noise injection and order 

preserving encryption. RASP data perturbation is used to 

provide secure and efficient knn and range query services. 

Keywords: RAPS, Privacy of query, Cloud computing 

I. INTRODUCTION 

Cloud computing is the delivery of computing as a service 

rather than a product, whereby shared resources, software, 

and information are provided to computers and other 

devices as a utility. Cloud computing is mainly used for 

storing huge amount of data in its infrastructures.Cloud has 

the attractive features like broad network access, on-demand 

capabilities, resource pooling ,rapid elasticity, measured 

service etc. Cloud infrastructure makes it convenient for 

service owners to scale the service and pay for the hours of 

using the service. Workload of query services is not static. 

To serve dynamic workload is inefficient and expensive.In 

such situation one of the attractive feature of cloud i.e 

scalability is helpful.Data confidentiality and privacy of 

query becomes major issues as the owner of the service may 

not have control over stored data in cloud.As the service 

providers are untrusted they can make the copy of stored 

database which is difficult to detect in cloud infrastructure. 

So there is need of new methods which will protect the data 

stored on cloud and also improve the performance of 

processing query along with preserving privacy of query. 

The advantages of using cloud should also be preserved with 

this new method. It is useless if we ensure secure query 

service at the cost of lowering the performance of executing 

query. As data owners are using cloud due to its advantage 

of scalability, they are not supposed to use significant in 

house resources. We can say that there is relationship among 

privacy of query along with its quality, security of data and 

cost of using cloud. 

Requirements for submitting the query in the cloud 

can be summarized as CPEL criteria. CPEL criteria stands 

for Confidentiality of data, Privacy of query, Efficiently 

processing query, Low processing cost of in-house 

infrastructure. There are some approaches which focus on 

some aspect of CPEL criteria but they do not address all the 

aspect of CPEL criteria. Order preserving Encryption [1] 

and Crypto index [2] are prone to attacks. The enhanced 

crypto-index [3] approach focus on privacy and security of 

query but it will put extra load on in-house infrastructure. 

For protecting data objects and queries. New Casper 

approach[4] will make use of cloaking boxes which affects 

the in-house infrastructure workload. 

Random Space Perturbation (RASP) method is 

proposed for building range query and k nearest-neighbor 

query services in the cloud. The focus of RASP is on all the 

four aspect of CPEL criteria. Basically multidimensional 

datasets are randomaly transformed with a combination of 

order preserving encryption, expansion of dimension, 

injection of random noise and random projection. 

We fire range query and knn query on database for 

retrieving records.In case of range query it will retrieve 

records from the database which lies between upper bound 

and lower bound. Similarly in knn query it is based on range 

query and it will retrieve records whose values are nearest to 

the k.Here k is noyhing but some positive integer value 

II. QUERY SERVICE 

Query is mainly used to search the records from the 

database. By using  structured query language queries are 

constructed. It is mainly used to retrieving the needed 

information from the database. Query services are the 

method for services that are exposed through an 

implementation of service provider. Here by using RASP, 

range query and kNN query in cloud provide secure storing 

and fast retrieving process of encryption and decryption of a 

data from database. 

A. System Architecture: 

Cloud computing infrastructure such as Amazon EC2 is 

used to store huge amount of data and hosting query 

services on that data. Before storing data on cloud data 

perturbation techniques are applied to ensure security of 

data. 

 
Fig. 1: System Architecture 

The architecture shows two separate parties: trusted 

parties and untrusted parties .Trusted parties are nothing but 

data/service owner,the in-house proxy server and the 

authorized users.The data owner are those who wish to use 

cloud service and wanted to store their data on cloud.They 

store their perturbed data on the cloud.Authorized users are 

only allowed to submit the queries to cloud and retrieve 
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data. Authorized users can submit range queries and knn 

queries to retrieve records.  

The framework shown in figure contains some 

basic procedures:(1)D represents original data. D’ represent 

perturbed data. F(D) is RASP perturbation that transform 

data D to D’.Data owner send their data to store on cloud 

(2)q is original query and encrypted query is represented as 

q’. Procedure Q(q) transform original query to encrypted 

form.Authorized users will send range query and knn query 

to retrieve data.(3) Cloud service provider process the 

encrypted query on perturbed data and send the results to 

authorized users. 

B. Security Analysis: 

The security analysis in the system architecture built on 

some assumptions 

 Authorized users are not malicious and only they 

can send query to the database to retrieve the 

records.  

 The communication channels and client side 

system are properly secured encrypted queries and 

protected data records cannot be leaked. 

III. MODULES 

Three modules are used. They are data perturbation, range 

query and kNN query. 

A. Perturbation: 

RASP stands for random space perturbation RASP is one of 

multiplicative perturbation method. It is combination of 

OPE, random projection and random noise injection, 

dimension expansion. OPE denotes Order Preserving 

Encryption. It allows any comparision operation to be 

directly applied on encrypted data.To process the high 

dimensional data into low dimensional data representation 

random projection is used.It offers features like good 

performance and good scaling potential. For adding noise 

into data Random noise injection is used. RASP is mainly 

used to protect data and ensure the confidentiality of 

data.Indexing is used to efficiently process the queries and 

get faster results.  

B. Range Query: 

Range query is used to retrieve the records or data which 

lies between lower bound and upper bound. In case of range 

query user   does not know how many entries will come as 

result for the query. 

For example 

SELECT id 

FROM table name 

WHERE id ( 

SELECT top 15* 

FROM United States 

WHERE age >55 

); 

The above example shows the sample query for 

range query. Here the example query is to retrieve the 

entries from United States it will retrieve the persons who 

are above 55 years in the top 15 list from the record of 

United States. 

The range search is mainly used to return the 

values that are present between the two specified values 

given in the query. 

C. kNN QUERY: 

kNN query represents k-Nearest Neighbor query. This query 

is mainly used to retrieve the nearest neighbor values of k. 

Here k used to denote positive integer value [5].  In this it 

uses kNN-R algorithm  is used to process the range query to 

kNN query. This algorithm consists of two rounds of 

interaction between client and server.  The client will send 

the query to the server with initial upper bound and lower 

bound. This upper bound range has to be more than the k 

points and the lower bound range have to be less than the k 

points.So server finds the inner range and sends it back to 

the client. With that inner range the client will calculate the 

outer range and send this outer range to the server. Then the 

server will search and find the records in the outer range 

from the database and send it to client and then the client 

will decrypt the record and find the top k candidates to 

provide the final result.  

 
Fig. 2: kNN Query Procedure 

IV. RELATED WORKS 

A. Protecting Outsourced Data: 

1) OPE:  

OPE represents Order Preserving Encryption. It preserves 

the dimensional value order after encryption. It allows any 

comparison operation to be  be applied for the encrypted 

data. It has been designed to work with existing indexing 

structures. So it can be easily integrated with existing 

database systems. The drawback of this process is the 

encryption key is too large and implementation makes the 

time and space overhead. 

2) Crypto Index:  

Crypto index method is based on bucketization in which 

column wise bucketization is applied. Random id is assigned 

to each bucket. To generate data for indexing values present 

in bucket are replaced with bucket id.Normal range query 

condition is to be transformed to a set based query to use the 

index for query processing. To protect the access pattern a 

bucket-diffusion scheme [14] was proposed. It has to 

sacrifice Query results precision, and thus increases the cost 

of filtering the result of query at client side. 

3) Distance-Recoverable Encryption: 

DRE is one of the methods for preserving the nearest 

neighbor relationship. One drawback is that indexing 
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method cannot be applied and the search algorithm is 

limited to linear scan. 

B. Preserving Query Privacy: 

1) PIR:  

PIR represents Private Information Retrieval [6]. It tries to 

fully preserve the privacy of access pattern. But these 

schemes are very costly 

V. CONCLUSIONS 

RASP method is proposed to protect the data stored on 

cloud through perturbation method. RASP is combination of 

random noise injection, random projection, dimension 

expansion and order preserving encryption. By using the 

range query and k Nearest Neighbor query user can retrieve 

their data’s in secured way.  
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