
IJSRD - International Journal for Scientific Research & Development| Vol. 3, Issue 02, 2015 | ISSN (online): 2321-0613 

 

 

All rights reserved by www.ijsrd.com 2012 

Relational Database Watermarking 
Akshay Mayekar

1
 Megha Jha

2
 Sheetal Mule

3
 Chidvilasinee S.

4
 Prof. S. M. Sangve

5
 

5
Guide 

1,2,3,4,5
Department of Computer Engineering  

1,2,3,4,5
Zeal Education Society’s Dnyanganga College Of  Engineering  And Research 

Sr.No.39, Narhe, Pune 411041
Abstract— Proving ownership rights on outsourced 

relational databases has become an important issue in 

today’s internet-based environments and in many content 

distribution applications. In this paper, we present a 

technique for proof of ownership based on the secure 

embedding of a robust imperceptible watermark in relational 

data. We formulate the watermarking of relational databases 

as an optimization problem and discuss efficient techniques 

to solve the optimization problem and to handle the 

constraints. Our watermarking technique is resilient to 

different watermark attacks because it uses a partitioning 

approach that does not require marker tuples. Our method 

overcomes weaknesses that are present in previously 

proposed watermarking techniques. Watermark decoding is 

based on mean of partitions and the bits decoded using 

majority voting algorithm. We implemented the conceptual 

algorithm of our watermarking technique and showed by 

experimental results that our technique is resilient to tuple 

deletion, alteration, and insertion attacks. 
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I. INTRODUCTION 

The rapid growth of Internet and related technologies have 

opened new horizons in the social and business domain and 

has re-defined traditional perceptions of fields such as trade, 

banking and social welfare[2]. These technologies have 

offered an uncontrollable access and distribution of digital 

contents. In such a condition the problem of ownership 

becomes a crucial topic. As these contents are freely 

distributed over internet the security measures fail to 

provide sufficient security to these contents [1][7]. In the 

past few years the term watermarking has emerged in the 

field of ownership protection for digital contents. The 

watermarking techniques allows the watermark to be 

securely embedded into the data. The watermark describes 

the information about theowner, origin or recipient of the 

data. The watermark is chosen in such a way that it remains 

unnoticed even after embedding and it is difficult to separate 

such a watermark from the data. Watermark adds a level of 

copyright protection to the digital contents [7]. 

On the other hand, the problem of relational 

database watermarking is not given the sufficient attention. 

In the real world there are many fields where data denotes a 

very important entity. For example, weather data, stock 

market shares, scientific research data. This realistic data 

can often tolerate some amount of errors. There can be 

maximum of 4% of degradation in the usability of data. For 

e.g. in salary of an employee change from 28,375 to 28, 382 

is acceptable [7]. 

 
Fig. 1: Watermark Embedding and Decoding 

To date, there are very less watermarking 

approaches that are designed for relational database 

watermarking. But they are not resilient to watermarking 

attacks like tuple addition attack, tuple deletion attack, tuple 

alteration attack, etc.[3]. 

II. RELATED WORK 

Database watermarking technique marks only numeric 

attributes with one-bit watermark scheme. The 

watermarking software represents only small errors into the 

object being watermarked. These known errors are called 

marks and all the marks together comprise the watermark. 

The marks must not have a significant impact on the 

utilitarian of the data and they should be placed in such a 

way that a evil user cannot destroy them without making the 

data less useful. Thus, watermarking does not prevent 

copying, but it deters illegal copying by giving a means for 

establishing the original ownership of a redistributed copy. 

In 2003,R. Chandramouli, Nasir D. Memon presents a paper 

about “Sequential Watermarking Detection” [6]. But after 

2008, all the research paper is about relational database. In 

2008 paper, focus is all about constraint optimization 

problem in database [1].Another popular robust watermark 

skill for numeric data is proposed in 2011 by Theodoros 

Tzouramanis using bit shuffling technique. But it is more 

prone to attack and can be easily detected. But in 2013, 

problem is that the technique is only restricted to Numeric 

unsigned data only. And we are planning for applying a 

watermark for both signed data as well as non-numeric 

datasets [5]. Database relations that can be watermarked 

have authorship should be such that changes in a few values 
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do not affect the applications.The nature of some of the data 

sets and the analysis techniques is such that changes in a 

some data values will not cause any affect in the results. 

Similarly, the customer divisions results of a consumer 

goods company will not be affected if the external provider 

of the supplementary data adds or subtracts some amount 

from a some transactions. 

III. NOTATIONS 

Consider a database relation R which scheme is 

R(P,A0,A1,……….As)where P is the primary key and Ai is the 

numeric attribute candidate for watermarking chosen by the 

owner of the database.Since our watermarking technique 

introduces small distortion to the data,it is assume that each 

attribute value can tolerate modifications of the least 

significant bit.The modifications made are in the form of 

2
bi

where bi is the i
th

 bit of value selected for watermarking. 

Table 1.list the notations and parameters that will 

be used throughout the paper. 

NOTATION EXPLANATION 

R Database relation to be watermarked. 

R Tuple in relation R. 

r.P The primary key value of tuple r. 

W 
The watermark, represented as a binary 

string. 

L The length of watermark string W. 

Ks A secret key. 

M A no. of partitions. 

Dw Watermarked Database. 

P0 …Pm-1 Set of partitions. 

H() A cryptographic Hash Function 

Table 1: 

IV. PROPOSED APPROACH 

In this section the proposed method for relational database 

watermarking is presented. The watermark is assumed to be 

a meaningful binary string with length L. The proposed 

watermarking method consists of two algorithms, the 

encoding and the decoding algorithm as follows. 

A. Watermark Encoding: 

For simplicity we will consider a relation R in two 

attributes, R.P as primary key and attribute R.A as 

watermarking candidate. The encoding algorithm will 

determine how many rows in attribute R.A will be 

watermarked and will insert the watermark in R.A. Below 

are the various steps in encoding phase of Database. 

 
Fig. 2: Watermark Encoding Phase 

1) Encoding Phase:- 

Input :- D, Ks, M 

Output :- Dw 

1) P0…..PM-1  ← getPartitions(D, Ks, M) 

2) P0…..PM-1  ← getAboveMean(P0…..PM-1  , Col, 

M) 

3) P0…..PM-1  ← 

getEvenHashedPartitions(P0…..Pm-1  ,Ks, M) 

4) For each partition Pk 

 i ← k % l 

 j ← k % bl 

 Partition Pk
w
← Encode(Pk, bi, j, Col) 

 Insert Pk
w
into Dw 

5) Return Dw 

This is the main encoding algorithm that combines small 

parts of algorithmic steps. It takes the database Dw and 

secret parameters Ks and m and produces watermarked 

database Dw. 

2) Algorithm Getpartitions: 

Input :- D, Ks, M 

Output :- P0…..PM-1 

1) P0…..PM-1← {} 

2) For each tuple rin D 

 K ← H( Ks || H( r.P || Ks) ) % M 

 Insert partition into partition Pk 

3) Return Pk 

This algorithm uses MD5 hash cryptographic function as 

shows in step 2.1 to partition the given relation. The 

relation R is partitioned in such a way that no two 

partition will be overlapped. 

3) Algorithm getAboveMean: 

Input :- P0…..PM-1  , Col, M 

Output :- P0…..PM-1 

1) For each partition Pk 

 Calculate mean for Pk 

 For each tuple r in partition Pk 

 If r.A< mean then 

 Remove the tuple from Partition Pk 

2) Return Partitions P0…..PM-1 

4) Algorithm getEvenHashedPartitions: 

Input :- P0…..PM-1  , Ks, M 

Output :- P0…..PM-1 

1) For each partition Pk 

 For each tuple r in partition Pk 

 Value ← H(r.P||Ks) % 2 

 If value == 1 then 

 Remove the tuple from 

Partition Pk 

2) Return Partitions P0…..PM-1 

Above two algorithms are used for Dataset Row 

Minimization. We cannot insert the watermark in all the 

rows in Relation R as this will introduce high amount of 

errors in the Database. So in order to reduce the no. of rows 

being watermarked we use the above two techniques.  

In getAboveMean algorithm we take only those rows 

from partition Si which are above the mean value µ of that 

partition Si. So that higher the value, lower will be the 

distortion inserted. 

After that, again, only to reduce the no. of rows we use 

algorithm getEvenHashedValue. Using this approach, we 

can get around 25% of the rows for watermarking. But we 
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cannot determine how many rows we will get as this 

depends on secret key we are using. 

5) Algorithm Encode: 

Input :- P0…..PM-1 , bi, j, Col 

Output :- Pk
w 

1) for each tuple r in Pk 

 Extract the suffix from Number 

 If suffix == 0 

 Insert the watermark bit bi at j
th 

bit of 

Number 

 Else 

 Insert the watermark bit bi at j
th 

bit of  

Suffix 

 Add the suffix back to the Number 

2) Calculate the distortion 

3) Return Pk
w
 

The above algorithm determines which bit of 

watermark should be embedded at which position in the bit 

sequence of data. For a single partition Si the given 

watermark bit is embedded at same position in all the rows 

of Si 

 
Fig. 2: 

B. Watermark Decoding: 

In this phase we decode the watermark using the same 

parameters as those which are used in watermark 

encoding phase. The suspected database is used as input 

to the watermark decoding phase. The watermark will 

not be detected even if a single parameter is wrong. 

 
Fig. 3: Watermark Decoding Phase 

Above diagram shows the overall decoding phase 

of system. In this first two steps are same as the steps in 

watermark encoding phase. In third phase we extract the 

watermark bits from the rows in Partitions. And fourth step 

is a majority voting algorithm which determines if the ith bit 

of watermark should be 0 or 1. And then we can match the 

extracted watermark pattern with the inserted watermark to 

see match count. 

1) Decoding Phase:- 

Input :- Dw, Ks, M 

Output :- Watermark W 

1) P0…..PM-1← getPartitions(D, Ks, M) 

2) P0…..PM-1← getAboveMean(P0…..Pm-1  , Col, 

M) 

3) P0…..PM-1← getEvenHashedPartitions(P0…..Pm-

1, Ks, M) 

4) For each partition Pk 

 i ← k % l 

 j ← k % bl 

 For each tuple r in Pk 

 Extract the suffix from Number 

 If suffix == 0 then 

 Extract the j
th

 bit from Number 

  Else 

 Extract the j
th 

bit from suffix 

 If extracted bit is 0 then 

 Zeroes[i] ← Zeroes[i]+1 

 Else 

 Ones[i] ← Ones [i]+1 

5) For I ← 0 to Length l 

 If Zeroes[i] > Ones[i] 

 W[i] ← 0 

 Else 

 W[i] ← 1 

6) Return W 

The above algorithm extracts the j
th

 bit from each partition 

and stores at i
th

 position of zeroes or ones array. Once the bit 

extraction process is completed, the majority voting 

algorithm determines the watermark bits. 

V. EXPERIMENTS AND RESULTS 

In this section, we report the results of our experiments 

to show the merits of our watermarking technique. For 

sample experiments we are using the programmatically 

randomly generated table containing Primary key R.P 

and no. of numeric attributes containing decimal values. 

It is assumed that the database to be watermarked can 

tolerate the errors introduced. The auto generated table 

contains 10K rows. The no. of rows to be watermarked 

depends on the secret key we use. But it is generally in 

the range of 20% to 30%. 

 Consider our table contains 10K rows. 

 And secret parameters are  

 m = 225 

 Ks = aUM8 

 D = 5 bits 

 W = 1101000100110000 

Using the above parameters, the algorithm selects 

around 24% rows for watermarking. The watermarking bits 

can be embedded in at most of 5
th

LSB bit in the data values. 

This means that maximum change of 2
d-1

= 16 can be made 

to the affected data values. This brings efficiency to the 

dataset as the change made to dataset is not fixed and 
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sometimes it may make 0% change still introducing the 

watermark. 

In decoding phase we will have to insert the same 

secret parameters as we have used in the Encoding phase. 

Otherwise the algorithm will produce wrong watermark. If 

we use the right parameters, the Watermark Decoding 

algorithm gives the 100% result by decoding the watermark 

to the 100% accuracy. 

There are different kinds of attacks which can be 

performed on Watermarked dataset Dw. Following are the 

few attacks that can affect inserted watermark. 

A. Tuple Deletion Attack 

Almost 80% of watermark is recoverable in case of tuple 

deletion attacks. It depends on which rows are deleted. 

B. Tuple Addition Attack 

There is no effect of adding new tuples to the 

watermarked dataset. It will efficiently detect the 

watermark to 100% accuracy. 

C. Tuple Alteration Attack 

In this case, the watermark may get corrupted, if the 

watermarked data values are altered. But after altering even 

the attacker will not be able to use the database. 

It is noted that if attacker makes any changes to the 

dataset, then he will have to face the problems too. He will 

also loose the original data. 

VI. CONCLUSION 

A major advantage of using this approach is the measurable 

bit-capacity available to hide large watermarks. It means 

that owner can decide how much change he can expect. Our 

proposed algorithm helps to resolve ownership conflicts 

over watermarked datasets in case of additive attacks. It also 

resolves the joint ownership conflicts by giving all the 

owners equal authority over the database. Our proposed 

algorithm introduces very less distortions (negligible) to the 

database. Also the attacker cannot guess the watermarked 

tuples without the knowledge of secret parameters. Though 

the calculations are performed at bit level, the algorithm is 

easy to implement. Also using the bit level calculations, the 

efficiency of the algorithm is increased. The experimental 

study and results shows that the proposed scheme can be 

widely used in copyright protection. 

VII. FUTURE SCOPE 

1) In future we would like to Combine Digital and 

Database Watermark. 

2) Use of images and voice recognition in 

watermarking. 

3) Watermarking on non-numeric fields like 

character or Date. 

4) Watermarking on relations without primary 

key. 

5) Inserting the watermark in multicolumn. 
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