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Abstract— Cloud storage is a storage of data online in cloud 

which is accessible from multiple and connected resources. 

Cloud storage can provide good accessibility and reliability, 

strong protection, disaster recovery, and lowest cost. Cloud 

storage having important functionality i.e. securely, 

efficiently, flexibly sharing data with others. New public–

key encryption which is called as Key-aggregate 

cryptosystem (KAC) is introduced. Key-aggregate 

cryptosystem produce constant size cipher texts such that 

efficient delegation of decryption rights for any set of cipher 

text are possible. Any set of secret keys can be aggregated 

and make them as single key, which encompasses power of 

all the keys being aggregated. This aggregate key can be 

sent to the others for decryption of cipher text set and 

remaining encrypted files outside the set are remains 

confidential. The security mechanisms for private and public 

clouds are different. It may be possible that an unauthorized 

user can access the data from the public clouds. Hence, it is 

of critical importance that the client should be able to verify 

the integrity of the data stored in the un-trusted server. In 

order to address the security issues, Trusted Third Party 

Auditing (TPA) is used as a service for private and public 

clouds, which offers various services to check for the 

integrity of the data. 
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I. INTRODUCTION 

Cloud computing is a promising computing model which 

currently has drawn far reaching consideration from both the 

educational community and industry. By joining a set of 

existing and new procedures from research areas, for 

example, Service-Oriented Architectures (SOA) and 

virtualization, cloud computing is viewed all things 

considered a computing model in which assets in the 

computing infrastructure are given as services over the 

Internet. It is a new business solution for remote 

reinforcement outsourcing. It helps associations and 

government offices fundamentally decrease their financial 

overhead of data administration, since they can now store 

their data reinforcements remotely to third party cloud 

storage suppliers as opposed to keep up data centers on their 

own. Numerous services like email, Net banking and so 

forth are given on the Internet such that customers can 

utilize them from any place at any time. Indeed cloud 

storage is more adaptable, how the security and protection 

are accessible for the outsourced data turns into a genuine 

concern. The three points of this issue are availability, 

confidentiality and integrity. To accomplish secure data 

transaction in cloud, suitable cryptography method is 

utilized. The data possessor must encrypt the record and 

then store the record to the cloud. Assuming that a third 

person downloads the record, they may see the record if they 

had the key which is utilized to decrypt the encrypted 

record. Once in a while this may be failure because of the 

technology improvement and the programmers. To 

overcome the issue there is lot of procedures and techniques 

to make secure transaction and storage. In this paper key 

policy Attribute Based Encryption scheme is used to control 

unauthorized access and to maintain constant size cipher 

texts. 

II. RELATED WORK 

A new decentralized access control scheme for secure data 

storage in clouds that supports anonymous authentication. 

Access control in which only valid users are able to decrypt 

the stored information. To address the security issues, 

Trusted Third Party Auditing (TPA) is used, which offers 

various services to check for the integrity of the data. A 

third party member called Trustee generates token for each 

valid users and acts as a intermediator between user and 

cloud. KP-ABE is used to control unauthorized access & 

Constant size cipher text policy. 

III. ACCESS CONTROL AND DATA SHARING 

A. Access Control and Data Sharing: 

KP-ABE is a public key cryptography primitive for one-to-

many correspondences. In KP-ABE, information is 

associated with attributes for each of which a public key part 

is characterized. The encryptor associates the set of 

attributes to the message by scrambling it with the 

comparing public key parts. Every client is assigned an 

access structure which is normally characterized as an 

access tree over information attributes, i.e., inside hubs of 

the access tree are limit doors and leaf hubs are connected 

with attributes. Client secret key is characterized to reflect 

the access structure so the client has the ability to decode a 

cipher-text if and just if the information attributes fulfill his 

access structure. The proposed scheme consists of four 

algorithms which is defined as follows 

1) Setup:  

This algorithm takes as input security parameters and 

attribute universe of cardinality N. It then defines a bilinear 

group of prime number. It returns a public key and the 

master key which is kept secret by the authority party. 

2) Encryption:  

It takes a message, public key and set of attributes. It outputs 

a cipher text. 

3) Key Generation:  

It takes as input an access tree, master key and public key. It 

outputs user secret key. 

4) Decryption:  

It takes as input cipher text, user secret key and public key. 
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It first computes a key for each leaf node.Then it 

aggregates the resultsusing polynomial interpolation 

technique and returns the message. 

B. Symmetric Key Encryption with Compact Key: 

Benaloh et al. presented an encryption scheme which is 

originally proposed for concisely transmitting large number 

of keys in broadcast scenario. The construction is simple 

and we briefly review its key derivation process here for a 

concrete description of what are the desirable properties we 

want to achieve. The derivation of the key for a set of 

classes (which is a subset of all possible ciphertext classes) 

is as follows. A composite modulus is chosen where p and q 

are two large random primes. A master secret key is chosen 

at random. Each class is associated with a distinct prime. All 

these prime numbers can be put in the public system 

parameter. A constant-size key for set can be generated. For 

those who have been delegated the access rights for Sˈ can 

be generated. However, it is designed for the symmetric-key 

setting instead. The content provider needs to get the 

corresponding secret keys to encrypt data, which is not 

suitable for many applications. Because method is used to 

generate a secret value rather than a pair of public/secret 

keys, it is unclear how to apply this idea for public-key 

encryption scheme. Finally, we note that there are schemes 

which try to reduce the key size for achieving authentication 

in symmetric-key encryption. However, sharing of 

decryption power is not a concern in these schemes. 

C. IBE with Compact Key: 

Identity-based encryption (IBE)  is a public-key encryption 

in which the public-key of a user can be set as an identity-

string of the user (e.g., an email address, mobile number). 

There is a private key generator (PKG) in IBE which holds a 

master-secret key and issues a secret key to each user with 

respect to the user identity. The content provider can take 

the public parameter and a user identity to encrypt a 

message. The recipient can decrypt this ciphertext by his 

secret key. Guo et al. tried to build IBE with key 

aggregation. In their schemes, key aggregation is 

constrained in the sense that all keys to be aggregated must 

come from different ―identity divisions‖. While there are an 

exponential number of identities and thus secret keys, only a 

polynomial number of them can be aggregated. This 

significantly increases the costs of storing and transmitting 

ciphertexts, which is impractical in many situations such as 

shared cloud storage. As Another way to do this is to apply 

hash function to the string denoting the class, and keep 

hashing repeatedly until a prime is obtained as the output of 

the hash function. we mentioned, our schemes feature 

constant ciphertext size, and their security holds in the 

standard model. In fuzzy IBE, one single compact secret key 

can decrypt ciphertexts encrypted under many identities 

which are close in a certain metric space, but not for an 

arbitrary set of identities and therefore it does not match 

with our idea of key aggregation. 

D. Attribute Based Encryption: 

Attribute-based encryption (ABE) allows each ciphertext to 

be associated with an attribute, and the master-secret key 

holder can extract a secret key for a policy of these attributes 

so that a ciphertext can be decrypted by this key if its 

associated attribute conforms to the policy. For example, 

with the secret key for the policy (1 ˅ 3 ˅ 6 ˅ 8), one can 

decrypt ciphertext tagged with class 1, 3, 6 or 8. However, 

the major concern in ABE is collusion-resistance but not the 

compactness of secret keys. Indeed, the size of the key often 

increases linearly with the number of attributes it 

encompasses, or the cipher text-size is not constant. 

IV. KEY-AGGREGATE CRYPTOSYSTEM 

In key-aggregate cryptosystem (KAC), users encrypt a 

message not only under a public-key, but also under an 

identifier of ciphertext called class. That means the 

ciphertexts are further categorized into different classes. The 

key owner holds a master-secret called master-secret key, 

which can be used to extract secret keys for different 

classes. More importantly, the extracted key have can be an 

aggregate key which is as compact as a secret key for a 

single class, but aggregates the power of many such keys, 

i.e., the decryption power for any subset of cipher text 

classes. With our example, Alice can send Bob a single 

aggregate key through a secure e-mail. Bob can download 

the encrypted photos from Alice’s Box.com space and then 

use this aggregate key to decrypt these encrypted data. The 

sizes of ciphertext, public-key, master-secret key and 

aggregate key in KAC schemes are all of constant size. The 

public system parameter has size linear in the number of 

ciphertext classes, but only a small part of it is needed each 

time and it can be fetched on demand from large (but non-

confidential) cloud storage. 

A. Framework: 

The data owner establishes the public system parameter 

through Setup and generates a public/master-secret key pair 

through KeyGen. Data can be encrypted via Encrypt by 

anyone who also decides what ciphertext class is associated 

with the plaintext message to be encrypted. The data owner 

can use the master-secret key pair to generate an aggregate 

decryption key for a set of cipher text classes through 

Extract. The generated keys can be passed to delegates 

securely through secure e-mails or secure devices Finally, 

any user with an aggregate key can decrypt any cipher text 

provided that the cipher text’s class is contained in the 

aggregate key via Decrypt. Key aggregate encryption 

schemes consist of five polynomial time algorithms as 

follows: 

1) Setup (1λ , n) :  

The data owner establish public system parameter via Setup. 

On input of a security level parameter 1λ and number of 

ciphertext classes n , it outputs the public system parameter 

param  

2) KeyGen:  

It is executed by data owner to randomly generate a public/ 

master-secret key pair (Pk, msk).  

3) Encrypt (pk, i, m) :  

It is executed by data owner and for message m and index i 

,it computes the ciphertext as C.  

4) Extract (msk, S):  

It is executed by data owner for delegating the decrypting 

power for a certain set of ciphertext classes and it outputs 

the aggregate key for set S denoted by Ks.  

5) Decrypt (Ks, S, I, C):  

It is executed by a delegate who received, an aggregate key 

Ks generated by Extract. On input Ks, set S, an index i 
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denoting the ciphertext class ciphertext C belongs to and 

output is decrypted result m.  

A canonical application of KAC is data sharing. 

The key aggregation property is especially useful when we 

expect delegation to be efficient and flexible. The KAC 

schemes enable a content provider to share her data in a 

confidential and selective way, with a fixed and small cipher 

text expansion, by distributing to each authorized user a 

single and small aggregate key. Data sharing in cloud 

storage using KAC, illustrated in Figure 1. Suppose Alice 

wants to share her data m1,m2,....,mn on the server. She first 

performs Setup (1λ, n) to get param and execute KeyGen to 

get the public/master-secret key pair (pk, msk). 

 
Fig. 1: 

B. KAC with TPA for Data Sharing With Cloud Storage: 

The system parameter param and public-key pk can be made 

public and master-secret key msk should be kept secret by 

Alice. Anyone can then encrypt each mi by Ci = Encrypt 

(pk, i, mi). The encrypted data are uploaded to the server. 

With param and pk, people who cooperate with Alice can 

update Alice’s data on the server. Once Alice is willing to 

share a set S of her data with a friend Bob, she can compute 

the aggregate key KS for Bob by performing Extract (msk, 

S). Since KS is just a constant size key, it is easy to be sent 

to Bob through a secure e-mail. After obtaining the 

aggregate key, Bob can download the data he is authorized 

to access. That is, for each i ϵ S, Bob downloads Ci from the 

server. With the aggregate key KS, Bob can decrypt each Ci 

by Decrypt (KS, S, i, Ci) for each i ϵ S. 

V. PERFORMANCE OF OUR PROPOSED SCHEMES 

Our approaches allow the compression factor F (F =n in our 

schemes) to be a tunable parameter, at the cost of O(n)-sized 

system parameter. Encryption can be done in constant time, 

while decryption can be done in O(jSj) group 

multiplications (or point addition on elliptic curves) with 2 

pairing operations, where S is the set of ciphertext classes 

decryptable by the granted aggregate key and jSj _ n. As 

expected, key extraction requires O(jSj) group 

multiplications as well, which seems unavoidable. However, 

as demonstrated by the experiment results, we do not need 

to set a very high n to have better compression than the tree-

based approach.Note that group multiplication is a very fast 

operation. 

Again, we confirm empirically that our analysis is 

true. We implemented the basic KAC system in C with the 

Pairing-Based Cryptography (PBC) Library8 version 0.4.18 

for the underlying elliptic-curve group and pairing 

operations. Since the granted key can be as small as one G 

element, and the cipher text only contains two G and one 

GT elements, we used (symmetric) pairings over Type-A 

(super singular) curves as defined in the PBC library which 

offers the highest efficiency among all types of curves, even 

though Type-A curves do not provide the shortest 

representation for group elements. In our implementation, p 

is a 160-bit Solinas prime, which offers 1024-bit of discrete-

logarithm security. With this Type-A curves setting in PBC, 

elements of groups G and GT take 512 and 1024 bits to 

represent, respectively. The test machine is a Sun UltraSparc 

IIIi system with dual CPU (1002 MHz) running Solaris, 

each with 2GB RAM. The timings reported below are 

averaged over 100 randomized runs. In our experiment, we 

take the number of cipher text classes n = 216 = 65536. The 

Setup algorithm, while outputting (2n + 1) elements by 

doing (2n � 2) exponentiations, can be made efficient by 

preprocessing function offered by PBC, which saves time 

for exponentiation the same element (g) in the long run. This 

is the only ―low-level‖ optimization trick we have used. All 

other operations are implemented in a straight forward 

manner. In particular, we did not exploit the fact that ^e(g1; 

gn) will be exponentiated many times across different 

encryptions. However, we pre-computed its value in the 

setup stage, such that the encryption can be done without 

computing any pairing. The execution times of Setup, 

KeyGen, Encrypt are independent of the delegation ratio r. 

In our experiments, KeyGen takes 3:3 milliseconds and 

Encrypt takes 6:8 milliseconds. 

As expected, the running time complexities of 

Extract and Decrypt increase linearly with the delegation 

ratio r (which determines the size of the delegated set S). 

Our timing results also conform to what can be seen from 

the equation in Extract and Decrypt — two pairing 

operations take negligible time, the running time of Decrypt 

is roughly a double of Extract. Note that our experiments 

dealt with up to 65536 number of classes (which is also the 

compression factor), and should be large enough for fine-

grained data sharing in most situations. Finally, we remark 

that for applications where the number of cipher text classes 

is large but the non confidential storage is limited, one 

should deploy our schemes using the Type-D pairing 

bundled with the PBC, which only requires 170-bit to 

represent an element in G. For n = 216, the system 

parameter requires approximately 2:6 megabytes, which is 

as large as a lower quality.MP3 file or a higher-resolution 

JPEG file that a typical cell phone can store more than a 

dozen of them. But we saved expensive secure storage 

without the hassle of managing a hierarchy of delegation 

classes. 

 
Fig. 2: Compression Achieved By the Tree-Based 

Approach for Delegating Different Ratio of the Classes 
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Fig. 3: Number of Granted Keys (Na) Required For 

Different Approaches In The Case Of 65536 Classes of Data 

VI. CONCLUSION AND FUTURE WORK 

User’s data privacy is a central question of cloud storage. 

Compress secret keys in public-key cryptosystems which 

support delegation of secret keys for different cipher text 

classes in cloud storage. No matter which one among the 

power set of classes, the delegate can always get an 

aggregate key of constant size. In cloud storage, the number 

of cipher texts usually grows rapidly without any 

restrictions. So we have to reserve enough cipher text 

classes for the future extension. Otherwise, we need to 

expand the public-key. Although the parameter can be 

downloaded with cipher texts, it would be better if its size is 

independent of the maximum number of cipher text classes. 
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