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Abstract— Researchers have proposed several mechanisms 

to secure data from unauthorized use but there is very less 

work in the field of detecting and managing an authorized or 

trustworthy agent that has caused a data leak to some third 

party advertently or unknowingly on internet. In this paper, 

we implement methods aimed at improving the odds of 

detecting such leakages when a distributer‟s sensitive data 

has been leaked by trustworthy agents and also to possibly 

identify the agent(s) that leaked the data on online system 

(cloud). We also implement some data allocation strategies 

that can improving the identification of leakages and can 

also be used to assess the likelihood of a leak at a particular 

agent assuming the fact that the data was not simply guessed 

by the third party where the leaked data set has been found. 

We propose new system on cloud for finding the leakages, 

We also propose new allocation strategies that work on the 

basis of Non-waiting model  agent do  not need to wait for 

other agents‟ allocation and it is different from already 

proposed model that makes an agent wait for others. These 

methods do not depends on the alterations of the distributed 

data, but certain focus on minimizing the overlapping of the 

allocated data items to various agents, thus facilitating an 

exact decision of the guilty agent in a particular data leakage 

scenario. 

Key words: Allocation Strategies, Data Leakage, Data 

Privacy, Detection and Prevention, Guilt Model           

I. INTRODUCTION 

Data Leakage, put simply, is the unauthorized transmission 

of private or sensitive data or information from within an 

organization to a third party, i.e., an unauthorized recipient. 

Sensitive data in companies and organization include 

intellectual property (IP), financial information, personal 

information (like credit card data) and other information 

depending on the business and the industry. In the natural 

world scenario, a distributer needs to share the data among 

various stakeholders such as employees, business partners 

and customers that resides on another place connected 

through internet in organization. [1] This increases the risk 

that confidential information will fall into unauthorized  

hands, whether caused by force or by error (maliciously 

intended or an inadvertent mistake by an employee or a 

customer). Now, what is needed is a way to find the leakage 

points in organization so that one can identify the leakage 

points (if inadvertent mistake) or guilty agents (if intended 

data leakage). Figure 1 depicts such a scenario. 

 
Fig. 1: Data Leakage Scenarios in Companies 

The problem of data leakage is much more relevant 

and crucial nowadays as much of our information is 

available online through social networking sites and third 

party aggregators. [2] Social networking sites like LinkedIn, 

Facebook, Twitter etc along with their third party 

applications all use a part or whole of their users‟ personal 

information which, they promise to keep undisclosed and 

secure. Consider a situation where a user has given 

permission to three different apps to use his personal data, 

which he thinks is only a small part. However, somehow the 

safety of that part of the personal data was compromised, 

then it would be much help to develop techniques that 

would enable the parent site to identify the application 

responsible for this leakage, so as to protect the other users 

from identity theft, which is why data leakage detection 

algorithms are crucial in the present scenario. 

In this paper, we present a comparative evaluation 

of various data allocation algorithms that can be used to 

assess the likelihood or probability that a particular agent 

was responsible for leaking a defined dataset. The outline of 

the paper is as follows: In this paper we present a study of 

related work in this area, also we describe the problem setup 

in general, the key terms and their notations etc that are used 

later in the algorithms. We also present the agent guilt 

model i.e. the probabilistic model that can be used to find 

the relative guilt of the agents and a formal definition of the 

data allocation problem and how it is to be handled along 

with an optimization model for the agent guilt model results. 

Section 4 presents an overview of the various data allocation 

strategies that we are experimentally evaluating. Further, 

section 5 presents the observed results and their analysis, 

followed by conclusion & future work in section 6, 

acknowledgement and references. 

II. LITERATURE SURVEY 

Early work in the area of data leakage detection resulted in 

the idea of using watermarks within sensitive digital 
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information.[4] Here, a uniquely identifying text or image is 

embedded within each copy that is distributed to authorized 

agents. When leakage occurred, then this unique code would 

help identify the party that was responsible for the leak. The 

problem with this approach was that even though this is an 

easy solution, it still involves a certain modification of the 

original data information set. Also, it was observed that such 

watermarks could be tampered with to sufficiently distort 

the uniquely identifying code or sometimes completely 

destroyed if the data recipient is malicious. 

Papadimitriou and Garcia-Molina [5], two Stanford 

researchers proposed a non-obtrusive leakage detection 

system which can detect the guilty leaker without changing 

the integrity of the original data. In their paper, they 

proposed the main premises on which much work in this 

area has been based. They propose several data allocation 

strategies (across the agents) that improve the probability of 

identifying leakages. The chief contribution here was that 

the proposed techniques were not based on altering the 

distributed data in any way, but allocating the data 

intelligently so as to identify the guilty party. 

In their work, Agarwal and Gaikwad [7] dealt with 

data leakage issues that arise from popular applications like 

email, IM and other Internet channels. E- Mail filtering was 

dealt on the basis of the fingerprints of message bodies, the 

white and black lists of email addresses and the words 

specific to spam. Also, in the case of data leakage from 

trusted agents, the distributor must evaluate the odds that the 

leaked records came from one or more agents. For this 

purpose, they used data allocation strategies or injecting 

"realistic but fake" data records to improve identification of 

leakage. Jagtap et al. [6] implemented a system called the 

Data Watcher and Leakage Detector to detect and prevent 

data leakage. The authors developed two models - first, if 

data leakage occurs when an employee of an enterprise 

accesses confidential data without the consent of owner, the 

Data Watcher model is used to identify the data leaker. 

Second, if data leakage occurs when an employee has given 

data outside the enterprise, then a second model called the 

Leakage Detector is used for assessing the “guilt” of the 

involved parties. Their Guilt model uses fake objects as a 

watermarking tool to improve the probability of identifying 

guilty third parties. 

III. PROBLEM STATEMENT 

The problem to be defined here focuses on how data is to be 
allocated in an efficient manner so as to maximize the 
chances of identifying a guilty agent that is responsible for 
leaking the data to the some distrusted or unknown source. 

Consider that agents Ag1, Ag2, …. Agn request the data 

from the distributor possessing a set of objects, say D = { d1, 

d2,…., dm }. An agent can specify its request in two ways 
namely – 

 Sample Data Request – In this type of request, an 

agent just needs to specify the number of data 

records (may be tuples from a relation) required. 

 Explicit Data Request – This type the data request 

is handled on the basis of a condition that the agent 

can explicitly ask for special data, for example, 

tuples requested on the basis of specific uid‟s of 

employees in the employee relation. 

Consider that the requested objects from D were 

allocated on the basis of requests from several agents 

Ag1,Ag2,…,Agn, now, suppose some part of the data set S 

has been found leaked to a untrusted source or any unknown 

identity then there are two possibilities, either the leaked 

data objects has been guessed by the untrusted source or the 

data object has been leaked by some trusted agent over 

internet. In order to access the chance of the data objects 

that has been leaked, we need to apply some data allocation 

strategies along with some probabilistic agent guilt model. 

A. Agent Guilt Model Analysis: 

A model for formally defining the concept of guilt for the 
Data Leakage problem is discussed here. We can say that an 

agent Agi is guilty if it contributes one or more objects to 

the leaked data set. Let the event that agent Ai is guilty be Gi 

and the event that agent Agi is guilty for a given leaked set S 

be Gi|S. To compute the Pr{Gi|S}, we need an estimate of 
the probability that values in S can be “guessed” by the 

target. [3]. Pr{Gi|S} can be calculated as follows – 

Pr{Gi | S} = 1 –  d € S  A (1 – (1 - p)/ |Vd|) (1) 

Where Vd is the count for no. of agents that are 
requesting every element that is in the leaked set S. Pr(Gj| S 
= Agi) or simply Pr(Gj|Agi) is the probability that agent Agj 
is guilty if the distributor discovers a leaked table S that 
contains all Ri objects. 

B. Data Allocation Problem: 

Our proposed work presented here is divided into two parts: 

the first being implementing and verifying the allocation 

strategies for sample data requests in a round-robin fashion 

(proposed by Papadimitriou and Garcia-Molina [3]); and the 

second part is developing three new techniques for data 

allocation and comparing the results with the already 

proposed technique. Our proposed system have an 

additional advantage that an agent is completely satisfied 

(i.e. agents receives all the objects requested) before 

allocating any object to the next agent in an organization. 

Also, in this case, the data allocation to an agent is 

independent of agent‟s requests that come thereafter. Hence, 

the data allocation of this kind can be possibly extended to 

handle requests in case when the number of agents is known 

in advance, as the data allocation to an agent is independent 

of the agents that are yet to be allocated. 

C. Optimization Problem: 

After satisfying the agent request, it is decisive to identify 
the possibility of any sort of leakage in which some of the 
agents were involved for a particular leaked set. For the 
same motive, we use a notation to state formally the 

distributor‟s objective. As discussed earlier, Pr(Gj|Ai) is the 

probability that agent Aj is guilty if the distributor discovers 

a leaked table S that contains all Ai objects [3]. We define 
the difference functions (i , j) as 

(i , j) = Pr(Gi |Agi) - Pr(Gj |Agi) where i , j = 

1,2,….,n (2) 

 Here (i , j) is a metric for assessing the guilt of an 

agent, assuming that leaked set contains all Agi objects and 

Agent Agi is at least as likely to be guilty as any other agent. 
Thus, for every such i,j pair we find (i , j) values. Difference 

(i , j) is positive for any agent Aj whose set does not contain 
all data of leaked set. If the agent that leaked the data is to 
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be identified then the minimum value of (i , j) should be 
maximized. 

IV. STRATEGY USED FOR ALGORITHM 

In this section, we discuss the several ways of allocating 

data objects to the agents, such that in the case of any data 

leakage, the agent which has leaked the data can be traced 

back from the distributed dataset. 

First, the allocation strategies for sample data 

requests using the three algorithms s-random, s-overlap and 

s-max based on round robin approach proposed by 

Papadimitriou and Garcia-Molina [3] were implemented. 

Their general algorithm for data allocation of data set D is 

shown in figure 2. 

 
Fig. 2: General Algorithm for Data Allocation [3] 

The running time of algorithm is O ( SUM) since the loop 

run SUM times and denotes the running time of 

SelectAgent() and denotes the running time of 

SelectObject(). 

A. Object Allocation: 

The SelectObject( ) function selects a data object to be 

allocated to the agent i [3]. This can be done in three ways: 

1) S-Random:  

This allocation satisfies agents‟ requests but ignores the 

distributor‟s objective. It randomly selects an object from 

the distributor‟s data set and so s-random algorithm may 

yield a poor data allocation. For example, if the distributor 

set D has three objects and there are three agents who 

request one object each, then it is possible that s-random 

provides all three agents with the same object.  

2) S-Overlap:  

In the above example, each agent can receive a distinct data 

object using the s-overlap selection. In this, the distributer 

first creates a list of data objects that has been allocated to a 

least number of agents and then, an object is randomly 

selected from this subset. This algorithm yields a disjoint set 

when the sum of requests from all the agents is less than the 

size of data set, but as SUM increases, it yields an object 

sharing distribution. 

3) S-Max:  

In this algorithm, we allocate to an agent the object that 

yields the minimum increase of the maximum relative 

overlap among any pair of agents. Figure 3 shows the s-max 

algorithm 

 
Fig. 3: S-Max Algorithm 

In the case of s-random, = O(1) and if we keep in 
memory the set of k objects which is allocated to least 
number of agents, then = O(1) for s-overlap. The running 
time of s-max algorithm is O(|D| n) since the external loop 
runs for all the agents and internal loop runs for all agents. 

B. Agent Selection: 

The agent selection also can be done in several ways. 

1) Round Robin:  

The round robin technique is proposed in [3], where the data 

allocation to agents is done by allocating one data object to 

each agent. For example, suppose there are three agents who 

request three objects each. Then, first one data object is 

allocated to first agent, then to the second agent and then the 

third agent. Now, again one data object is given to the first 

agent, and so on till all the agents are satisfied. The biggest 

adverse of this case is that, if the first agent requests only 

two objects and there are 100 agents, the first one has to 

wait till all 100 agents gets one object and after that, the 

second object will be allocated to first agent. 

2) First Come First Serve (FCFS):  

In this type, we completely satisfy an agent before allocating 

any data object to the next agent, i.e. in the above example, 

the first agent gets the three objects first and then the second 

agent gets the three objects and then the third agent gets the 

three objects. Here, the agent requesting earlier does not 

need to wait for other agents.  

3) Longest Request First (LRF):  

In this , we first order the agents in decreasing order of their 

requests and then the requests are served as in FCFS, i.e. 

first the agent with highest request are satisfied and then the 

one having smaller request. In this case, the agent with 

highest request does not need to wait for agents having 

smaller requests. However, LRF has a disadvantage. For 

example, consider a data set D = { d1, d2, d3, d4, d5 } and 

three agents requesting 2, 3 and 1 objects. A data allocation 

for FCFS or LRF using s-overlap or s-max may yield: R1 = 

{ d1, d2 }, R2 = { d3, d4, d5 }, and R3 = { d1 }. Now, if d1 

is leaked, then the distributor will equally suspect agents A1 

and A3. However, if third agent requests two objects, then s-

Input : Requests of each agent req1,req2,req3…… 
1. SUM  sum of all requests.  

 

2. while SUM > 0 do for each data request   

3. i  SelectAgent( )   

4. k  SelectObject( )   

5. Add k to the allocated set of i.  
6. SUM  SUM – 1.  
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max yields R3 = { d1, d3 } and then if both d1 and d3 are 

leaked, the agent A3 can be found guilty.  

4) Shortest Request First (SRF):  

As we have seen from the above example, that if the agent 

with smaller request is satisfied after the agents with higher 

requests, it may give poor allocation. Hence, we also 

propose a case where the agents with smaller size of 

requests are satisfied first completely before moving on to 

the ones with larger requests. For the above example, SRF 

using s-max yields R3 = { d1 }, R1 = { d2, d3 } and R2 = { 

d4, d5, d2 }. 
The SRF allocation is obviously better than the 

LRF allocation as in the LRF allocation, R1 completely 
overlaps R3 but in SRF, there is no complete overlapping of 
an agent by any other agents (R1 and R2 have d2 in 
common but both contain different data objects too). 

The time complexity of Round-Robin and FCFS is 
O(1). Also, if we keep a set of agents in memory that are 
sorted on the basis of their request size, then = O(1). 
However, the sorting of agents will take either O(N logN) 
time or it can be implemented using a priority queue. 

V. RESULTS AND ANALYSIS 

We have implemented the above presented algorithms in 

Java framework  and have conducted several experiments 

with different type of data requests and presented the results. 

A. Metrics Used: 

We will measure not only the algorithm performance, but 

also will implicitly evaluate how effective the 

approximation is. The difference functions are used to 

evaluate a given allocation with objective scalarization in 

(3) and (4) as metrics. 

   

i, 

j1,,,,,n (i, j) 

= 

i≠ j  

  

n(n − 1)    

min  = minii,≠jj1,,,,,n (i, j) 

 
Metric is the average of (i, j) values for a given 

allocation and it shows how successful the guilt detection is, 
on average, for this allocation. Metric min is the minimum 
(i, j) value and it corresponds to the case where agent i has 
leaked his data and both i and another agent j have very 
similar guilt probabilities. 

In case of sample data requests, agents are not 
requesting for particular objects. Hence, object allotment is 
not overtly defined by the requests. The distributor allocates 
certain objects to multiple agents only if the sum of requests 
SUM exceeds the number of objects in set D. The parameter 
that primarily defines the difficulty of a problem with 
sample data requests is the ratio of SUM to the size of data 
set, which is denoted as load. Note also that the absolute 
values of requests and size of data set play a less important 

role than the relative values reqi / |D|. 
In our experimental setup, we take a data set of 50 

objects fixed and vary the load by increasing the number of 
agents. We calculate the metrics defined for two types of 
requests: a) the requests of all agents are same (say 5); and 
b) when the agents requests are different and provided in a 
random fashion (unordered). In this, the data allocation to 
agents is done by allocating one data object to each agent, 
i.e. suppose there are three agents who requests three objects 
each. Then, first one data object is allocated to first agent, 
then to second agent and then the third agent.  

B. Verification: 

We have first implemented the algorithms [3] in a round 

robin fashion. We calculate the results for both type of 

requests as mentioned earlier and have taken the average 

values and plotted the graphs. and size of data set play a less 

important role than the relative values reqi / |D|. 

In our experimental setup, we take a data set of 50 objects 

Fixed and vary the load by increasing the number 

of agents. We calculate the metrics defined for two types of 

requests – 

1) Requests of all agents are the same. (Say 5 data 

objects).  

2) The agents have overlapping requests. 

 
Fig. 4: Evaluation of Sample Data Requests With Round-Robin Technique (A) Average (B) Average Pr{Gi|Si} (C) Average 

Min 
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Fig. 5: Comparison of Round-Robin, FCFS, SRF and LRF techniques (a) Average  (b) Average Pr{Gi|Si} (c) Average min. 

In figure 4(a), average are plotted against the load 

for all the three algorithms. It may be noted that algorithms 

s-max and s-overlap yields value close to 1 if sum of agents‟ 

requests is less than |D|. This was expected since in such 

scenarios, each of the three algorithms will result in an 

allocation that is disjoint, which is actually the optimal 

solution. For the higher load values, all algorithms yield 

value close 0.5, which we believe is an acceptable value. 

Figure 4(b) describes the normal guilt probability 

in each case for actual guilty agent. As we can see the s-max 

algorithm outperforms both s-random and s-overlap 

algorithms for load value greater than 1. However, s-overlap 

and s-max yields same value for load below 1. 

In Figure 4(c), we compare the three algorithms 

with respect to min metric. Random allocation shows poor 

performance, as the probability that at least two agents 

receive many common objects keeps rising as the number of 

agents rise. Algorithm s-overlap limits the random 

allocation selection to allocations that display the minimum 

absolute overlap. The result is that the min values reduce 

further, since the smaller absolute overlap reduces object 

sharing. Therefore, the chances that any two agents receive 

sets with many common objects also reduce. Algorithm s-

max, which uses a greedy strategy to allocate objects 

optimally, shows the best performance among these 

algorithms. 

C. Comparison of Round-Robin, FCFS, LRF and SRF 

Techniques: 

We compared the results obtained by each of these 

techniques with s-overlap and s-max algorithms. As 

mentioned, the results are calculated for two scenarios, i.e. 

one in which each agents‟ request are same and the other 

which requests are different. For the first scenario, SRF, 

LRF and FCFS perform in the same way as when there is no 

ordering. The results are calculated for both the scenarios 

several times and the average of all the values are taken to 

plot the graphs. 

All the four techniques behave in a very similar 

way for s-overlap algorithm. But the values are slightly 

better for Round-Robin than the other three for the case 

when the agents‟ requests are different and unordered. 

Figure 5(a) shows the average values as plotted for 

all the four techniques using s-max algorithm. It can be 

observed that values for the four techniques are same for 

load value less than or equal to 1, but as the load increases 

Round-Robin outperforms all the three techniques but we 

can see that the SRF and FCFS values are somewhat nearer 

to those of Round-Robin. The LRF technique yields low 

average values for higher load. This is due to that agents 

with much smaller requests receive the objects which 

overlaps with the objects allocated to previous agents. 

Figure 5(b) shows the average guilt probability for 

the actual guilty agent, which is much lower for LRF as 

compared to other three techniques for higher load values. 

Here SRF values are somewhat near to the Round-Robin 

values. 

Figure 5(c) shows the min values and we can see 

that the values are almost same for all the techniques. The 

minimum difference between the guilt probabilities of any 

two agents is independent of the technique used for agent 

selection, but does depend on the algorithm used for object 

selection 

VI. CONCLUSION AND FUTURE WORK 

In this work, we analyzed the likelihood that an agent may 

be responsible for any data leakage on a cloud using several 

techniques. The algorithms were implemented using the four 

techniques, and in a real world, the distributor can use one 

of these depending on its needs over internet. We observed 

that distributing data prudently may improve the chances of 

detecting the agents effectively especially when there is a 

large overlap in the data that agents must receive. 

Our first objective was to verify the results of 

algorithms that have already been proposed [3]. We 

observed that for most cases the s-max algorithm performs 

better than the s-overlap and s-random algorithm. Also, we 

implemented these techniques and observed that in case of 

s-overlap, all the techniques show the same performance and 

any of these can be used based on the distributor‟s 

application requirements. However, in case of s-max 

algorithm, we observed that Round-Robin and SRF 

performs somewhat better than the other two. Hence, we can 

conclude that if the distributor wants to completely satisfy 

an agent before allocating any object to other agents, SRF 

technique must be used in order to improve the chances of 

identifying the leaker. 

 

Our future work includes the implementation of 

data allocation strategies for explicit data requests. We will 

also extend our work to handle agents‟ requests as a pdf, ms  
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office files and also as a movies. Also this system will be 

implemented for complex and large organizations. as we 

know that the data allocation to an agent, in this case, does 

not depend on the agents that present their request after the 

first. Hence, the agents requesting after the allocation is 

already done can be satisfied using FCFS technique. 
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