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Abstract— A mobile ad hoc network (MANET) consists of a 

collection of location based routing protocols which helps to 

detect attacks made by the intruders. In this paper an routing 

protocol called, DREAM is implemented for intrusion 

detection system. The scenario for flooding attack is 

generated and performance metrics were calculated. 
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I. INTRODUCTION 

A “mobile  ad  hoc  network”  (MANET)  is  an  

autonomous  system  of  mobile  routers (and    associated    

hosts)    connected    by    wireless    links    –    the    union    

of    which  form    an  arbitrary    graph. The routers are free 

to move randomly and organize themselves arbitrarily; thus, 

the network’s wireless topology may change rapidly and 

unpredictably. It consists of a collection of wireless mobile 

nodes that dynamically form a temporary network without 

the use of any existing network infrastructure or centralized 

administration. Ad Hoc networks need very specialized 

security methods.  There is no approach fitting all networks, 

because the nodes can be any devices. The computer 

security in the nodes depends on the type of node, and no 

assumptions on security can be made. Security in wireless 

ad-hoc networks is a complex issue.  This  complexity  is  

due  to various  factors like  insecure  wireless   

communication   links,   absence   of  a  fixed  infrastructure,    

node  mobility,  dynamic  topology  and  resource  

constraints.  In mobile  ad  hoc  networks,  nodes  also  

perform  the  role  of  routers  that  discover  and maintain 

routes to other nodes in the network. 

There  are  many  security  issues  in  MANET  

environment  which  makes  complex due  to  the  multiple  

senders  and  receivers.  There  are  different  kinds  of  

attacks  in MANET  which  makes  an  unreliable  

communication. Basically, there are two types of attacks 

called passive attack and active attack. The passive attacks 

are those which  do  not  disturb  the  operation  of  the  

routing  protocol  but  gathers  information through traffic. 

The active attacks are those which disturb the operation by 

launching the intruders in the network to degrade the 

performance. 

The proposed scheme uses the intrusion detection 

to detect the known attacks against Distance Routing Effect 

Algorithm for Mobility (DREAM) protocol using a 

grammatical evolution technique is implemented. MANET 

are distributed networks with resource constrained nodes 

requires different mobility and traffic loads. To  evolve  the  

Intrusion  Detection  System  (IDS),  the  Grammatical  

Evolution  (GE) approach is implemented. The grammar 

here using is Backus-Naur Form (BNF), it is a notation for 

expressing a languages as production rules. 

II. RELATED WORK 

The  paper  exploits  pure  on-demand  route  acquisition  

system  in  which  the  nodes that do not lie on active path 

neither maintaining any routing table information. This 

algorithm includes path discovery, Route table management, 

path maintenance and local connectivity management [7]. 

The contributions of this paper are: It  provides  a  loop-free  

routes,  thus  the  protocol  does  not  require  global routing 

table. The algorithm mainly concentrates on path from 

source of a destination, follows the packets along active 

routes called active path. The protocol is tested with event-

driven, packet-level simulator called PARSEC to provide 

quick and accurate route establishment.  

Anonymous routing schemes in MANETs have 

been studied in recent years. By the different usage of 

topological information, they can be classified into on-

demand or reactive routing methods [8], and proactive 

routing methods [5]. Also there are anonymous middleware 

working between network layer and application layer [9]. 

Hop-by-hop encryption routing implements onion routing 

and hop-by-hop authentication. In onion routing, packets are 

encrypted in the source node and decrypted layer by layer 

(i.e., hop by hop) along the routing path.  

The  traditional  intrusion  measures  such  as  

encryption  and  authentication  used  in ad-  hoc  networks  

to reduce  the  intrusion,  but  cannot  eliminate  them [1].  It 

proposes intrusion detection   architecture   for   both   

distributed   and   cooperative   suite   of mobile ad-hoc 

networks. Each node is responsible for data collection, local 

detection and cooperative detection and provides an 

intrusion response. It uses decision-tree classifier to select 

the feature and to compute rules. The paper  implements  

evolutionary  computation  approach  to  create  solution  for  

a given  problem  corresponds  to  the  individual.  Each 

individual is evaluated and assigned with fitness value that 

indicates how the candidate solves the problem. The 

Grammatical Evolution is a technique that allows us to 

generate programs in BNF grammar. The feature selection 

has the choice which characteristics can be used for this 

purpose. The features are categorized with mobility-related 

and packet-related features. The mobility- related features 

help to reflect mobility model of the node or the network.  

The packet- related feature includes information about the 

frequency of the routing protocol methods. The routing 

protocol is simulated with ns-2 under medium mobility. 

III. PROPOSED SYSTEM 

Network  Security  consists  of the  provisions  and  policies  

adopted  by  a  network administrator  to  prevent  and  

monitor  unauthorized  access,  misuse,  modification  or the 

denial  of  a  network  and  network-accessible resources.   

Network  security involves  the authorization  of  access  to  
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data  in  a  network,  which  is  controlled  by  a  network 

administrator.  

In the proposed system, flooding attack   is 

detected   in   which   it   has   many   challenges   in 

multicast environment.  The Proposed system implements 

the DREAM protocol which is robust and reliable against 

intrusion.  The  network  is simulated   by ns-2  with  

different  mobility  pattern  and  traffic  loads  to  measure  

the accuracy and performance of the network. To evolve the 

Intrusion Detection System (IDS), the Grammatical 

Evolution (GE) approach is implemented. 

Analysis of Proposed system: 

 Network Topology 

 Intrusion Detection System 

 Data Flow Process 

 DREAM Routing algorithm 

A. Network Topology: 

A network is created under a scenario with different 

mobility levels and the traffic loads. Nodes in an ad-hoc 

network communicate with each other in order to share the 

routing information. MANET does not possess structured 

network and it is infrastructure less network. The nodes are 

Free to move randomly and organize themselves. Thus the 

network topology may change rapidly. Topology formation 

starts at sender and receiver initiation. In MANET, data will 

be send to number of nodes or group after initiation. 

B. Intrusion Detection System: 

An Intrusion Detection System is a system that tries to 

detect and alert on attempted intrusions into a system or 

network, where an intrusion is considered to be any 

unauthorized or unwanted activity on that system or network 

[1]. Adhoc networks are particularly prone to such dangers, 

considering the dynamic and geographically distributed 

nature of the nodes [2]. In this system flooding attack is 

detected by implementing Denial of service method. 

Grammatical Evolution (GE) approach is applied for feature 

selection process. The  grammatical  evolution  is  used  to  

generate the  rules  to  avoid  the  flooding attack in  the  

network.   

 
Fig. 1: System Architecture 

C. Data Flow Process: 

DFD is used for the visualization of the data processing.  It 

identifies the path that the data take in the processes to its 

final destination [5]. Several data flow functionalities are 

used to describe the sequence of actions involved. A  Data 

Flow Diagram (DFD) is a graphical representation of the 

“flow” of data through an information system.Fig.2. Shows 

the data flow process which intrusion detection, 

grammatical evolution and feature selection is carried on. 

 
Fig. 2: Data Flow Process 

DFD performs: Identifying environment in terms of 

sources/destination, input and output data flows, Prepare 

input/output list, Produce context analysis diagram, Trace 

data flows to identify mini systems or process. 

D. DREAM Routing Algorithm: 

Distance Routing Effect Algorithm for Mobility (DREAM) 

is a location based routing protocol. Each node in the 

network periodically exchanges control messages to inform 

all other nodes in the networks of its location. Distance 

effect is achieved by assigning “TTL (Time-To-Live)” value 

to the location control messages. In the contrast to LAR, 

DREAM is a proactive scheme (i.e., it maintains permanent 

routing tables). The scheme partially floods data to nodes in 

the direction to the destination. In the route table, 

coordinates of each node are recorded instead of route 

vectors.Fig.5 shows the DREAM routing process. 

DREAM adjusts dynamically by controlling update 

frequency. When sending data, if the source has “fresh 

enough” location information of the destination, it selects a 

set of one hop neighbors that are located in the direction 

from source to destination. If no such nodes are found, the 

data is flooded to the entire network. If such node exists, the 

list is enclosed in the data header and transmitted. Only 

nodes specified in the header are qualified to receive and 

process the packet. These nodes in turn select their own list 

of possible next hops and forward the packet with such 

updated list. If no neighbors are located in the direction of 

the destination, the packet is simply dropped. When the 

destination receives data, it sends ACKs back to the source 

in a similar fashion. However, ACKs are not transmitted 

when data was received via flooding. When the source sends 

data with designated next hops, (i.e., not by pure flooding), 

it starts a timer. If no ACK is received before the timer 

expires, ordinary flooding retransmits the data. 
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By the implementation of DREAM protocol, unknown users 

or hackers, intruders will be denied for service which 

preserves the network robustness. Performance were 

calculated which ensures that the proposed protocol is more 

efficient than the existing routing protocol. 

IV. SIMULATION RESULT 

 
Fig. 3: Topology Creation 

 
Fig. 4: Sender Receiver Initiation 

 
Fig. 5: Routing Process (DREAM) 

 

 
Fig. 6: Flooding Attack Scenario 

 
Fig. 7: Intrusion Detection System Performance 

V. CONCLUSION 

In this system, grammatical evolution is implemented for 

intrusion detection. The scenario for flooding attack is 

generated with the trace file. The classification technique is 

used to build the intrusion detection system to detect the 

flooding attack.  The feature  selection  is implemented 

using  Genetic  Algorithm to  select  the  parameters  based  

on  the  routing  behavior  to improve  the  performance  of 

the network. .The DREAM protocol is implemented to 

process the routing behavior of the network. Fig.7 shows the 

IDS performance. The network is simulated using NS-2 

simulator to measure the performance of the host-based 

network. 
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