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Abstract— Computer and Internet make the world become 

digitization. Secure watermark detection techniques are 

important to protect the secrecy of the watermark pattern 

[1]. Secure data transfer over internet is a major issue in 

today’s era. As the technology is developing rapidly, more 

and more ideas take birth into the mind of the researchers. 

Rights of all Data Owners and Data holders have become 

the severe issue. The copyright and authentication gradually 

lose their security. To protect logical property becomes 

important in technical study and research. Digital 

watermarking [2] is a technology being developed to ensure 

and facilitate security, data authentication and copyright 

protection of digital media. For such protection and security, 

detection and verification of watermark is necessary for 

identifying whether it is valid or not. So, in our work 

objective is to detect the watermarking [5] of the text and 

images before revealing the data into the cloud. Visible as 

well as Invisible watermarking will be detected so that only 

the legal copy will be allowed to enter into the cloud 

resulting increase in security. 
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I. INTRODUCTION 

The Internet has many new opportunities for creation and 

delivery of content in digital form. Application includes 

libraries, Web publishing, real time audio and video. 

Information is easy to distribute but unauthorized copy has 

become a serious problem. 

With the redundancy of the medium as voice and 

image, digital watermarking technology [11] is to use the 

digital embedding method to hide the watermarking 

information into the digital products of visible, image and 

video. Seen form the field of signal process, the 

watermarking signals [6] being attach into carrier is as a 

weak signal to add into a strong background. The 

watermarking signal won’t be felt by HVS or HAS, as long 

as the intensity of watermarking is lower than the contrast 

restriction of human visible system (HVS) or the apperceive 

restriction of human audio system With the characters and 

important application, digital watermarking technology has 

been got more and more attention. In the future the main 

development of digital watermarking is like this: copyright 

protection, pirate tracking, copying protection, image 

authentication, cover-up communication, classification 

control of digital watermarking video and so on. And the 

common properties of digital watermarking are insensitivity, 

robustness and insurance. According to the different 

partitions, watermark can be parted in different types like 

significant watermark and the insignificant; the visible and 

the invisible; the brittle and the steady; the spatial domain 

watermark and the transformed domain watermark; the 

blind, the semi blind and the non-blind. One another 

partition is image watermark, audio watermark, video 

watermark [11], and text watermark. 

II. DISCRETE COSINE TRANSFORM (DCT) 

With the character of discrete Fourier transform (DFT)[2], 

discrete cosine transform(DCT)[2] turn over the image edge 

to make the image transformation into even function. It is 

common linear transformations in digital signal process 

technology. The 2D-DCT can not only concentrate the main 

information of original image into the smallest low- 

frequency coefficient, but  it can cause the image blocking 

effect being the smallest, which can be the good 

compromise between the information centralizing and the 

computing complication. So it has the wide spreading 

application in the compression domain. DCT [2] has been 

applied in many fields such as data compression, pattern 

recognition, and image processing. 

 Divides image into parts based on the visual quality 

of the image 

 Input image  

 intensity of pixel in row i and column j 

 DCT coefficient in DCT matrix 

 Larger amplitudes closer. 

Higher order coefficients are negligible, therefore 

compression is possible. 

 
Fig. 1: DCT 

To transformed image by the DCT, it is divided 

into non-overlappedm x m block. In general, a block always 

consists of 8x8 components. 

1) The left-top coefficient is DC value while the others 

are AC components.  

2) The human eyes are more sensitive to noise in lower-

frequency band than higher frequency. The energy of 

natural image is concentrated in the lower frequency 

range. The watermark [10] hidden in the higher 

frequency band might be discarded after a lossy 

compression. 

3) Therefore, the watermark is always embedded in the 

lower-band range of the host image that transformed 

by DCT [2] is perfect selection. 

4) The watermark bit is “1” when bit 3 is “1” of selected 

DCT-block coefficient otherwise the watermark bit is 

“0”. 

5) Rearrange the 8-bit data into watermark image. 
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III. EXISTING SYSTEM   

The existing watermark detection assume the watermarked 

are publicly available and focus on the security of 

watermark pattern, while the privacy of  media which is 

watermarked  has received less importance. 

Existing technologies such as zero-knowledge 

proof protocols [7] that transforms the multimedia data [11] 

to a public key encryption domain is used to perform 

privacy preserving storage and secure watermark detection 

simultaneously. 

IV. PROPOSED SYSTEM 

A. Framework: 

 
Fig. 2: Framework 

V. THE PROPOSED FRAMEWORK 

Framework consists of three parties: Data holder, watermark 

owner, and cloud. For issuing public keys, we need 

certificate authority. DH makes sure whether the multimedia 

edited is legal or not. Watermark owners distribute 

watermarked content and always want to know whether 

their contents are legally published or distributed. 

In this paper, we propose privacy preserving 

watermark detection framework that secure multiparty 

computation (MPC) [7]and the cloud. Using random matrix 

transformation for privacy preserving data-mining has also 

been proposed. Certificate authority server issues CS matrix 

to the image holder. Before revealing the data to the cloud, 

the DCT coefficient of the image is transform to a 

compressive sensing domain by the image holder. Using a 

secure multiparty computation (MPC) protocol [7], the 

watermark is transformed to the same compressive sensing 

domain and then data is sent to the cloud. The cloud has the 

data in the compressive sensing domain. The cloud cannot 

reveal the original multimedia data and the watermark 

pattern [12], without the compressive sensing matrix. The 

cloud will perform watermark detection in the compressive 

sensing domain. The image data in the compressive sensing 

domain can be stored in the cloud for detection of 

watermark from many other watermark owners.  

VI. EXPERIMENTAL RESULTS 

 In our work, we have applied watermark on text as well as 

image files. Watermarks are of two types – Visible and 

Invisible. Visible watermark can be easily detected as it can 

be seen clearly on the images as well as on text files. 

Invisible watermarks are detected with the help of DCT 

technique, to differentiate between legal and illegal copy. 

Input file can be given as any text file and image 

file like .jpeg, .bmp, .png etc. Output file is a text file, in 

which the watermark text is saved when the detection 

technique is conducted on the watermarked files. Hence, the 

security of the multimedia data on the cloud is increased as 

only the legal copy of the files is revealed on the cloud. 

 
Fig. 1: Admin login 

 
Fig. 2: Watermark with text and image 

 
Fig. 3: Applying Watermark 

 
Fig. 4: Watermark Applied 
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VII. FUTURE SCOPE 

Although we applied the visible and invisible watermark 

detection for text and images, we can extend it to the audio 

and video files. This will improve the security and provide 

authenticated copies to be distributed. 

With the help of upcoming technologies, we can 

apply watermark to all multimedia files so that secure data 

can be achieved for use and distribution. 

VIII. CONCLUSION 

We implemented compressive sensing based secure 

watermark detection and privacy preserving storage 

framework. We have successfully detected the 

watermarking in text and images which are both visible and 

invisible. 

So, whenever the watermarked image or text has to 

be distributed or used, detection will occur and results in 

whether it is a legal copy or not. With the help of this 

watermark detection technique, the privacy is preserve and 

data is secured. When compared to previous work, our 

proposed work offers more better efficiency and flexibility. 

Although a lot of progress has been made, there still remain 

many areas that need attention. 
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