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Abstract— Cloud database is subscription based service. 

The way of securing data in the cloud using offensive decoy 

technology Called Fog Computing. We monitor data access 

in the cloud and detect abnormal data access patterns. When 

unauthorized access is detected and then verified using 

challenge questions, we provide large amounts of decoy 

information to the attacker .This protects against the misuse 

of the user’s real data. Experiments conducted in a local file 

setting provide evidence that this approach may provide 

unprecedented levels of user data security in a Cloud 

environment. Cloud computing is a paradigm that focuses 

on sharing data and computations over a scalable network of 

nodes. Examples of such nodes include end user computers, 

data centers, and Web Services. We term such a network of 

nodes as a cloud. An application based on such clouds is 

taken as a cloud application. 

Key words: Cloud computing, Cloud database, Fog 

Computing  

I. INTRODUCTION 

In a now  days cloud database is used everywhere and use of 

cloud database increasing rapidly in world. Cloud is a 

subscription based service. The use computers and store our 

personal and business data can  arises new data security 

problems. 

Traditional techniques such as Encryption 

mechanisms are not useful to protect the data in the cloud 

from unauthorized or illegal access. A different way for 

securing the users personal data or business data in the cloud 

by using decoy technology called as “Fog Computing”. 

This technology protects the user’s personal data or business 

data in the cloud. We propose a completely different method 

to securing the cloud using decoy information technology, 

that we have come to call Fog computing. We use this 

technology to launch disinformation attacks against 

malicious insiders, preventing them from distinguishing the 

real sensitive customer data from fake worthless data. 

II. LITERATURE SURVEY 

Traditional data protection mechanisms such as encryption 

was failed in securing  the data from  the hackers and 

attackers. Existing data protection mechanisams does not 

verify whether the user was authorized or not. Cloud 

computing security does not  focus on ways of the data from 

unauthorized access. Encryption does not provide much 

security to user’s personal data or business data. 

Literature survey is the most important step in 

software development process. Before developing the tool it 

is necessary to determine the time factor, economy n 

company strength. Once these things r satisfied, ten next 

steps are to determine which operating system and language 

can be used for developing the tool. Once the programmers 

start building the tool the programmers need lot of external 

support. This support can be obtained from senior 

programmers, from book or from websites. Before building 

the system the above consideration r taken into account for 

developing the proposed system 
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III. PROPOSED SYSTEM 

In this system we propose a different way for securing data 

in the cloud using offensive decoy technology. We monitor 

data access in the cloud and detect illegal data access 

attempts. When unauthorized or illegal access is suspected 

and then verified using challenge questions, we launch a 

disinformation attack by returning large amounts of decoy 

information to the attacker or hacker. This protects against 

the misuse of the user’s real data. We propose a completely 

different way to securing the cloud using decoy information 

technology, that we have come to call Fog computing. We 

use this technology to launch disinformation attacks against 

illegal attackers, preventing them from distinguishing the 

real sensitive user’s personal and business  data from fake 

unusable data.By using decoy technology we store decoy 

documents in the Cloud along the user’s real data .Decoy 

documents are nothing but unusefull data. 

Decoy documents are special type of documents 

which have some bogus information such as electricity bills, 

phone bills etc. If  the user need to access the data , he will 

be verified by using security questions .If the user will be 

authorized person, then serve the exact information what he 

wants otherwise  the attacker will be  confused  with  decoy 

documents and get him worthless information where he 

thought that decoy information is users real data.In this way 

attacker will get confused with bogus information. 

A. System Design: 

1) System Architecture: 

 
Fig. 1: System architecture of fog computing. 
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System architecture of fog computing consists of 

three parts namely CPU, administrative and cloud 

computing. 

1) CPU: It stands for the central processing unit. It has 

the memory unit, ALU (arithmetic logical unit), 

input device, output device, control unit. 

Read/write random access memory is used to store 

both instruction and data. Program instructions are 

coded data which tell the computer to do 

something. Datais simply information to be used by 

the program. Control unit fetches instruction/data 

from memory, decodes the instructions and then 

sequentially coordinates operations to accomplish 

the programmed task. Arithmetic unit performs 

basic arithmetic operations. Input/output is the 

interface to human operator. 

2) Administrative: The administrative has the 

connection between the CPU where we send the 

data. 

3) Cloud computing: Cloud is a subscription based 

service. Cloud computing is a shared pool of 

resources.The way of use computers and store our 

personal and business information can arises new 

data security challenges.Encryption mechanisms 

are not protecting the data in the cloud from 

unauthorized access. A different way for securing 

the data in the cloud by using offensive decoy 

technology called as “Fog Computing”.This 

protects the user’s data in the cloud. 

IV. SYSTEM FEATURE 

A. Agility: 

Agilty improves with users' ability to re-provision 

technological infrastructure resources. 

B. Cost: 

Cost is claimed to be reduced and in a public cloud delivery 

model capital expenditure is converted to operational 

expenditure. 

C. Virtualization: 

Virtuslization technology allows servers and storage devices 

to be shared and utilization be increased. Applications can 

be easily migrated from one physical server to another. 

D. Centralization: 

Centralization of infrastructure in locations with  lower costs 

(such as real estate, electricity, etc.) 

E. Performance:  

Performance is monitored and consistent and loosely 

coupled architectures are constructed using web services as 

the system interface.  

F. Security: 

Security could improve due to centralization of    data..  

G. Maintenance: 

Maintenance of cloud computing applications is easier, 

because they do not need to be installed on each user's 

computer and can be accessed from different places. 

V. CONCLUSION 

Cloud computing system provides security to user or 

customer’s personal or business information.system secure 

the user’s data from illegal data attackers and provides 

decoy documents to the attacker.In this way,attacker will get 

confused with bogus information and user’s data get 

secured. 
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