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Abstract— Now days Cloud computing is the developing & 

growing technology in I.T World it provides economical & 

efficient solutions for sharing group resources among cloud 

users. The customers are used cloud for their data storage & 

Data sharing purposes. Designing an efficient & secure data 

sharing scheme is not an easy task because challenging 

issues like identity privacy & Dynamic nature of group. In 

this paper we propose Multi-owner data sharing scheme 

named MONA for dynamic groups in the clouds. By using 

concepts like Group signature & Dynamic Broadcast 

encryption any cloud users can securely share their data with 

other users. As the result of the computation cost of our cost 

independent with the number of revoked users so the 

encryption cost is also minimized. 
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I. INTRODUCTION 

Cloud Computing is one of the most important & widely 

used technologies in today’s I.T. world due to its intrinsic 

resource & low maintenance characteristics. In cloud 

computing one of the basic services offered by cloud 

providers is data storage  

To preserve data privacy, a basic solution is to 

encrypt data files, and then upload the encrypted data into 

the cloud. Unfortunately, designing an efficient and secure 

data sharing scheme for groups in the cloud is not an easy 

task due to the following challenging issues:  

 Identity privacy  

 Single Owner  

 Dynamic nature of Groups  

The data owners store the files in cloud and 

distribute the corresponding decryption keys only to 

authorized users. Thus, unauthorized users and storage 

servers does not have any idea about the content of the data 

files because they does not have any clue about the 

decryption keys. However, the problems of new user 

participation and maintenance of revoked users in these 

schemes are linearly increasing. By setting a group with a 

single attribute, Lu et al. proposed a secure attribution 

method based on the cipher text-policy attribute-based 

encryption technique, which allows trusted member in a 

group to share data. However, the issue of user revocation is 

not addressed in their scheme. The single owner manner 

hinders the adoption of key policy attribute-based 

encryption and other schemes. 

To solve the challenges above we propose MONA, 

a secure Multi-owner data sharing for dynamic groups in the 

cloud. The other contributions of our paper include: 

1) Secure multi-owner data sharing scheme. It implies 

that the authorized users in the group can securely 

share data with others on the cloud.  

2) Support dynamic groups efficiently. Specifically, 

newly joined users can decrypt data files uploaded 

before their participation in the cloud without 

contacting with organization admin. User 

revocation can be easily achieved through a fresh 

revocation list without updating the secret keys of 

other users.  

3) Provide secure and privacy-preserving access 

control to users, which guarantees any member in a 

group to anonymously utilize the cloud resource. 

Moreover, the real identities of data owners can be 

revealed by the group manager when disputes 

occur. 

II. RELATED WORK  

In [1], the authors specified a secure data sharing model, 

Mona, for dynamic groups in a remote storage. In Mona, a 

data owner can securely share their data with others without 

revealing his own identity. Moreover, Mona supports 

effective user repudiation and new user registration. More 

specially, efficient user repudiation can be attained by a 

public revocation list without ideating the private keys of the 

remaining users, and new users can directly decrypt files 

stored in the cloud before their participation.  

In [4], Kallahalla et al. developed a cryptographic 

storage system that facilitates secure file sharing on 

untrusted servers. By breaking files into file groups and 

encrypting each file group with a exclusive file block key, 

the data owner can share the file groups with others by 

handover of the corresponding lockbox key. In fact, it gives 

an additional load for key distribution. Apart from this, the 

file-block key needs to be renewed and delivered again for a 

user revocation. 

In [5], the contents of files placed on remote server 

are metadata and file data. The file metadata contains the 

access control data that encompass collection of encrypted 

keys. These metadata files are encrypted with public key of 

authorized users. As the file metadata should be refurbished, 

the user abrogation in the scheme is an uncompromising 

issue particularly for large-scale sharing. Nonetheless, the 

private key should be regenerated for each user for every 

new user addition into the group. This limits the application 

to support dynamic groups. Another issue is the encryption 

load enhances with the sharing scale.  

The proxy re encryption model given by Ateniese 

et al. [6] strengthens the distributed storage. The data 

encryption done by the data owners is a two-step procedure. 

First, encryption is done using exclusive and symmetric 

content keys. Second, the data is encrypted with a master 

public key. Proxy Cryptography is used by the server to re 

encrypt the particular content key(s) from the master public 

key. On the other hand, the remote storage server can be 

attacked by any malicious user to find the decryption keys 

of all encrypted blocks. From the above analysis, the author 

observed that how to securely share data files in a multiple-

owner manner for dynamic groups while preserving identity 

privacy from an untrusted cloud remains to be a challenging 

issue. In this paper, the author proposed a Novel multi 

owner data sharing group key protocol for secure data 

sharing in cloud computing. 
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III. SYSTEM MODEL & GOALS 

A. System Model: 

Let us assume cloud computing architecture of an 

organization that uses cloud for their staff to share the data. 

The System model contains three main entities as 

illustrated in below diagram, the cloud, a group manager 

(i.e. Company Manager), a large number of group members 

(i.e., Company Employee). Group manager is having some 

important duties like system parameters generation, user 

registration, user revocation, and revealing the real identity 

of a dispute data owner. Group members are a set of 

registered users that will store their private data into the 

cloud server and share them with others in the group. 

 
Fig. 1: System Model 

B. Design Goals: 

The proposed scheme including authorization, data 

confidentiality, ambiguity and traceability, and efficiency as 

follows: 

1) Authorization: 

The requirement of authorization is twofold. First, group 

members are able to use the cloud as resource for various 

operations on data. Second, unauthorized users cannot 

access any data on the cloud, and revoked users will be 

unable of using the cloud again once they are removed from 

an organization. 

2) Data Confidentiality: 

Data confidentiality requires that unauthorized users will not 

have any knowledge of the stored data. An essential and 

challenging issue for data confidentiality is to maintain its 

accessibility for dynamic groups whenever required. Also 

the revoked users are unable to decrypt the data currently 

stored on the cloud after their revocation. 

C. Ambiguity and Traceability: 

Ambiguity guarantees that group members can access the 

cloud without revealing the real identity. Although 

anonymity represents an effective protection for user 

identity, it also poses a potential inside attack risk to the 

system. 

D. Efficiency: 

The efficiency is defined as follows: Any group member can 

store and securely share data files with others in the group 

by the cloud. User revocation can be achieved without 

involving the remaining users.  That is, the remaining users 

do not need to update their private keys or re-encryption 

operations. New granted users can learn all the content data 

files stored before his participation without contacting with 

the data owner. 

IV. THE PROPOSED SCHEME: MONA 

A. Overview: 

To achieve secure data sharing for dynamic groups in the 

cloud, we expect to combine the group signature and 

Dynamic broadcast encryption techniques. Specially, the 

group signature scheme enables users to anonymously use 

the cloud resources, and the dynamic broadcast encryption 

technique allows data owners to securely share their data 

files with others including new joining users. Unfortunately, 

each user has to compute revocation parameters to protect 

the confidentiality from the revoked users in the dynamic 

broadcast encryption scheme, which results in that both the 

computation overhead of  the encryption and the size of the 

cipher text increase with the number of revoked users. Thus, 

the heavy overhead and large cipher text size may hinder the 

adoption of the broadcast encryption scheme to capacity-

limited users. 

              To tackle this challenging issue, we let the group 

Manager computes the revocation parameters and make the 

result public available by migrating them into the cloud. 

Such a design can significantly reduce the computation 

overhead of users to encrypt files and the cipher text size. 

Specially, the computation overhead of users for encryption 

operations and the cipher text size is constant and 

Independent of the revocation users. 

B. Scheme Implementation: 

This section describes the details of Mona including system 

initialization, user registration, user revocation, file 

generation, file deletion, file access and traceability. 

V. MODULES DESCRIPTION 

1) Registration: In this module a User has to register 

first, and then only he/she has to access the data 

base. 

2) Login: In this module, any of the above mentioned 

person have to login, they should login by giving 

their email and password. 

3) File Upload: In this module Manager (Owner) 

uploads the file (along with Meta data) into 

database, with the help of this metadata and its 

contents; the end user has to download the file. The 

uploaded file was in encrypted form, only 

registered user can decrypt it. Even CSP can only 

view the encrypted file form. 

4) Chart Creation: User can view the chart, which is 

dynamically created by calculating the size of the 

file. 

5) File Download: The Registered users can download 

the file and can do updates. The modified file will 

be uploaded into cloud server by the user. 

6) User Deletion: Manager (admin) can reject the 

user, so as that rejected user doesn’t login and 

access the database. 

A.  Sub Modules: 

1) Client Module: 

In this module, the client sends the query to the server. 

Based on the query the server sends the corresponding file 

to the client. Before this process, the client authorization 

step is involved. In the server side, it checks the client name 
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and its password for security process. If it is satisfied and 

then received the queries from the client and search the 

corresponding files in the database. Finally, find that file and 

send to the client. If the server finds the intruder means, it 

set the alternative Path to those intruders. 

2) System Module: 

Representative network architecture for cloud data storage is 

illustrated in Figure Three different network entities can be 

identified as follows: 

1) User: Users, who have data to be stored in the 

cloud and rely on the cloud for data computation, 

consist of both individual consumers and 

organizations. 

2) Cloud Service Provider (CSP): A CSP, who has 

significant resources and expertise in building and 

managing distributed cloud storage servers, owns 

and operates live Cloud Computing systems. 

3) Third Party Auditor (TPA): An optional TPA, who 

has expertise and capabilities that users may not 

have, is trusted to assess and expose risk of cloud 

storage services on behalf of the users upon 

request. 

3) Cloud Data Storage Module: 

Cloud data storage, a user stores his data through a CSP into 

a set of cloud servers, which are running in a simultaneous, 

the user interacts with the cloud servers via CSP to access or 

retrieve his data. In some cases, the user may need to 

perform block level operations on his data... users should be 

equipped with security means so that they can make 

continuous correctness assurance of their stored data even 

without the existence of local copies. In case those users do 

not necessarily have the time, feasibility or resources to 

monitor their data, they can delegate the tasks to an optional 

trusted TPA of their respective choices. In our model, we 

assume that the point-to-point communication channels 

between each cloud server and the user is authenticated and 

reliable, which can be achieved in practice with little 

overhead. 

4) Cloud Authentication Server: 

The Authentication Server (AS) functions as any AS would 

with a few additional behaviors added to the typical client-

authentication protocol. The first addition is the sending of 

the client authentication information to the masquerading 

router. The AS in this model also functions as a ticketing 

authority, controlling permissions on the application 

network. The other optional function that should be 

supported by the AS is the updating of client lists, causing a 

reduction in authentication time or even the removal of the 

client as a valid client depending upon the request. 

5) Unauthorized Data Modification and Corruption 

Module: 

One of the key issues is to effectively detect any 

unauthorized data modification and corruption, possibly due 

to server compromise and/or random Byzantine failures. 

Besides, in the distributed case when such inconsistencies 

are successfully detected, to find which server the data error 

lies in is also of great significance. 

6) Adversary Module: 

Security threats faced by cloud data storage can come from 

two different sources. On the one hand, a CSP can be self-

interested, untrusted and possibly malicious. Not only does 

it desire to move data that has not been or is rarely accessed 

to a lower tier of storage than agreed for monetary reasons, 

but it may also attempt to hide a data loss incident due to 

management errors, Byzantine failures and so on. 

On the other hand, there may also exist an 

economically motivated adversary, who has the capability to 

compromise a number of cloud data storage servers in 

different time intervals and subsequently is able to modify 

or delete users’ data while remaining undetected by CSPs 

for a certain period.  

VI. CONCLUSION 

In our project, we design a secure data sharing scheme, 

Mona, for dynamic groups in an untrusted cloud by 

combining group signature with the dynamic broadcast 

encryption techniques. In Mona, a user is able to share data 

with others in the group without revealing identity privacy 

to the cloud. Additionally, Mona supports efficient user 

revocation and new user joining. More specially, efficient 

user revocation can be achieved through a public revocation 

list without updating the private keys of the remaining users, 

and new users can directly decrypt files stored in the cloud 

before their participation. Moreover, the storage overhead 

and the encryption computation cost are constant. Extensive 

analyses show that our proposed scheme satisfies the desired 

security requirements and guarantees efficiency as well. 
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