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Abstract— Steganography plays vital role for the secure 

communication between two parties, nevertheless 

communication is not guarantees for the security. In this 

paper we propose separable reversible data hiding technique 

in encrypted image using AES and BPCS algorithm. AES 

algorithm is used to encrypt data and image while BPCS 

algorithm is used to embed data into an encrypted image. To 

provide security to the embedded image we again encrypt 

the image using AES algorithm before sending to 

transmission medium. On the receiver end embedded image 

is decrypted by secured private key. 
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I. INTRODUCTION 

Due to untrusted medium secure communication is 

necessary.  There is tremendous research going on to a 

solution for having secret communication between two 

parties and one area identified as a solution, which has also 

taken great stride since its inception in the history is 

Cryptography. Cryptography essentially deals with 

transforming the message and transmitting it .So that only 

the intended recipient can decipher what it means with the 

help of a key. 

The aim in cryptography is to jumble the message 

with the help of a key so that the message becomes 

meaningless to the attacker, but can only be deciphered by 

either the same key or another key. Steganography does not 

allow us to change the message itself; rather we hide the 

message [11]. 

In Separable reversible data hiding technique data 

and image is separated and it is capable of returning to the 

original state without any loss. We use AES technology to 

resist two recent attacks, truncated differential attack and 

square attack. AES is the symmetric block cipher algorithm. 

It provides more security as compared to other used 

techniques. So that only the intended recipient can decipher 

what it means with the help of a key [22]. 

Another field is Steganography. Steganography is 

an art of embedding a message and the message will be 

hidden in a medium such as picture, audio file and video file 

[10]. Steganography provides more security as compare to 

cryptography in seemingly harmless messages like text, 

picture or other media. So in this case the attacker does not 

know if two parties are even exchanging messages [13]. 

II. LITERATURE SURVEY 

Currently available system provide separable data hiding in 

image but it has drawback like user must have all the keys to 

get original data and less security to data [3]. In other 

system of separable and reversible data hiding technique the 

data is embedded without encryption and provides less 

security for data as compared to image [2]. Least significant 

bit (LSB)  is a simple approach to embedding information in 

an image. The least significant bit of some or all of the bytes 

inside an image is changed to a bit of the secret message. In 

LSB technique as it provide a less amount of space to embed 

a data [1]. Patchwork is a statistical technique that uses 

redundant pattern encoding to embed a message in an 

image.  

To overcome this problem we are using BPCS 

steganography technique it allows to hide large amount of 

data in image. This technique makes use of the 

characteristics of the human vision system whereby a human 

cannot perceive any shape information in a very 

complicated binary pattern BPCS is the development of 

least significant bits (LSB) method, and it has better 

performance than the simple LSB method[1]. The major 

idea is that multiple bit-planes of the cover images are 

divided into fixed-size blocks. This technique is use to get 

high data hiding capacity and low perceptibility[5]. 

Although the LSB embedding methods hide data in such a 

way that the humans do not perceive it, such scheme can be 

easily destroyed, by a opponent such as using lossy 

compression algorithm or a filtering process.[14] 

III. PROPOSED METHODOLOGY 

In this system, we provide security tool based on 

steganographic technique in which data can be hidden in 

image without losing single bit of data. In this system, 

initially image and data will be encrypted by the AES 

algorithm.  

The encrypted data stored with different extension 

to provide more security to the encrypted file. With the help 

of BPCS algorithm data is embedded with the encrypted 

image. Resulted image again encrypted by the AES 

algorithm. Now sender sends the resulted image and key to 

the receiver separately. 

A. Sender Side: 

 
Fig. 1: Sender Side process 
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On the sender side: 
1) Channel Separation: 

The color data of an image is stored in the arrays known as 

channel typically the image will have at least 3 channels 

representing red, green and blue color value. 

2) Bit Plane Separation:  

Separating a color image into its bit planes is useful for 

analyzing the relative importance played by each bit of the 

image implying it determines the adequacy of number of 

bits used to quantize each pixel useful for image 

compression. 

3) Payload Estimation:  

Payload estimation is use to determine how block are 

available in the channel and channel are red green and blue. 

4) Processed LSBs:  

We can store large amount of data in LSB as compare to 

MSB plane because more number of block are present in 

LSB rather than MSB. 

5) Alpha Threshold α:  

Alpha is the threshold at which block are considered 

complex. 

6) Threshold:  

It is the simplest method of image segmentation from a 

grayscale image; threshold is also used for creating binary 

image. 

7) Image Encryption:  

The user will browse the image from computer and encrypt 

the image using AES algorithm and user also have to get a 

secret key. 

8) Encrypted Data:  

The user will browse data that he want send and encrypt the 

original data using AES algorithm and have to give a key. 

9) Secret data:  

Secret data is a confidential data which you want to send. 

10) Key:  

A piece of information used to encode or decode massage. 

11) Stego Image:  

After embedding a message into a cover image is known as 

a stego image. 

12) AES:  

AES is use for encryption and decryption of data and image. 

13) BPCS:  

BPCS is use to embed the confidential data into the image. 

14) Encrypted Stego Image:  

The process of hiding the message in the image, so that the 

presence of message itself is hidden in that image 

B. Receiver Side: 

The receiver first decrypts the image with the help of 

decryption key to extract encrypted data from the image. 

After words receiver has to perform destego operation to 

separate image and encrypted data after that receiver get the 

original data with the help of the decryption key. 

 
Fig. 2: Receiver Side process 

On the receiver side:  

1) Key:  

A piece of information used to encode or decode massage. 

2) Image Decryption:  

The user will browse the image from computer and decrypt 

the image using AES algorithm and secret key. 

3) Data extraction:  

It is the act of retrieving data from image. 

4) Decrypted Data:  

The original data is retrieved using AES algorithm and to 

retrieve the data the user must know the decryption key. 

C. Encryption and Decryption Algorithm: 

AES is symmetric block cipher. Following figure shows 

overall construction of AES.  The input for the encryption 

and decryption algorithm is 128. This block is depicted as a 

square matrix of bytes this block is copied into state array, 

which is modified at each stage of encryption or decryption. 

[22] After the last stage, state is copied to an output matrix. 

Similarly the 128 bit key is depicted as a square matrix of 

bytes. This key is then extended into an array of key 

schedule words, the total key schedule is 44 words and each 

word is four bytes for the 128 bit key. 

 
Following figure shows overall construction of 

AES.  The input for the encryption and decryption algorithm 

is 128 bit block. This block is depicted as a square matrix of 

bytes this block is copied into state array, which is modified 

at each stage of encryption or decryption. After the last 

stage, state is copied to an output matrix.  

Similarly the 128 bit key is depicted as a square 

matrix of bytes. This key is then extended into an array of 

key schedule words, the total key schedule is 44 words and 

each word is four bytes for the 128 bit key as shown in fig 

3.2. 
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Fig. 3: AES encryption and decryption 

Four different stages are used, one permutation and 

three of substitution 

D. The Main Loop of AES Performs Following Functions: 

 SubBytes() 

 ShiftRows() 

 MixColumns() 

 AddRoundKey() 

1) Substitute bytes:  

It is a non-linear substitution step in which each byte is 

replaced with another according to a lookup table. 

2) Shift Rows:  

It is a transposition step in which the last three rows of the 

state are shifted cyclically in a certain number of steps. 

3) MixColumns:  

It is a mixing operation which operates on the columns then 

state combines the four bytes in each column. 

4) AddRoundKey:  
Each bytes of the state is combined with a block of the 
round key using the bitwise XOR.  

 
Fig. 4: AES Encryption Module 

 
Fig. 5: AES Decryption Module. 

E. Embedding Algorithm: 

The BPCS (Bit Plane Complexity Segmentation) technique 

is to embed data into bitmap files. The ultimate goal is to 

embed as much data as possible into a image without 

detection by human observation statistical analysis [12]. 

BPCS has a large information hiding capacity. BPCS 

steganography addressed the embedding limit by working to 

mask the visual artifacts that are produced by the 

steganographic process. The human vision system is very 

good at spotting anomalies in areas of similar color, but less 

adept at seeing them in visually intricate areas. When an 

image is decomposed into bit-planes, the complexity of each 

region can be measured[16]. Areas of low complexity such 

as homogenous color or simple shapes appear as uniform 

areas with very few changes between the 1 and 0.complex 

areas such as a picture of a forest would appear as noise-like 

regions with many changes between 1 and 0.these random 

seeming regions in each bit-plane can then be replaced with 

hidden data, which is ideally also noise-like since it is 

difficult for the human eye to distinguish differences 

between the noise-like areas, we are able to mask the 

changes to the image[19].  

 
Fig. 6: Bit Plane Diagram. 

A usual procedure for data hiding in BPCS steganography is 

summarized as follows 

1) Segment each bit-plane of a dummy image into 

small size. for example 8*8, block. Then classify 

these blocks into informative and noise-like blocks 

using a threshold of complexity denoted by α0.A 

typical value of α0 is 0.3αmax, where αmax is the 

maximum possible complexity value. 
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2) Segment a secret block file into a series of block 

each containing 8 bytes of data. These blocks 

(which we call secret blocks) are regarded as 8*8 

binary  

3) If a secret block is less complex than the threshold 

α0, conjugate it to make it more composite. Here the 

process called conjugation, which guarantees that 

any secret data can be embedded, is the exclusive 

OR operation with a check board pattern. 

4) Replace each noise-like block in the bit planes with 

the block of secret data. If the block is conjugated, 

then record this fact in conjugation map. 

5) Also embed the conjugation map in the same way 

as the secret block 

The decoding procedure for extracting the 

embedded secret data is just the reverse of the embedding 

procedure. 

In the decoding process, the complexity threshold 

α0 and the amount of secret data need to be known. The 

amount of secret data can be embedded into a specific place 

in the dummy file. 

F. Experimental Design/Implementation: 

We have been implemented our system in NetBeans 7.4 

software. The personal laptop used in all programs and 

experiments was Intel CORE i3 at 2.27GHz, with 4GB of 

RAM and 500 GB of hard disc capacity. The performance of 

this algorithm is evaluated based on parameters such as 

memory required and simulation time.  

G. Evaluation Parameters: 

Each of the encryption technique has their own pros and 

cons points. To apply an appropriate technique in a 

particular application we are required to know these pros 

and cons points. 

H. Memory Required for Implementation:  

Different techniques require different memory size for 

implementation. This memory requirement depends on the 

number of operations to be done by the algorithm. It is 

desirable that the memory required should be as small as 

possible.  

I. Simulation Time: 

The time required by the algorithm for processing 

completely a particular length of data is called the 

simulation time. It depends on the processor speed, 

complexity of the algorithm etc. The smallest value of 

simulation time is desired. 

IV. RESULT 

A. Comparison Of AES With Other Technique: 

Factor AES 3DES RC2 
BLOWFI

SH 

Key single Single Public Public 

Possible 

Keys 

2
128

,2
192

,

2
256 2

112
,2

168 
2

64
,2

128 
2

32 

Security secure 
Inadequa

te 

Vulunera

ble 

Vulunera

ble 

Developed 

in 
2000 1978 1987 1993 

Block size 128,192, 64 bits 64 bits 64 bits 

256 bits 

Key 

Length 

128,192,

256 bits 
168bits 

64,128bi

ts 
448 bits 

Cryptanal

ysis 

Resitance 

Strong 
Vulunera

ble 

Vulunera

ble 

Vulunera

ble 

Table 1: Comparison of AES with other technique 

V. CONCLUSION AND FUTURE SCOPE 

This project helps to construct secure file preventing any 

unauthorized party access and security level of data is 

increased by encrypting data and by using BPCS algorithm 

we are able to hide large amount of data in small size image. 

The experimental result shows that it is not 

possible to consistently detect the presence of secret 

message embedded in color image using BPCS technique. 

The reliability of inserting the message into the image 

depends on selection of threshold. In bit-plane, we can 

replace complex regions with secret information without 

changing image quality. 

In future we can use audio and video instead of 

image to embed secret data. 
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