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Abstract— In today’s data security is an undeniable fact. 

Achieving higher security, cryptographic algorithms play an 

important role in the protection of data from unapproved 

usage. Information encryption keeps up information secrecy, 

trustworthiness and validation. Messages need to be secured 

from unapproved gathering. Use such an encryption 

methods such as DES, 3DES and AES etc. Here present a 

FPGA implementation using Advanced Encryption Standard 

(AES) is an advance cryptographic process. The AES is 

integrated with general purpose 5-stage pipelined MIPS 

processor. The integrated AES module is a fully pipelined 

module which follows inner round and outer round pipeline 

design. An AES algorithm respect to FPGA and VHDL this 

proposes a strategy to incorporate the AES coder and the 

AES decoder.  We will implement it on FPGA using MIPS 

pipeline technique because it will make it faster and secure 

compare to software implementation. 
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I. INTRODUCTION 

Cryptography is an art of composing in mystery symbols 

and is an antiquated craft. There are numerous ways of 

categorizing cryptographic algorithms. The three kinds of 

algorithms based on keys. 

 
Fig. 1: Types of Cryptographic Algorithm based on keys 

 Use such an encryption methods such as DES, 

3DES and AES etc. Advanced Encryption Standard (AES) 

is a symmetric cryptographic algorithm. Considering the 

complex nature of advance encryption standard (AES) 

algorithm, it requires a huge amount of hardware resources 

for its practical implementation. The extreme amount of 

hardware requirement makes its hardware implementation 

very burdensome.  FPGA scheme is introduced which is 

highly efficient in terms of resource utilization. VHDL is 

used as a programming language for the purpose of design. 

Data path and control unit are designed for both cipher and 

decipher block, after that respective data path and control 

unit are integrated in VHDL using MIPS (microprocessor 

without interlocked pipeline stages). Xilinx_ISE software is 

being used for the purpose of simulating and optimizing the 

synthesizable VHDL code[2].Implement the algorithm using 

VHDL test bench waveform of Xilinx ISE simulator and 

resource utilization is also presented for a targeted Spartan 

FPGA for achieving high data speed by MIPS technique 

compare to simple clock cycle process. 

The main contributions; 

 The pipeline version of AES is implemented, 

obtaining high throughput, low latency, and low 

power consumption. 

 The implemented AES acts as a crypto processor 

controlled by MIPS instruction. 

II. AES (ADVANCE ENCRYPTION STANDARD)  

The Advanced Encryption Standard is a determination for 

the purpose of encryption of automated information built by 

the National Institute of Standards and Technology of U.S. 

in 2001. AES is focused around the Rijndael figure created 

by Joan Daemen and Vincent Rijmen. AES fall into three 

areas: Security, Cost and Implementation. AES has a fixed 

block size of 128 bits and a key size of 128, 192 or 256 bits, 

whereas Rijndael can be specified with key and block sizes 

in any multiple of 32 bits, with a minimum of 128 bits and a 

maximum of 256 bits. AES has defined three versions, with 

10, 12, and 14 rounds. Each version uses a different cipher 

key size (128, 192, or 256), but the round keys are always 

128 bits. 

AES (except the last round) consists of four stages.  

A. Sub Bytes: 

a non-linear substitution step where each byte is replaced 

with another according to a lookup table (known as S Box).  

 
Fig. 2: Advanced Encryption Standard Algorithm 

B. Shift Rows:  

A transposition step where each row of the state is shifted 

cyclically a certain number of steps.  
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C. Mix Columns: 

A mixing operation which operates on the columns of the 

state, combining the four bytes in each column using a linear 

transformation.  

D. Add Round Key: 

Each byte of the state is combined with the round key; each 

round key is derived from the cipher key using a key 

schedule. [1] 

 AES algorithm comprises of various rounds 

depending on the key size and block size, Out of all the 

rounds the Pre- round comprises only AddRoundKey 

whereas the final round omits the MixColumns stage. 

III. MIPS (MICROPROCESSOR WITHOUT INTERLOCKED 

PIPELINE STAGES) 

Pipelining is a different method of multicycle 

implementation than the microinstruction method. The goal 

of pipelining is to reduce the number of stages that are idle 

in the datapath. In a pipeline, instructions move along the 

datapath, one stage at a time, through all stages. The next 

instruction begins long before the previous instruction is 

finished. This creates problems known as “hazards”. To 

keep the pipeline moving along at a uniform speed, each 

pipeline stage is given the same amount of time (one clock 

cycle). This is made to be long enough that each pipeline 

stage can complete in this time. [3]  

Figure (3) shows; if three instruction run as simply 

then it will require 800 ps * 3 = 2400 ps time. While using 

pipeline it will require 1400 ps 

 
Fig. 3: Pipeline Performance for Single and Multicycle 

The MIPS pipeline has five stages: 

A. IF (Instruction Fetch): 

Gets the next instruction from the instruction cache 

B. RD (Read Registers): 

Fetches the contents of the CPU registers whose numbers 

are in the two possible source register fields of the 

instruction 

C. ALU (Arithmetic/Logic Unit): 

Performs an arithmetical or logical operation in one clock 

cycle (floating-point math and integer multiply/divide can’t 

be done in one clock cycle and are done differently, but that 

comes later). 

D. MEM: 

Is the stage where the instruction can read/write memory 

variables in the data cache (D-cache). On average, about 

three out of four instructions do nothing in this stage, but 

allocating the stage for each instruction ensures that you 

never get two instructions wanting the data cache at the 

same time. 

E. WB (Write Back): 

Stores the value obtained from an operation back to the 

register file. 

IV. FPGA IMPLEMENTATION OF AES 

The effective implementation of the AES algorithm on 

FPGA is being under discussion from last numerous years in 

terms of throughput, minimum area usage, and high speed. 

The central motive to select FPGA for the implementation 

of the cryptographic algorithms is to permit altering designs 

with almost no extra time. A low cost and a short design 

cycle are also the FPGA design attributes. An FPGA-based 

AES implementation is presented in while several other high 

speed implementations have been explored in which the 

speed ranged from Mbps to several Gbps. [4] Some of the 

presented AES approaches have implemented AES as a 

pipeline manner either in inner rounds or outer rounds. 

V. PREVIOUS WORK (SIMULATION RESULTS) 

These waveforms show the data encryption and data 

decryption process for 128-bit AES 

 

 

Fig. 4: Test Bench Waveform of Cipher Block 

 Figure 4 signifies the waveforms produced by the 

cipher. The input clock is of 10ns time period, Reset is high, 

go_i, 4 bit rend_in, sline, load_rgk, 4 bit select line, 4 bit 

load register and 128-bit state as a std_logic_vector whose 

outcome is encrypted as described in AES algorithm. Cipher 

block is designed using six sate FSM 
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Fig. 5: Test Bench Waveform of Decipher Block 

Figure-5 signifies the waveforms produced by the 

128-bit Decipher and its block architecture. The input clock 

is of 10ns time period, Reset is high, go_i, 4 bit rnd_in, 

sline, load_rgk, 4 bit select line, 4 bit load register and 128-

bit state as a std_logic_vector whose outcome is encrypted 

as described in AES algorithm. Decipher block is designed 

using six sate FSM. 

If we use MIPS pipeline process then speed is 

increasing compare to single cycle. (Previous work) 

VI. CONCLUSION 

AES (Advanced Encryption Standard) is an advance 

cryptographic process which is more secure and it became 

more faster when it is  implement on hardware FPGA (Field 

Programmable Gate Array) in VHDL using MIPS 

(Microprocessor without interlocked pipeline stages) 

pipeline stage. 

VII. ACKNOWLEDGMENT 

I would like to express my sincere thanks to my guide Prof. 

Dharmedra B. Patel for his guidance, encouragement and 

support at every moment of the Dissertation work. My 

greatest thanks are to the almighty god & one who wished 

me success especially my parents. 

REFERENCES 

[1] Shouwen Yang, Hui Li, Xiaotao Zhang & Gang 

Zhao; “Celerity Hardware Implementation of the 

AES with Data Parallel and Pipelining Architecture 

inside the Round Function”, 12th IEEE International 

Conference 2013. 

[2] Wang Wei; Chen Jie & Xu Fei, “An implementation 

of AES algorithm based on FPGA”, IEEE 

Transactions on Fuzzy Systems and Knowledge 

Discovery (FSKD) 2012. 

[3] Bahaidarah, M., Al-Obaisi, H., Al-Sharif, T., Al-

Zahrani, M, Awedh, M, Seddiq, Y; “A novel 

technique for run-time loading for MIPS processor”, 

Saudi International conference 2013. 

[4] Hassan Anwar, Masoud Daneshtalab, Masoumeh 

Ebrahimi, Sergei dytckov, Juha Plosila,Hannu 

Tenhunen, Giovanni Beltrame “Parameterized AES-

based Crypto Processor for FPGAs” Department of 

Information Technology, University of Turku, 17th 

Euromicro Conference on Digital System Design 

2014. 


