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Abstract— Considering the wide range of functionalities 

provided by smartphones, smartphone-users’ privacy and 

security of their personal information is of vital importance.  

Android has been the most targeted platform for malware 

attacks, due to being the most popular platform, open source 

system and its vulnerable architecture.  In this paper, we 

have studied about android permission mechanism, 

collusion attack, and covert and overt communication 

channels.  Collusion attacks allow apps to indirectly execute 

operations, which they should not be able to execute, based 

on their declared permissions.  For instance, disclosure of 

users’ private data (e.g., contacts or GPS location) to a 

destined attacker, by apps that do not have direct access to 

such data or cannot directly establish remote connections.  

According to the survey[1], there’s significant potential of 

collusion attacks and these attacks are really hard to detect, 

therefore it is considered to be a real threat to smartphone 

security. 
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I. INTRODUCTION 

We consider our smartphones as a trusted, private channel 

of communication, and it’s widely used to receive 

authentication information to access specific online 

services
[2]

.  If the smartphone is infected by a malware, this 

personal information can be leaked or abused by colluding 

applications. Currently almost all academic and industry 

efforts are focusing on single malicious apps, and almost no 

attention has been given to such colluding apps
[3]

.  Even 

existing antivirus softwares cannot detect collusion attacks.  

We have focused on Android apps, as Android is an open-

source system and it has adequate vulnerabilities. 

Android security mechanism relies on restricting 

apps by combining digital signatures, sandboxing, and 

permissions. However, these restrictions can be bypassed, 

without user’s consent/ knowledge, by colluding apps whose 

combined permissions allow them to carry out attacks that 

neither app could carry out alone.  For example, one app 

would request permission to access personal data, but it 

would not request permission to access Internet.  In fact, it 

will secretly communicate with another application(s) that 

has Internet access, without user’s consent/ knowledge.  

This way the app with access to personal data, would then 

send that information to the app with Internet access, which 

would subsequently transmit it to a destined attacker.  Thus, 

collusion attacks allow apps to indirectly execute operations, 

which they should not be able to execute, based on their 

declared permissions. 

According to the EPSRC's announcement, this is a 

relatively little-studied attack model
[4]

. Collusion attacks can 

be hard to detect. Existing security software that are used for 

the analysis of application permissions, analyze and report 

the permissions independently, for each individual 

application, and therefore do not take into consideration 

application collusion. Collusion attacks are a consequence 

of per-app permission models. 

Collusion attack is a really sophisticated malware 

attack. Smartphone users are not informed about possible 

implications of application collusion attacks
[5]

, instead, they 

are indirectly made to believe that by approving the 

installation of each app independently, they can limit the 

damage that an app can cause. Users should be careful about 

apps they are installing, particularly if downloading from an 

unofficial app store. You’d be cautious if an app is 

requesting access to lots of irrelevant permissions, e.g., a 

simple Unit convertor app would never need access to 

contacts information on your phone, and though, if such an 

app is requesting access to contact information, then that 

app would be having some malicious intents. 

II. ANDROID PERMISSION MECHANISM 

Android system has a strict permissions management 

mechanism to restrict the behavior of applications
[5]

.  

Android OS provides around 75 Permissions that have 

Medium control, High information, and Low interactivity
[6]

.  

These permissions manage operations like making a phone 

call (CALL_PHONE), using the Internet (INTERNET), 

taking pictures (CAMERA), and even disabling the phone 

permanently (BRICK)! Some system functions are not 

allowed to be called by default when an android application 

is running, such as phone calls, SMS, Bluetooth, WIFI, etc.  

These functions generally correspond to the specific 

hardware devices. In order to use these functions, 

corresponding permissions must be granted to the program 

using the <uses-permission> tag in  AndroidManifest.xml. 

Android permissions have their associated 

protection levels as follows
[7]

: 

 Normal – Application-level permissions which are 

not dangerous (e.g., turning on the phone’s 

vibration).  It does not need user’s confirmation 

 Dangerous – These are high-risk permissions that 

may provide access to the user private data or 

dangerous functionalities.  Granting such 

permissions needs user’s confirmation  

 Signature – These permissions are granted to 

applications with the same signature  

 Signature Or System – These permissions can be 

granted to packages installed in the Android system 

image 

As shown in Fig. 1, when installing a new Android 

application, Android system prompts the user for granting 

access to the permissions requested by the application, and 

Users can choose refusing to install if there are sensitive 

permissions.  At run-time the operating system enforces that 
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the application doesn’t access any data or resource for which 

it does not have a permission. 

 
Fig. 1: Android App Permissions Prompt - Screenshot 

III. APPLICATION COLLUSION ATTACK 

Colluding applications are those applications that cooperate 

in a violation of some security property of the system[1].  

Such applications do not need to individually exploit 

software vulnerabilities or break any security permission.  

Instead of that, they use existing or create new 

communication channels to perform actions or access 

resources to which they would independently be unable to 

perform, e.g., due to their respective permission restrictions. 

The attack by colluding applications is possible 

because current security mechanisms are not focused on 

controlling the channels that two applications can use to 

communicate. Instead, most efforts have been made to 

achieve application containment or sandboxing.  The way in 

which the permission-based security model is used in 

Android, assumes users can correctly judge the implications 

of permissions that applications request.  Although this 

might not be true for some users, increasing numbers of 

users do understand the risks of different types of access 

(e.g., to their personal data and to the network). If multiple 

Android apps are signed by the same certificate, then one 

app can expose its some functionality to another app, which 

may allow malicious authors to obfuscate their true 

(malicious) intent across multiple benign applications. 

 
Fig. 2: Application Collusion Attack 

As shown in the Fig. 2, the ContactsManager or 

PasswordsManager application on the left and the Weather 

application on the right are colluding through a covert 

communication channel. 

 The Contacts Manager does not have access to the 

network, but has access to user’s contacts. 

 The Weather application has no access to user’s 

contacts but can access the network. 

 The Contacts Manager leaks user’s contacts to the 

Weather application, which then sends this 

information to a destined attacker. 

When colluding applications are used for data 

leakage we classify them either as “sources”, denoting a 

class of applications that has a permission to access private 

data, or as “sinks”, representing a class of applications that 

can receive and forward the data to third parties.  Fig. 2 

depicts two colluding “source” and “sink” applications. 

Fig. 3 shows the Android permissions of three 

applications, presented to the user at their installation time.  

Here, the permissions of applications (a) and (b) should not 

seem suspicious to the user as each application only request 

either access to personal data or to the network.  However, 

Permissions of application (c), seem to be suspicious, as 

they require access to both the network and to the user’s 

private data.  So the user would refuse to install application 

(c) whereas s/he would feel that it is safe to install 

applications (a) and (b), although these applications may 

collude and disclose the users’ private data. 

IV. COVERT AND OVERT COMMUNICATION CHANNELS 

In order to collude, applications need to communicate. A 

covert channel can be described as any channel or method 

that is intentionally used by two applications to 

communicate while it was not intended to be used for 

communication.  Covert channels use entities not normally 

viewed as data objects to transfer information from one 

subject to another. These non-data objects, such as file 

locks, device busy flags, and the passing of time, are needed 

to register the state of the system. 
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Fig. 3: The Screens Presented to the Users At Application Installation Time 

In contrast, the channels, such as buffers, files, and 

I/0 devices, are overt because the entity used to hold the 

information is a data object; i.e., it is an object that is 

normally viewed as a data container. 

Table 1[1] shows which channels can be closed 

without impacting existing applications. Channels that could 

be detected by information flow tracking such as 

TaintDroid[8] have been marked as “”.  TaintDroid relies 

on dynamic taint tracing to analyze information flow at run-

time. By tainting private data, TaintDroid discovers 

applications that disclose private data.  The channels that 

could be detected with this system have been shown in 

Table 1, however, other channels that do not explicitly 

transfer data are not likely to be prevented by employing 

such a system. 

Channel 
Can be 

closed 

Detectable by 

Tainting 
Requires Extra Permissions Bandwidth 

Overt Channels 

Shared Permissions   no high 

Broadcast Intents   no high 

SD Card Shared Files ✘  WRITE_EXTERNAL_STORAGE high 

Covert Channels 

Processes Enumeration from API ✘ ✘ GET_TASKS low 

Processes Enumeration from 

Native Code 
✘ ✘ no low 

Threads Enumeration from Native 

Code 
✘ ✘ no low 

Timing Attack ✘ ✘ no low 

Cache Collision [9], [10], [11] ✘ ✘ no low 

One application and Browser 

Timing Attack ✘ ✘ no low 

Table 1: Overt and Covert Communication Channels in Android 

Covert channels can be classified as timing or 

storage channels
 [12]

.  In a timing channel, information 

between two colluding apps is transmitted using shared 

resources having no storage capability (e.g., CPU) for a 

specific period of time. The encoding and decoding of 

information is performed with precise time synchronization 

between the two apps.  Whereas, a storage channel uses 

shared resources having storage capability (e.g.  File 

system). This enables asynchronous encoding and decoding 

of the information. Identification of covert channel on a 

system is a hard problem.  Shared resources that could form 

a covert channel are shown in Table 2
[12]

. These resources 

are classified as application level, OS level and hardware 

level based on their attribute properties. 

Application Level 

System 

Settings 
Intents 

System 

Services 

Content 

Providers 

OS Level 

Sockets /proc/ File System System Log 

Hardware Level 

CPU Sensors Battery Screen 

Memory Vibrator Audio Phone 

Camera Bluetooth USB Network 

Table 2: Overview of the Shared Resources that Could Form 

a Covert Channel 

Throughput of covert channels ranges from 3.7 bps 

to 3.27 kbps on a Nexus One phone
[5]

 and from 0.47 bps to 

4.22 kbps on a Samsung Galaxy S phone; such throughputs 
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are adequate to accurately exchange users’ sensitive 

information (e.g., GPS coordinates or contacts).  Low-

bandwidth covert channels are generally considered to be 

less risky, as they can carry only small amount of 

information.  However, even the covert channels with low 

throughput, such as the Timing or the Processor Frequency 

channels (respectively at around 3.70 and 4.88 bps) enable 

the sharing of considerable amounts of data on the 

smartphone.  For example, exchanging GPS coordinates 

requires around 19.4 or 14.8 seconds respectively; sharing 

135 byte contacts requires around 304.9 or 231.1 seconds 

respectively.  Covert channels with higher throughput, such 

as the Type of Intents or UNIX Socket Discovery, reaching 

up to 4324.13 and 2610.92 bps, enable the exchange of GPS 

coordinates or contact information in less than a second! 

In [1] Marforio et al. described Broadcast Intent 

overt channel and described Java code for the source and 

sink apps to send and receive a broadcast that contains 

private data: 

The Java source code that implements the 

Broadcast Intent channel used by the source: 

Context ctxt = this.getApplicationContext(); 

Intent i = new Intent(”colluding−id”); 

i.putExtra(“contacts”, contacts); 

ctxt.sendBroadcast(i); 

The Java source code that implements the Broadcast Intent 

channel used by the sink: 

public class AlarmReceiver extends BroadcastReceiver{ 

@Override 

Public void onReceive(Context ctxt, Intent intent){ 

Log.i(TAG, “contacts:”+intent.getExtras() 

.getString(“contacts”)); 

} 

} 

... 

IntentFilter intent F = new 

IntentFilter(”colluding−id”); 

this.getApplicationContext() 

.registerReceiver(alarmReceiver, intent F); 

The source app communicates by adding private 

data as extra payload to a broadcast message sent to the 

system.  On receiving such a message with its payload, the 

operating system broadcasts it to all the apps that requested 

to be notified when such a message is received (i.e., by 

registering themselves for a particular ID that is used to 

identify the message).  The sink app registers itself with the 

system and receives the message sent by the source.  While 

both applications need to be running at the same time, no 

synchronization is required in order for the channel to work.  

Fig. 4 depicts the visualization of the broadcast intent overt 

channel. 

 
Fig. 4: Visualization of the Broadcast Intent Overt Channel 

Even a single app with access to private data can 

leak that data through the system browser installed on the 

smartphone[5].  Here, the colluding sink app resides on a 

web page, which will execute intensive JavaScript 

operations, which is opened within the system browser.  The 

phone will show the page on the screen, so to evade its 

detection by user, this operation can be carried out when the 

phone screen is off (e.g., during night time).  To reach the 

sink, the source app uses a covert timing channel similar to 

the Processor Frequency covert channel.  However the sink 

cannot directly query the processor frequency, as it is inside 

the JavaScript sandbox.  Such channel is visualized in Fig. 

5[5]. 

 
Fig. 5: A (Covert) Timing Channel between an 

Application and the Browser Working Through The Use of 

Dummy Rc4 Operations. 

Authors have implemented and tested this proposed 

covert channel as follows: Depending on the current bit to 

transfer, the source either tries to increase the processor 

frequency or sleeps. Subsequently the sink measures how 

many dummy RC4 operations it can perform in a fixed time 

period, thus it gets the processor frequency and the 

transmitted bit. The possibility to use the browser to send 

private data has been described in [13] but their proposed 

method is easily detected by flow-tracking techniques (such 

as TaintDroid).  Authors’ proposed covert channel has a low 

throughput of roughly 1.29 bps on the Nexus One, but it is 

much harder to detect and cannot be detected by tools 

available today. 

An analysis shows that there are 223 possible 

sources and 2786 possible sinks
[1]

.  The number of sources 
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times the number of sinks gives us the number of possible 

pairs of applications that could collude in order to exchange 

information: 223 ∗ 2786 = 621278 

The result of the analysis makes us believe that, 

considering the set of analyzed application packages, 

application collusion techniques are not currently employed 

by applications present on the Android Market.  However, a 

potential of such collusion is there: 2.5% applications could 

act as sources and 43.9% could act as sinks. 

V. CONCLUSION 

In this paper, we have studied about android permission 

mechanism, collusion attack, and covert and overt 

communication channels.  We found that, Android security 

mechanism can be bypassed by colluding apps whose 

combined permissions allow them to carry out attacks that 

neither app could carry out alone.  Even communication 

channels with low throughput can accurately exchange 

user’s sensitive information.  Existing security software 

cannot detect such collusion attacks and therefore it remains 

an open problem for research community. 

Multiple Android applications signed by the same 

certificate may allow malware coders to obfuscate their true 

(malicious) intent across multiple benign applications, and 

such applications evade detection from Malware detectors. 

To resolve this issue, we may check the certificate 

information to detect the maliciousness of Android 

applications, which would improve the accuracy of 

permission-based schemes for Android malware detection, 

and consequently mitigate application collusion attacks. 
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