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Abstract— This paper presents a performance testing of 

proposed algorithm. This proposed methodology takes less 

number of passes than that of the existing algorithm.  It 

means that the time complexity of the proposed method is 

less as compared to the existing method. In this paper, we 

also provide the result of algorithm and we are checked the 

comparison of existing and proposed algorithm. In this 

paper, we also discussed about the procedure on our 

algorithm and applying these methodology with number of 

entries with aspect of execution time and number of 

modified entries. Privacy preserving in data mining is a very 

popular research topic. A large number of researchers are 

working on improving security in data mining. Also a 

detailed review of the work accomplished in this area is also 

given along with the coordinates of each work to the 

classification hierarchy. 
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I. INTRODUCTION 

Data mining is a knowledge discovery process of analyzing 

data from different point of views and to work out into 

useful patterns. These patterns represent knowledge and are 

expressed in decision trees, clusters or association rules. The 

problem of data mining is that from non-sensitive data one 

is able to infer sensitive information including personal 

information facts or even patterns that are not supposed to 

be disclosed. For example the market basket database which 

is used to analyze customers purchasing behavior 

represented in the form of association rules.  

The disclosure of this business information or any 

knowledge extracted from the data may potentially 

Reveal sensitive trade secrets, whose knowledge 

can provide a significant advantage to business competitors 

and thus can cause the data owner to lose business over his 

or her peers. 

In a database of transactions D with a set of n 

binary attributes (items) I, a rule is defined as an implication 

of the form 

X _ Y where X, Y _ I and X_Y =_. 

The sets of items (for short item sets) X and Y are 

called antecedent (left-hand-side or LHS) and consequent 

(right-hand-side or RHS) of the rule respectively. The 

support, supp(X), of an item set X is defined as the 

proportion of transactions in the data set which contain the 

item set. The confidence of a rule is defined 

conf(X _ Y) = supp(X _ Y) / supp(X). 

Following the original definition given by Agrawal 

et al, association rules (ARs) are implication rules that 

inform the user about items most likely to occur in some 

transactions of a database. They are advantageous to use 

because they are simple, intuitive and do not make 

assumptions of any models. Their mining requires satisfying 

a user-specified minimum support and a user-specified 

minimum confidence from a given database at the same 

time. To achieve this, association rule generation is a two-

step process. First, minimum support is applied to find all 

frequent item-sets in a database. In a second step, these 

frequent item-sets and the minimum confidence constraint 

are used to form rules. While the second step is straight 

forward, the first step needs more attention. 

II. BACKGROUND 

A. Association Rule Mining: 

Association rule mining finds interesting associations and/or 

correlation relationships among large sets of data items [1]. 

Association rules show attributes value conditions that occur 

frequently together in a given dataset. A typical and widely-

used example of association rule mining is Market Basket 

Analysis [2]. 

For example, data are collected using bar-code 

scanners in supermarkets. Such market basket databases 

consist of a large number of transaction records. Each record 

lists all items bought by a customer on a single purchase 

transaction. Managers would be interested to know if certain 

groups of items are consistently purchased together. They 

could use this data for adjusting store layouts (placing items 

optimally with respect to each other), for cross-selling, for 

promotions, for catalogue design and to identify customer 

segments based on buying patterns. 

Association rules provide information of this type 

in the form of “if-then” statements. These rules are 

computed from the data and, unlike the if-then rules of 

logic, association rules are probabilistic in nature 

In addition to the antecedent (the “if” part) and the 

consequent (the “then” part), an association rule has two 

numbers that express the degree of uncertainty about the 

rule. In association analysis the antecedent and consequent 

are sets of items (called item sets) that are disjoint (do not 

have any items in common). 

The first number is called the support for the rule. 

The support is simply the number of transactions that 

include all items in the antecedent and consequent parts of 

the rule (the support is sometimes expressed as a percentage 

of the total number of records in the database). 

The other number is known as the confidence of 

the rule. Confidence is the ratio of the number of 

transactions that include all items in the consequent as well 

as the antecedent (namely, the support) to the number of 

transactions that include all items in the antecedent. 

B. Association Rule Hiding: 

The problem of association rule hiding was first probed in 

1999. After that, many approaches were proposed. Roughly, 

they can fall into two groups: data sanitization data 
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modification approaches and knowledge sanitization data 

reconstruction approaches.  

The basic idea of data modification approaches [3] 

is the so-called data sanitization. They hide sensitive 

association rules by directly modifying, or we say, sanitizing 

the original data D, and get the released database D’ directly 

from D, Most of the existing methods belong to this data 

modification prosperous track. According to different 

modification means, it can be further classified into: Data-

Distortion techniques and Data-Blocking techniques. 

However, data modification approaches cannot control the 

hiding effects intuitively as the sanitization is performed on 

data level. Moreover, data sanitization can produce a lot of 

I/O operations, especially when the original database 

includes a large number of transactions.  

The other solution towards the association rule 

hiding problem is the data reconstruction approaches. The 

basic idea is knowledge sanitization and data reconstruction. 

Unlike data modification, they put the original data aside 

and start from sanitizing the so-called “knowledge base” K. 

The new released data D’ (apostrophe) is then reconstructed 

from the sanitized knowledge base K. This idea is inspired 

by the recently emerging inverse frequent set mining 

problem. The production in this track is very limited, 

involving only 3 papers to the best of my knowledge among 

which two papers are about classification rule hiding.  

C. Privacy-Preserving Distributed Data Mining: 

A Distributed Data Mining (DDM) model assumes that the 

data sources are distributed across multiple sites. The 

challenge here is: how can we mine the data across the 

distributed sources securely or without either party 

disclosing its data to the others? Most of the algorithms 

developed in this field do not take privacy into account 

because the focus is on efficiency. A simple approach to 

mining private data over multiple sources is to run existing 

data mining tools at each site independently and combine 

the results. However, this approach failed to give valid 

results for the following reasons: 

 Values for a single entity may be split across sources. 

Data mining at individual sites will be unable to 

detect cross-site correlations. 

 The same item may be duplicated at different sites, 

and will be overweighed in the results. 

 Data at a single site is likely to be from a 

homogeneous population. Important geographic or 

demographic distinctions between that population and 

others cannot be seen on a single site. 

Recently, research has addressed classification using 

Bayesian Networks in vertically partitioned data [4], and 

situations where the distribution is itself interesting with 

respect to what is learned. Shenoy et al. proposed an 

efficient algorithm for vertically mining association rules. 

Finally, data mining algorithms that partition the data into 

subsets have been developed. However, none of this work 

has directly addressed privacy issues and concerns. 

III. PROBLEM STATEMENT 

The problem of sensitive rule hiding is described as follows:  

Given a transaction database, MST, MCT, a set of strong 

rules, and a set of sensitive items, how can we modify the 

database such that using the same MST and MCT, the set of 

strong rules in the modified database satisfies all the 

constraints: 1) no sensitive rule, 2) no lost rule, and 3) no 

false rule? 

Let D be the database of transactions and J = {J1, 

..., Jn} be the set of items. A transaction T includes one or 

more items in J . An association rule has the form X → Y , 

where X and Y are non-empty sets of items (i.e. X and Y are 

subsets of J) such that X ∩ Y = Null. A set of items is called 

an itemset, while X is called the antecedent. The support of 

an item (or itemset) x is the percentage of transactions from 

D in which that item or itemset occurs in the database The 

confidence or strength c for an association rule X → Y is the 

ratio of the number of transactions that contain X  or Y to 

the number of transactions that contain X.  

The problem of mining association rule is to find 

all rules that have support and confidence greater then user 

specified minimum support threshold (MST) and minimum 

confidence threshold (MCT). 

As an example, for a given database in following 

table, a minimum support of 33% and a minimum 

confidence of 70%, nine association rules can be found as 

follows: 

B=>A(66%, 100%), C=>A (66%, 100%), B=>C (50%, 

75%),C=>B (50%, 75%), AB=>C(50%, 75%), AC=>B 

(50%,75%), BC=>A (50%, 100%), C=>AB (50%, 

75%),B=>AC (50%, 75%). 

TID ITEMS 

T1 ABC 

T2 ABC 

T3 ABC 

T4 AB 

T5 A 

Table 1: Transaction Database. 

The objective of privacy preserving data mining is 

to hide certain sensitive information so that sensitive 

information cannot be discovered through data mining 

techniques. Given a transaction database, a minimum 

support threshold and minimum confidence threshold and 

set of sensitive items X, the objective is to modify database 

in such a way that no predictive association rule containing 

X on the left hand side will be discovered. So if in above 

example element A is sensitive then rules AB=>C (50%, 

75%), AC=>B (50%, 75%) should not be discovered by data 

mining algorithm. 

IV. METHODOLOGY 

To hide any specified association rule X → Y this algorithm 

works on the basis of confidence (X → Y) and support (X 

→ Y). To hide any sensitive rule X → Y, this algorithm first 

finds the value of support (sup) and confidence (conf) in the 

available set of rules and then it computes the support and 

confidence of the sensitive rule using following: 

Confidence (X → Y) = (conf * X factor); 

Support (X → Y) = (sup * X factor); 

A. Input: 

 A database of transactions – A database of transaction 

is a database that contains all the transaction. 

 A database of  rules – A database of rules are the set 

of rules that contains all the rules of data mining that 

is used for privacy. 
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 A set of sensitive items X – In database items X are 

the item will have to hide for privacy. 

 A minimum support threshold (MST) – A minimum 

support threshold is a minimum value of support in 

which the association rules containing X will be 

hidden. 

 A minimum confidence threshold (MCT) - A 

minimum confidence threshold is a minimum value 

of confidence in which the association rule containing 

X will be hidden. 

B. Output: 

When we performed the following algorithm in transformed 

database of rules with modified support and confidence 

where rules containing X will be hidden. It means the 

association rules containing X will be hidden. Its take a one 

pass to complete full process. 

C. Procedure: 

The algorithm is as follows: 

Input: Database of transaction, rules, sensitive items, MST, 

MCT. 

Output: A transformed database of rules with modified 

support and confidence where rules containing X will be 

hidden. 

Procedure: 

//find value of support and confidence 

Select confidence into conf from database. 

Select support into supp from database. 

For each X 

{ 

// Now check all the rules containing sensitive element x. 

For each rule R which contain X on LHS OR RHS. 

{ 

While (conf(R) >= MCT) 

{ 

Set Confidence (X → Y) = (conf *  X factor); 

Set Support (X → Y) = (sup *  X factor); 

} 

} 

} 

End of procedure 

V. RESULT & DISCUSSION 

A In this chapter, we present the results we obtained by 

implementing the algorithms, that have been mentioned in 

earlier chapters. First we implemented previous algorithm to 

mine significant association rules from a given database.  

We apply both the algorithms original and proposed for the 

number of records. We analyzed the result in the various 

prospective in the time and modified entry. 

The algorithms were executed on a workstation 

with Intel, Core i3 Processor, 2.81 GHz and 4.00 GB of 

RAM on Windows 7 OS. 

By Hiding Counter Approach: 

TID ITEMS 

T1 ABD 

T2 B 

T3 ACD 

T4 AB 

T5 ABD 

Table 2: Transaction Database 

RULE SUPPORT CONFIDENCE 
SPECIAL 

VARIABLE 

A→B 60 % 75 % 0 

B→A 60 % 75 % 0 

A→D 60 % 75 % 0 

D→A 60 % 100 % 0 

Table 3: Association Rule Database 

In above table 2 we have a transaction database 

table that contains unique transaction id for different 

transaction and another table 3 is association rules database 

table that contain different rules according to the 

transactional database. Now we applying the hiding counter 

method in this database and let see what changes are in 

association rule database.    

A. First to Hide B: 

When we hide the sensitive item B from database using 

hiding counter variable method the B on Left Hand Side in 

database have decrease the value of support. We can see in 

table 4.   

RULE SUPPORT CONFIDENCE 
SPECIAL 

VARIABLE 

A→B 60 % 75 % 0 

B→A 50 % 75 % 
1 (RULE IS 

HIDDEN) 

A→D 60 % 75 % 0 

D→A 60 % 100 % 0 

Table 1: Modified Association Rule Database when hide B 

B. Now to hide D 

Suppose we have to hide D from database so what will be 

the outcome, we can see in table 5.  

RULE SUPPORT CONFIDENCE 
SPECIAL 

VARIABLE 

A→B 60 % 75 % 0 

B→A 50 % 75 % 
1 (RULE IS 

HIDDEN) 

A→D 60 % 75 % 0 

D→A 43 % 100 % 
2 (RULE IS 

HIDDEN) 

Table 2: Modified Database when hide D. 

1) Proposed Algorithm: 

When we applying our algorithm that is based on X factor 

method the result will be affect both the value from Left 

Hand Side and Right Hand Side in database. This method 

takes one pass to complete the whole process. We can see 

the result in table 6. 

C. To Hide A: 

RULE SUPPORT CONFIDENCE 

A →B 20 % 25 % 

B →A 50 % 60 % 

A →D 20 % 25 % 

D →A 43  % 60 % 

Table 3: Modified Database after applying Proposed 

Algorithm 

VI. RESULT ANALYSIS 

We apply both the algorithms original and proposed for the 

number of records. We analyzed the result in the various 

prospective in the time and modified entry  
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No. of 

Transactions 

Total No. of 

Entry 

Number of Entry 

Modified 

Old 

Scheme 

New 

Scheme 

50 300 28 51 

Table 4: for Number of Entries Modified 

 
Fig. 1: Modified Entries for Previous and Proposed 

Algorithm 

In above graph we can see the comparison between Previous 

and Proposed algorithm when applying in database how 

many entries are modified in association rules database.  

No. of 

Transactions 

Time for 

Execution (in 

Sec) 

Time For 

Execution (in Sec) 

Old Scheme New Scheme 

50 0.18 0.14 

Table 8: Execution Time for Previous and Proposed 

Algorithm 

 
Fig. 2: Execution Time for Previous and Proposed 

Algorithm 

In above graph we can see the comparison of 

execution time between Previous and Proposed algorithm 

when applying in database with number of transaction. 

VII. CONCLUSION 

 So it is clear that this approach is hiding all the given 

sensitive rules successfully without any side effect in small 

as well as large databases. Previous algorithm (Hiding 

counter) is also hiding all sensitive rules without any side 

effect in small datasets. But when the transactions are too 

many then in that case this algorithm is having a major 

problem. It takes too many passes to bring down the support 

below the threshold. For example: Suppose a database has 

100 transactions. If support of a rule says X -> Y is 80%. If 

MST is 30% then this algorithm will require 170 passes to 

reduce the support to 29%. But our proposed algorithm 1 

will take 1 pass to reduce the support below 30%. So it is 

clear that the proposed algorithm is more efficient. 

VIII. LIMITATION 

The limitation of our research is that this method has a fixed 

threshold value that is causing a least value for minimum 

threshold of support and confidence. 

IX. FUTURE SCOPE 

This algorithm not tell us to which rule is sensitive or not. 

So in future we can work about how to know which rule is 

sensitive. We are applying this algorithm in small database 

so in future we can implement this algorithm for large 

database. 
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