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Abstract— Outlier detection for categorical data sets is an
important problem. It is difficult to define a similarity
measure for categorical data. A formal definition of
outliers and an optimization model of outlier detection,
through a new concept of holoentropy that takes both
entropy and total correlation are taken into consideration.
Based on this model, define a function for the outlier
factor of an object which is solely determined by the
object itself and can be updated efficiently. The
unsupervised outlier detection approach detects outliers in
an unlabeled data set under the assumption that the
majority of the objects in the data set are normal. Two 1-
parameter outlier detection methods, named ITB-SP
(Information Theory Based Single Pass) and ITB
SS(Information Theory Based Step by Step), which
require no user-defined parameters for deciding whether
an object is an outlier is used. Algorithm implements
weighted attributes and holoentropy that considers both
the data distribution and attribute correlation to measure
the similarity of outlier candidates-in data sets. An upper
bound for the number of outliers and an anomaly set of
candidate set are used which-allows reducing the search
cost.
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I. INTRODUCTION

In real applications, a large portion or the entire data set is
often presented in terms of categorical attributes examples
of such data sets include transactional data, financial
records, and customer information in commercial banks,
etc. The problem of outlier detection in this type of data
set is more challenging since there is no inherent
measurement of distance in between the objects.

The unsupervised outlier detection approach can detects
outliers in unsorted unlabeled information set below the
belief that the set of the objects within the information set
square measure traditional. The unsupervised approach is
a lot of wide used than the opposite approaches as a result
of tagged information. If one desires to use a supervised
or semi-supervised approach, associate unsupervised
methodology may be used for because the opening to
search out a candidate set of outliers, which can provide
specialists to create the trained information set.

Il. LITERATURE REVIEW

A. 2009, ‘Chandola, V., Banerjee, A.;, Kumar, V’-
‘Anomaly detection: A survey’

Outlier detection refers to the problem of finding patterns
in data that do not conform to expected behavior. These
non-conforming patterns are often referred to as
anomalies, outliers, exceptions, aberrations, surprises,
peculiarities, or contaminants in different application
domains. Of these, anomalies and outliers are two terms

used most commonly in the context of anomaly detection;
sometimes interchangeably. Anomaly detection finds
extensive use in a wide variety of applications such as
fraud detection for credit cards, insurance, or health care,
intrusion detection for cyber-security, fault detection in
safety critical systems, and military surveillance for
enemy activities. The importance of anomaly detection is
due to the fact that anomalies in data translate to
significant, and often critical, actionable information in a
wide variety of domains.

B. 1994- ‘Barnett, V. and Lewis, T’, ‘Outliers in
Statistical Data’

Statistical approaches were the earliest algorithms used
for outlier detection. Some of the earliest are applicable
only for single dimensional data sets. In fact, many of the
techniques described in both [2] and [3] are single
dimensional or at best univariate. One such single
dimensional method is Grubbs’ method (Extreme
Studentized Deviate) [1], which calculates a Z value as the
difference between the mean value for the attribute and
the query value divided by the standard deviation for the
attribute where the mean and standard deviation are
calculated from all attribute values including the query
value.

C. 2001- ‘Joshi, M. V., Agarwal, R. C., Kumar, V’,
‘Mining needle in a haystack:

classifying rare classes via two-phase rule induction” - A
key aspect of any anomaly detection technique is the
nature of the input data. Input is generally a collection of
data instances (also referred as object, record, point,
vector, pattern, event, case, sample, observation, or entity)
[5]. Each data instance can be described using a set of
attributes (also referred to as variable, characteristic,
feature, field, or dimension). The attributes can be of
different types such as binary, categorical, or continuous.
Each data instance might consist of only one attribute
(univariate) or multiple attributes (multivariate). In the
case of multivariate data instances, all attributes might be
of same type or might be a mixture of different data types.
The nature of attributes determines the applicability of
anomaly detection techniques. For example, for statistical
techniques different statistical models have to be used for
continuous and categorical data. Similarly, for nearest-
neighbor-based techniques, the nature of attributes would
determine the distance measure to be used. Often, instead
of the actual data, the pairwise distance between instances
might be provided in the form of a distance or similarity
matrix. In such cases, techniques that require original data
instances are not applicable, for example, many statistical
and classification-based techniques. Input data can also be
categorized based on the relationship present among data
instances [5].
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I1l. PROPOSED MODEL

The proposed information theoretic outlier detection
model of categorical dataset, for which deriving a new
method of weighted holoentropy, that work for detecting
the distribution and correlation information of a data set is
proposed. For the solving this problem a new outlier
factor function is derived from the weighted holoentropy
and show that computation/updating of the outlier factor
can be performed without the need to estimate the joint
probability distribution and estimate an upper bound of
outliers to reduce the search space. Proposes two effective
and efficient algorithms, named the Information Theory
Based Single Pass (ITB-SP) and Information Theory
Based Step by Step. The algorithm only needs number of
outliers and input parameter for detecting outliers required
by existing system. Aim is to propose effective and
efficient methods that can be used to solve outlier
detection problem in real applications.

The major advantage of unsupervised outlier
detection is that it allows the user to enter the number of
outliers to reduce search space. In the proposed system of
outlier detection use the different stages for calculate
terms entropy, Holoentropy, Attribute Weighing, ITB-SP
(Single-Pass). The proposed outlier detection in
categorical data has the measurements to be calculated.

In the information theoretic approach entropy
alone as a measure does not give the accurate results. So
the idea is to combine or sum up entropy with total
correlation which gives new measure Holoentropy. The
holoentropy HLX(Y) is defined as the sum of the entropy
and the total correlation of the random vector Y, and can
be expressed by the sum of the entropies on all attributes.

Outlier detector is used to detect outlier in
categorical dataset using information theory based
algorithms. The input for this module is number of outlier
requested from user and categorical dataset. It extracts the
outliers. The extracted details are then given to report
handler.

A. Algorithml: ITB-SP Single pass

Input: data set X and number of outliers requested o
Output: outlier set OS

1) Start
2) Compute w_x (y_i ) for (1<=i<=m)
3) SetOS=¢

4) fori=ltondo

5) Compute OF(x_i) and obtain AS

6) end for

7) ifo>UO then

8) 0=UO

9) else

10) Build OS by searching for the o objects with greatest
OF (x_i) in AS using sorting

11) end if

B. Algorithm2: ITB-SS Step by Step

Input: data set X and number of outliers requested o
Output: outlier set OS

1) Start

2) SetOS=¢

3) Compute w_x (y_i) for (1<=i<=m)

4) fori=1tondo

5) Compute OF(x_i) and obtain AS

6) end for

7) ifo>UO then

8) o0=UO

9) else

10) fori=1toodo

11) Search for the object with greatest OF (x_i) from AS
12) Add x_o to OS and remove it from AS
13) Update all the OF(x) of AS

14) end for

15) end if

IV. RESULTS

This section gives the various results obtained after outlier
detection of categorical dataset. The graphical user
interface has buttons such as About, Load database, Run
ITB-SP, Run ITB-SS. User Can select ‘About’ button to
know the details of the work. ‘Load database’ button is
used to load the categorical dataset to detect outlier. Here
Soybean dataset is used. ‘Run ITB-SP’ button is used to
process the dataset to detect outlier in categorical dataset
using information theory based Single pass algorithm.
‘Run ITB-SS’ button is used to process the dataset to
detect outlier in categorical dataset using information
theory based Step by Step.

Figure 1 shows the main GUI for outlier
detection of categorical dataset. It also provides the
facility to select the algorithm.

4F - O

About

Load Database

Run TB-SP

Run MB-55

Fig. 1: Main GUI
Figure 2 shows the interface to give the number
of outliers user wants to display. This interface will be
displayed after clicking the “Run ITB SP” button in the
main GUI.
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Run MB-55

Fig. 2: Outlier detector ITB SP
Figure 3 shows the interface for output. This
shows the output after execution of Information theory

based Single Step algorithm is performed.

Button2: Run Algorithm-1

Calculating the entropy

Computing Wxiyi

Computing Outlier Factor-CF and Anomaly candidate Set-AS

The Upper bound on Qutliers-U0 : 16
Anomaly candidate Set

L5: 1 2 3 4 H ]
16 Objects

9 010 11 12 13 14 15 16

Cutlier Set
08: 2 9 10 7 18
5 Objects

Fig. 3: Output of ITB SP

V. PERFORMANCE ANALYSIS

In order to assess the efficiency of algorithm in detecting
outlier the time complexity of Information theory based
Single Pass (ITB-SP) is O(nm) and the time complexity of
Information theory based Step by Step (ITB-SS) is
O(om(UO) where n is number of objects is number of
attributes is number of outliers and UO is upper bound.

The performance of outlier detection in
categorical dataset in terms of running time for
Information Theory Based Single Pass algorithm and
information Theory Based Step by Step algorithms are
analyzed.

The Figure 4 shows the performance of outlier
detection in categorical dataset. From the results it is clear
that Information theory based Single Pass algorithm is
efficient which has lesser execution time.

Execution time
__0.006
<
£ 0.004 -
(=]
2 0.002 -
o M Execution time
£ 0 -
F ITBSP  ITBSS

Algorithms

Fig. 4: Execution time for Algorithms

VI. CONCLUSION

The formulated outlier detection is an optimization
problem proposed two practical, unsupervised, algorithms
for detecting outliers in mild categorical data sets. Our
algorithms can effectively result from a new concept of
weighted attributes and holoentropy that considers both
the data distribution and attribute correlation to measure
the similarity of outlier candidates in data sets. The
efficiency of our algorithms results from the outlier factor
function derived from the holoentropy. The outlier factor
of an object is determined by the object and updating it
does not require estimating the data distribution in the
sets. Based on this property, apply the greedy approach to
develop two efficient algorithms, ITB-SS and ITB-SP
which provide practical solutions to the optimization
problem in outlier detection. Estimated an upper bound
for the number of outliers and an anomaly set of candidate
set to reduce search space.
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