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Abstract— Wireless sensor networks sometime collect
sensitive data required such as in military applications. Such
deployed sensor node may require security aspects as data
confidentiality. Some of proposed secure protocols i.e.
DiDrip responsible for updating configuration parameters in
sensor nodes. To provide data confidentiality in such protocol
encryption of sensitive data is needed. The proposed method
encrypts the sensitive captured data of sensor nodes using
various encryption procedures (bit XOR operation, bits
shuffling, and secret key based encryption) and then sends it.
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. INTRODUCTION

Wireless sensor network is a highly distributed network
consisting of small and light weighted nodes, which are
broadcast over the system in large numbers by the
measurement of physical parameters such as temperature,
pressure, relative humidity. In WSNs some common
variables may be stored in each node of the network. The data
discovery protocols are responsible to add, delete, and
configure such variables by requesting each node to exchange
packets so that they eventually become consistent across the
network. In the literature many data discovery and
dissemination protocols have been proposed [1]. The
proposed protocols focus on efficient and reliable data
dissemination. Thus, ensuring security in these protocols is
an unresolved issue. Security vulnerability, due to the open
nature of wireless communication channels and they lack the
protection of individual sensor nodes, which makes ease the
intruders to interrupt the communication. Sensor data for
surrounding networks should not be leaked. In many
applications like military where nodes stores and
communicate highly sensitive data. Data confidentiality
keeps the sensitive data with secret by encrypting the data
with a secret key that only intended for the receivers. The
proposed work increases the confidentiality of sensitive
sensed data during transmission and avoids fraudulent. The
main contributions of this paper are: I. A new approach to
handle the security issues in WSN using cryptography
technique. Il. Encryption of sensitive data where the level of
encryption can be controlled by the secret key generated.
Thus, it limits the usage of resources available by providing
security [2].

Il. RELATED WORK

D. He, S. Chan, Mohsen Guizani, H. Yang [1], they proposed
the first secure and distributed data discovery and
dissemination protocol. To simultaneously and directly
disseminate data items, it will allow the network owner to the
authorized multiple network user with the different privileges
to the sensor node and it addresses number of possible
security vulnerability. K. Muhammad, Z. Jan, J. Ahmad, Z.
Khan [2],in military applications of WSNs some of sensitive
data collected may need security. In proposed system they

showed based on cryptographic scheme secure transmission
of data can be achieved. P. Ruba ,R.A.
Rosline[3],Confidential data discovery and dissemination
using AODV protocol, using multi key generation technique
showed AODV protocol is secure and provides data
confidentiality.

A. Confidential
Networks:

WNS may be subject to malicious attacks from outside
attackers. By invoking an intruder node or compromising a
node of the WNS, an intruder can modify or replace the
legitimate data being propagated in the WSN. Further an
intruder can reboot the whole network with wrong data by
ingesting a fake data item (key, version, data) to the network.
Also, the attacker can even erase an important variable
identified by key from all sensor nodes by sending the data
item (key, version, 0) using a data discovery and
dissemination protocol.

Data Discovery in Wireless Sensor

I1l. PROPOSED WORK

Encryption and Decryption using bit XOR operation at sink
nodes in WSN provides security in form of data
confidentiality for sensitive data transmitted to the main
location. The proposed method provides security in WSN
transmission using secret key and cryptography technique.

A. Steps for Encryption:

1) Convert the secret key into 1-D array of bits.

2) Convert the sensitive sensed data of wireless nodes into
1-D array of bits.

3) Shuffle all the key and message bits such that the bits
with even and odd indices are interchanged.

4) If Secret Key Bit (SKB) =1
Then perform bit XOR operation of
secret message bit with logical 1.
Else
Do not perform bit XOR operation.
End if

5) Repeat step 4 until all secret data bits are encrypted.

6) Apply the bit XOR operation on resultant bits with
logicall.

7) Convert the resultant bits into its actual form.

B. Steps for Decryption:

1) Take the appropriate secret key of particular node from
the chunk of keys at network and convert it into 1-D array
of bits.

2) Shuffle the resultant bits i.e. interchange the bits of odd
and even positions with each other.

3) Convert the encrypted received information into bits
form.

4) Bit XOR the message bits with logical 1.

5) If Secret Key Bit (SKB) =1
Then perform bit XOR operation of
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encrypted bit with logical 1.
Else
Do not perform bit XOR operation.
End if
6) Repeat step 5 until all bits are decrypted.
7) Shuffle the resultant bits by bits shuffling algorithm to
get actual bits.
8) Convert the decrypted bits into actual data form.

IVV. CONCLUSION

The complexity of the proposed technique depends on the
length of secret key (key space) and the number of iterations
during encryption. But based on network lifetime, bandwidth,
and processing in WSNs chosen light-weight encryption
algorithm balances the security and processing overheads.
Hence the proposed algorithm ensures data confidentiality
based on cryptographic techniques and secret key encryption.
Finally, it is concluded that the proposed scheme satisfies the
favorable demands of current security systems with no extra
transmission cost which confirms its superiority and
effectiveness.
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