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Abstract— Anomaly detection in network traffic is 

essential to identify security incidents and to monitor 

network services. Typically the Anomaly detection used 

in a variety of applications such as fraud detection for 

online banking transaction, intrusion detection for cyber-

security, fault detection in safety of critical systems, and 

military surveillance for enemy activities. The most 

existing intrusion detection systems deploy signature-

based method or data mining-based method which 

completely rely on fix set of rules and policies for 

anomaly detection. In this paper we present new behavior-

based anomaly detection that is capable of detecting 

previously unseen network attacks and threats. The main 

idea for this new evaluation is to reach close to the already 

existing approach and to provide more advantages in 

terms of computational complexity.   
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I. INTRODUCTION 

The importance of intrusion detection is due to the 

enormous usage of computer networks nowadays, in 

which the security becomes a significant issue. A network 

intrusion by malicious or unauthorised users can cause 

severe disruption to networks. Therefore the development 

of a robust and reliable network intrusion detection system 

(IDS) is increasingly important. In early days signature 

based automatic detection methods have been widely used 

in intrusion detection systems. When an unseen attack is 

discovered, the new traffic pattern is recorded and coded 

as a signature by human experts, and then used to detect 

malicious traffic. However, signature based methods 

suffers from their inability to detect new types of attack 

patterns. Furthermore the database of the signatures is 

growing as new types of attack are being detected, which 

may affect the efficiency of the detection [1]. 

The most important aspect of anomaly detection 

is to identify types of anomaly over transmission of data. 

And hence, Anomalies can be classified into three broad 

categories: 

A. Point anomaly: 

If an individual transmission of data can be considered as 

an anomaly with respect to the rest of the data. This is the 

simplest type of anomaly and is the focus of majority of 

research on anomaly detection. 

B. Contextual anomaly: 

If a data transmission is considered anomalous inside a 

specific context, then it can be classified as an anomaly, 

future it is also referred as conditional anomaly. 

C. Collective anomaly: 

If a collection of data transmission is anomalous with 

respect to the entire data set, then it is referred as 

collective anomaly. Individual data transmission in this 

type of anomaly might not be considered anomalous. 

II. CHALLENGES 

An anomaly is defined as a pattern that does not conform 

to expected normal behavior. A straightway approach for 

anomaly detection is to define rules representing normal 

behavior and declare any observation in the data that does 

not belong to this normal rules as an anomaly.  

Defining a normal activity and rules that includes 

every possible normal behavior is very difficult. 

Moreover, the task of defining normal behaviour is more 

difficult as a result of malicious actions. In present time 

many behaviour may not consider legitimate in coming 

future. Sometimes, the data may contain noise or 

corrupted that looks to be similar to the actual anomalies 

and therefore is difficult to distinguish and remove [19]. 

Due to these challenges the anomaly detection is 

not easy to solve and it needs to be treat in universal form. 

In fact, most of the already existing anomaly detection 

system solves a specific pattern of the problem. 

III. INTRUSION DETECTION PROCESS 

Security is an ever increasing problem over the Internet. 

For overcoming from current security problems, this paper 

introduces intrusion detection process to make necessary 

adjustments, which is shown below. 

Firstly, the normal or customary behavioral 

characteristics of legitimate users were estimated and 

stored in a database IDS server. And then we use IDS 

information collection module which captures data sent by 

abnormal users. Intrusion detection and analysis 

algorithms would be used to deal with the information and 

behavior of abnormalities. Then anything over baseline 

behavior would be considered as the invasion, activate 

response mechanisms, screening crucial information or act 

of intrusion. 

Secondly, by establishing and gradually 

improving the invasion model library, we composed each 

of the fault attack and intrusion model. When the match 

found with certain threshold value, the invasion could be 

determined. 

Third, specifying appropriate number of critical 

points in the network, with real-time network monitoring 

traffic. If a node frequently issues the invalid packets, it 

should start early warning program. And receiver should 

handle all aspects of the suspicious nodes.  

void IntrusionDetection(node, rulerlibrary, modellibrary) 

{while(true) 

{ package pck; 
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 int t_hold ; // t_hold is the threshold 

 pck=node.controlInformation; 

 // Get control information sent by the node 

 int tv=compare(pck, rulerlibrary)  

// Compared with the rule base 

 if(tv> t_hold )then 

 kill(node); // Block this node 

 if not(comparewith(pck, modellibrary)) 

 modellibrary+=pck; }  

// Added model library 

} 

IV. EXISTING INTRUSION DETECTION SYSTEM 

A. Snort:  

A free and open source network intrusion detection and 

prevention system, was created  by  Martin  Roesch  in  

1998  and  now  developed by  Sourcefire. In  2009,  Snort 

entered  InfoWorld's  Open  Source  Hall  of  Fame  as  

one  of  the  “greatest  open  source software  of  all  time” 

.Through protocol analysis, content searching, and various   

pre-processors,   Snort   detects   thousands   of worms,   

vulnerability   exploit attempts, port scans, and other 

suspicious behaviour [14][15]. 

B. OSSEC:  

An open source host-based intrusion detection system, 

performs log analysis, integrity checking, rootkit 

detection, time-based alerting and active response [14] 

[15]. In addition to its IDS functionality, it is commonly 

used as a SEM/SIM solution. Because of its powerful log 

analysis engine, ISPs, universities and data centers are 

running OSSEC HIDS to monitor and analyze their 

firewalls, IDSs, web servers and authentication logs.  

C. OSSIM:  

The  goal  of  Open  Source  Security  Information  

Management,  OSSIM  is  to provide  a  comprehensive  

compilation  of  tools  which,  when  working  together,  

grant network/security  administrators  with  a  detailed  

view  over  each  and  every  aspect  of networks, hosts, 

physical access devices, and servers [15]. OSSIM 

incorporates several other tools, including Nagios and 

OSSEC HIDS. 

D. Suricata:  

An open source-based intrusion detection system, was 

developed by the Open Information Security Foundation 

(OISF) [16]. 

E. Bro:  

An open-source, Unix-based network intrusion detection 

system [17]. Bro detects intrusions by  first parsing 

network traffic to extract its application-level  semantics  

and then executing event-oriented analyzers that compare 

the activity with patterns deemed troublesome.  

F. Fragroute/Fragrouter:  

A network intrusion detection evasion toolkit [14]. 

Fragrouter helps an attacker launch IP-based attacks while 

avoiding detection.  It is part of the NIDSbench suite of 

tools by Dug Song.  

G. BASE:  

The Basic Analysis and Security Engine, BASE is a PHP-

based analysis engine to search and process a database of 

security events generated by various IDSs, firewalls and 

network monitoring tools [14]. 

H. Sguil:  

Sguil is built by network security analysts for network 

security analysts [14][15]. Its   main   component   is   an   

intuitive   GUI   that   provides   real-time   events   from 

Snort/barnyard.  It  also  includes  other  components  

which  facilitate  the  practice  of network security 

monitoring and event driven analysis of IDS alerts. 

V. PROPOSED IDS BASED ON FUZZY LOGIC 

Fuzzy Logic is a reasoning technique in which the 

reasoning is not precise and fixed but rather is an 

approximate value. Fuzzy Logic can therefore be applied 

to Intrusion Detection Systems to decide about suspected 

behaviour when there is no clear distinction between 

strange and normal behaviour in the traffic pattern. In 

addition to this, Fuzzy Logic greatly reduces the false 

positive alarm rate in intrusion detection system [3]. 

The Fuzzy Logic uses the fuzzy variable along 

with the membership function to determine whether a 

particular rule is applicable to classify the condition as an 

anomaly or not. 

For the given a fuzzy rule R: { e1,e2 …, ek-1 }          { ek 

}, c, s, w, if {e1, …, ek-1} has occurred in the current 

event sequence, then { ek } can be predicted to occur next 

with confidence of c. If the next event does not match any 

prediction from the rule set, it will be alarmed as an 

anomaly [4] 

If {source address = “168.11.6.20”; 

     destination address = “172.12.6.20”;  

     packet size = “150”; 

     port number = 5050;} 

 then {abort connection}; 

In case of the above rule the Intrusion Detection 

System would analyze the incoming packet. If the packet 

has a source address of “168.11.6.20”, destination address 

of “172.12.6.20”, the packet size is “150” and the port 

number mentioned in the packet is “5050”, then according 

to the rules, the packet will be considered as a threat and 

accordingly the Intrusion Detection System will abort the 

connection. [6] 

anomaly percentage(%) = number of anomalies / 

number of events 

VI. APPLICATION OF FUZZY LOGIC 

The application of Fuzzy Logic to Intrusion Detection 

System has the following form 

If <condition> then <consequences> 

Where, condition is fuzzy variable and consequences is 

the fuzzy set 
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Fig. 1: Destination Prots  

Let us consider an instance, 

If number of file operation is high, then pattern is 

unusual 

Now, to determine how many numbers of file 

operations are considered in the category high, the values 

of packets should be divided into some discrete sets 

known as fuzzy sets. We consider fuzzy sets low, medium 

and high; also we can see that fuzzy logic allows 

overlapping categories which is exactly same as some 

overlapping behaviour between normal user and attackers. 

Below Figure depicts the proposed framework for fuzzy 

based anomaly detection. There are number of 

components to identify the presence of intruders. The 

functionalities of each of these components are described 

below 

 
Fig. 2: 

A. Network Traffic:  

This component represents the remote user interaction 

with local system in form of packet. The user may be 

authorized user or unauthorised, trying to access services 

and available resources. For authorised user, the proposed 

system will allow to flow user traffic and same time it will 

filter the traffic for unauthorised user. 

B. User Activity Log:  

This component serves as repository for collection of 

network traffic or audit record for all remote users. It is 

also responsible for storing user data into respective user 

profile.  

C. User Profile:  

This component will keep storing all information about 

past user activity and current user behaviour. It is 

responsible for analyzing the user profile and updates 

profile based on fuzzy human behaviour over the period 

of time. Essentially, its role is to find any deviation 

between current user activity and past history of the same 

user. 

D. Filtering:  

It is the process through which captured data are filtered 

in order to remove network traffic which is not security 

concerned. Filtering process takes input as some fixed 

rules and templates and dynamic user profile for 

observing pattern. 

E. Action module:  

The role of this machine is to take appropriate actions 

when a possible intrusion is detected. When it recognizes 

that a monitored host is exceeding the threshold of one 

known attack, it triggers an alert for that particular attack 

and communicates it to the system administrator. Besides 

this signature-based detection, the agents can also trigger 

an alert indicating ‘an anomalous situation’, The system 

administrator can either confirm the attack or take 

necessary steps to handle it, or reject the alert if it is found 

to be a false alarm on further probing.  

F. Knowledge Base:  

If the system administrator confirms an anomaly alert, a 

proposed system is modified to accommodate this new 

attack in the knowledge base. This attack is now 

recognized as a known attack and will be considered as an 

attack signature for future monitoring purpose. Thus the 

agents are adaptive to the discovery of new types of 

network intrusions.  

G. Known Attack Detection:  

It is a fixed rule based anomaly detection, which takes set 

of predetermined rules and logic and based on these rules 

system administrator confirms whether the user is 

legitimate or not. 

H. Anomaly Detection using Fuzzy Logic:  

This components deal with anomaly detection by 

considering a self-adaptive fuzzy human profile. This 

profile keeps updating itself as human behaviour is 

changing over the period of time. Although the reasonable 

amount of change is considered to be valid for 

confirmation of intruders. 

I. Anomaly Pattern:  

It represents new type of attack or changed behaviour of 

human. This is new behaviour is updated in knowledge 

base for future reference with same type of attack.  

J. Input & Output  

This system takes input as human interaction with system 

and confirms anomaly alerts if user is not legitimate user. 

The user interaction will be in form of number of 

parameters and these parameters are store in user profiles. 

This profile is the main input for the system and based on 

that current human behaviour is compared to confirm 

anomaly alert. 



Leaning of Anomaly Detection in Network Traffic using Fuzzy Approach 

 (IJSRD/Vol. 3/Issue 12/2016/246) 

 

 All rights reserved by www.ijsrd.com 943 

VII. CONCLUSION 

In this paper we have discussed different ways in which 

the problem of anomaly detection can be formulated. As 

the pattern of network traffic varying over time, static 

models are not appropriate to monitor malicious activities. 

The static models could be tuned with respect to changes 

in traffic pattern; dynamic models are used in this manner. 

In this research paper, we have presented fuzzy based 

anomaly-based intrusion detection system. The idea for 

this approach is to design system with fuzzy logic and 

event loggers that detect these accesses and collect 

information about the attacker’s activities and make this 

system run in real time environment.  
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