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Abstract— In forensic analysis, large number of files are 

examined for investigation purpose. Data present in the files 

is unstructured text, whose manual analysis is tough task for 

examiner. Hence automated method is more useful than 

manual method.  Clustering deals with finding a structure in 

a collection of unlabeled data. There are existing algorithms 

such as K-means, K-medoids, Single Link, Complete Link 

and Average Link. They simplify the process of detection of 

important information. In this paper we are proposing a new 

algorithm based on weighted matrix for text clustering for 

forensic analysis. 
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I. INTRODUCTION 

Now-a-days number of crimes in the field of computer and 

internet are increasing that raised need for computer 

forensics. In general, for computer forensic analysis we need 

computer forensic tools that can exist in the form of 

computer software. However there is large amount of data in 

media so investigators may find it difficult to locate exact 

point of their interest’s a result it consumes large amount of 

time to analyze the data. 

 It may happen that data generated by computer 

forensic tools may be meaningless at times, due to the 

amount of data that can be stored on a storage medium and 

the fact that current computer forensic tools are not able to 

present a visual overview of all the objects (e.g. files) found 

on the storage medium 

 This system involves examining thousands of files 

per computer for identifying evidence. This activity helps 

examiner to interpret the data and also helps to exceed 

ability of analyzing the data. The idea behind the clustering 

methods is that the documents in the same cluster are more 

similar than other clusters Thus, once a data partition has 

been induced from data, the expert examiner might initially 

focus on reviewing representative documents from the 

obtained set of clusters. By performing this activity, one can 

avoid the difficult task of examining all the documents 

(manually) .Time required for manual analysis process is 

comparatively more than automated process. So, by using 

automated process examiner can prioritize the document. 

 To come out with whole process in simple way, we 

require sets of documents such as D= {d1, d2, d3}. The 

working pattern of our system describes as below with some 

simple examples: 

Document Data 

D1 
#Low intensity bomb blast blast occurred on 

1st August,2012 across pune 

D2 

Explosions occurred in front of@ 

McDonalds's.Anti-Terrorism squad of 

Maharashtra police promptly started 

investigation of the blast. Police squad was 

working hard. 

D3 
We all learning java. Learning java is so fun. 

so it is wonderful 

Table 1: Initial content of Documents 

D contents 

D1 
Low intensity bomb blast blast   occurr 1st August 

2012 across Pune. 

D2 

Explosions occurr front McDonaldss.Anti-Terrorism 

squad of Maharashtra police prompt start investiga 

blast. police squad work hard 

D3 Learn java. Learn java fun. Wonder 

Table 2: Preprocessed Data 

D Title Sentence 

Numeri

cal 

Data 

Proper Noun 
Recurre

nt words 

D1 

Low intensity 

bomb blast 

blast occurr  

1st 

August,2012ac

ross Pune 

1,2012 Pune,August 

Blast 

Low 

intensity 

D2 

Explosions 

occurr  front 

McDonaldss 

_ 

McDonaldss

, 

Maharashtra 

Squad 

Police 

blast 

D3 Learn java - java 

Learn 

0Java 

fun 

Table 3: Feature Extraction 

 D1(11,2,2,3) D2(4,0,2,3) D3(2,0,1,3) 

D1(TS,ND,

PN,RW) 

(11,2,2,3) 

 

0 

(1/11+0/2+0/

2+1/3)/4= 

0.10 

(0/11+0/2+0/

2+0/3)/4= 0 

D2 

(4,0,2,3) 

 

(1/4+0/0+0/

2+1/3)/4= 

0.14 

0 
(0/4+0/0+0/2

+0/3)/4= 0 

D3 

(2,0,1,3) 

 

(0/2+0/0+0/

1+0/3)/4= 0 

(0/2+0/0+0/1

+0/3)/4= 0 
0 

Table 4: Weighted Matrix Score. 

 
Graph 1: 
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 Where, Title Sentence (TS), Numerical Data (ND), 

Proper Noun (PN), Recurrent words(RW). 

 Above graph Indicates Number Of documents Vs 

Score of Matrix. Where D1,D2,D3 are documents . in this 

graph  1 clearly indicates document 2 is having clearly 

correlation with document 1, so a cluster c1will be created 

C1= {D1, D2}. Similarly C2 will be C2= {D1,D2}. 

 The remaining part of the paper is organized as 

follows: Section II discusses some related work and section 

III presents the proposed Methodology of our system 

Section IV concludes our system with future scope. 

II. RELATED WORK 

Only countable Number of studies are available reporting 

the use of clustering algorithms in the Forensics analysis 

field. 

1) Describes the need for pre-processing in document 

clustering is to remove unwanted data or less 

important data and how exactly the pre-processing 

is done. Pre-processing also reduces the size of 

document. 

2) gives the feature extraction using Fuzzy C – Means 

clustering which conclude that accuracy obtained 

using Fuzzy C-Means clustering for generic feature 

extraction is very close to the accuracy of 

classification obtained by using problem- specific 

feature extraction such as, ANN,SVM, BC, etc. 

3) Describes two Eigen vector based approaches. 

Parametric Approach and Non-parametric 

Approach Parametric Approach optimizes the ratio 

between-class variance to within-class variance of 

the transformed data. Non-parametric approach is a 

modification of the first one based on local 

calculation of the between-class covariance matrix. 

4) presents a new  technique for texture extraction and 

classification. The proposed feature extraction 

technique uses 2D–DFT transformation. A 

Combination of this technique and a Hamming 

Distance based neural network for classification of 

extracted features is investigated. The results 

obtained are very promising and showed that the 

proposed 2D-DFT based feature extractor has 

improved the classification rate significantly. The 

Classification rate using the proposed technique 

based on 2D-DFT is approximately 26% higher 

than that of the algorithm without using 2D-DFT. 

5) Paper presents a new method for choosing the best 

coefficient instead of first coefficient as in earlier 

methods. And it also describes that feature 

extraction is done by using time series with wavelet  

and Fourier decomposition.  

6) Gives a result of study which is conducted to find 

the difference of two clustering techniques i.e. 

hierarchical clustering and partition clustering. 

7) Defines k means clustering which shows a better 

performance than partition clustering. 

III. PROPOSED METHODOLOGY 

We presented an approach that applies framework for 

document clustering to forensic analysis of computers seized 

in police investigations with below mention steps: 

 
Fig. 1: Overview Diagram 

A. Step 1 Pre-Processing: 

To implement Document Clustering algorithm first step 

need to be  perform is Pre-processing. This step is especially 

useful for preparing the data for feature extraction. It also 

reduces the computation time and size of document. It 

involves following sub steps: 

1) Eliminating Special Symbols: 

Here system will remove all the special symbols from the 

documents like @,#,*etc. 

2) Stop Word Removal: 

It is Removing less important words like a, an, the etc. In 

particular, stop words (prepositions, pronouns, articles, and 

irrelevant document metadata) will be remove. It will not 

change the meaning of the document. 

3) Stemming: 

It Trims the words to its base form  

For example, System is going to consider Playing as play. 

B. Step2 Feature Extraction: 

Feature extraction plays vital role in document clustering 

process. Existing document clustering algorithms considers 

only structure of document but our system considers 

semantics of the data. So our system makes use of five 

different features, which are extracted from the documents 

by using different techniques as mentioned below. 

1) Title Sentence: 

It is First sentence of Document Title sentence is useful 

assigning a proper name to the outcome cluster. 

2) Numerical Data: 

It is any number data in Document. So the system identifies 

the numbers and extract from a document to form a 

numerical vector because it affects the quality of document. 

3) Proper Noun: 

Noun detection is the crucial part, where many NLP tools 

like word net greatly contribute for this process. The 
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drawback of this is lies in its complexity of configuration 

with the system. 

 Here we invented a dictionary contains non-noun 

words which is stored in user’s computer in the form of 

excel sheet. System will check each word in dictionary, if it 

is not matching then it will be consider as proper noun. 

4) Recurrent Words: 

Most repetitive words in document are obviously the 

important words. So system identifies the list of most 

repeated words and considers some top n elements (where n 

is user defined) as the important word for document to store 

in vector. 

5) Keyword: 

It is the main module in this system which plays great role. 

Here system asks user to enter important words which he 

thinks as important that system should consider it at high 

preference. Though the frequency of user defined word is 

less than other recurrent words in the document, system will 

put it at first preference. This activity helps examiner to 

interpret the data easily. 

C. Step 3 Feature Extraction Matrix Creation: 

Here Data is presented in matrix form. In this process of 

clustering all the feature vectors are merged to form a single 

merged feature vector. Now each index of this merged 

feature vector indicates the name of the respective 

document, which actually contains the four extracted feature 

values as mentioned in previous steps. Now each documents 

feature values are compared with one another and then they 

are aggregated to form a feature score matrix of all the input 

documents. This complete process can be analyzed in the 

algorithm 1. 

D. Step 4 Final Cluster: 

Here for every single document (di) the feature score values 

are compare with user defined accuracy with all other 

documents (d1, d2....dn).Then the feature score values 

higher than the user accuracy are selected as a cluster 

member for the respective document (di).So this formed 

cluster is labeled with title sentence of document di which 

actually indicate the cluster name. This can be visualized by 

the algorithm 1. 

1) Algorithm 1: 

Input: Merged Feature vector Fv 

User Accuracy as Ua 

Output: Cluster Set C= {c1, c2, c3….cn} 

1) start 

2) create matrix M of length Fv 

3) For i=0 to Fv length (for each row) 

4) For j=0 to Fv length (for each column) 

5) Fvr= element of one row 

6) Fvc=element of one column 

7) Compare features and get score as Sc 

8) Average Score as Asc=Sc/4 

9) add Average to matrix M 

10) End Inner For 

11) End Outer For 

12) for every file in M’s Rows if ( Asc>=Ua) then add 

into cluster Ci 

13) return cluster set C 

14) Stop 

IV. CONCLUSION 

Many of existing document clustering technique are not 

based on semantic features of the content, rather than this 

they depend on structure of the document. So the idea 

proposed in this paper is perfectly tuned with semantic 

feature like Title sentence, Numerical data, and Proper noun 

and Recurrent words. The Weighted matrix which is 

generated due to comparison of semantic feature of different 

documents is the master stroke of our idea. By using this 

score matrix documents are clustered for the user defined 

accuracy in all scenarios. 
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