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Abstract— In all most all crime scenarios, the faces of the
attackers or the culprits are hidden so as to hide their
identities. This makes the job of the crime fighters and
protectors i.e. police to get information about the real
culprit difficult. For instance air flight cases where in the
attackers bypass the immigration, wearing latex mask to
keep their identity from being revealed. In such situations,
the solution is to be able to detect the mask so that police
are able to catch hold of the criminals as soon as possible.
Therefore we would like to introduce a new type of
camera, ‘The Mask Detection camera’, which would
provide the user with an idea of the face which lies
beneath latex mask i.e. if a person is disguised. The basis
of this project is the temperature. This open source device
will be developed to detect people wearing mask - this
technology will be providing direct solution to this
growing problem.
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. INTRODUCTION

So as the name itself suggests that it is related to the
detection of masks. Now; if we were speaking to someone
who was wearing a mask do you think we’d notice? A
while-ago | would have surely-agreed on the fact that |
could always spot such a fake, unless perhaps it was
applied by a professional make-up artist. Surely a mask
should be easy to detect from imperfections in movement
or skin texture. But we can tell you about some cases that
show that we were mistaken and then describe an open
source device that will be developed to detect people
wearing masks. In this device the input will be the
temperature of skinas IR radiations. Further this input will
be processed and converted in degrees and then forwarded
to Raspberry Pi which will handle the switching of THE
COLOUR of LED. This will help us to decide whether a
person is wearing a mask or not.

Il. DOMAIN EXPLANATION

A. Proposed Concept:

The basis of the project is the temperature, yes a small in
fact very small specification but without it the project
remains only a dream.

As we all know that the IR rays are all about
temperature. Though, it is difficult to detect the mask
using only information from the visible spectrum.
However in the far infrared spectrum real faces have
distinctive heat signature. The example will brief about
the concept used in this project to develop the system.

The band represents the IR spectrum and the change in
color the temperature. As you can see, since the mug is
hot there is a clear peak in the IR spectrum.
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Fig. 2.1.1: Distribution of temperature considering a hot
coffee mug.

The surface temperature of a mask is closer to
the surrounding temperature, and the heat distribution is
more uniform. It would be a challenge to create a mask
that looks like a face and the temperature of this face-like
object must be consistent with that of live human skin.
You can think of many ways around this, but this
relatively simple system can help protect against easiest
and most common spoofs.

1) Platform:

— The device we built is based on a number of cheap
and open source components:

- Raspberry Pi:lt is the main processing board in the
system.

- Raspberry Pi Camera Board: It is used to capture the
image which is visible.

- Arduino: It is used for interfacing and controlling
purpose in this system.

- Melexis MLX90620: To sense the temperature and
forward it to raspberry pi.

- LEDs: To aware the guard about the disguise and to
indicate if the mask is detected or not.

B. Methods and Technologies used in Project

Currently there is no smiliar device available in market.
Other devices also exists which provide security such as a
‘Metal Detector’ but fails to detect a disguise.

1) Ardiuno Software IDE:

The open-source Arduino Software (IDE) makes it easy to
write code and upload it to the board for this device. It
runs on various platforms such as Windows, Linux, etc.
We have used with Windows 10. This software can be
used with any relevant Arduino board.

2) Raspberry Pi libraries:

- PIL

- Numpy

- Scipy

- OpenCV

- pySerial
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I1l. PROJECT DESIGN

A. Design Consideration:
1) Data Flow Diagram:
The Data Flow Diagram shown below represents a visitor

interacting with the system.
Userlmage

Processing

SECURITY

VISITOR GUARD

Switching
of LED's
Detection of mask

Fig. 3.1.1: DFD Level 0 of Mask Detection system

IV. IMPLEMENTATION DETAILS

A. Phase 1-Perform face detection to see if face is
present:

This system allows us to detect whether a person is
wearing a mask or not i.e. if the person is an impostor. To
make this system successful we need the following step in
our phase 1:

1) Raspberry PI Camera Board:

This board allows us to locate the person’s face in the
image and then process it into the gray scale. Following
code -shows the process of capturing an image and
conversion of it.

B. Phase 2- Check if the thermal signature is present at
the location of the face found in Phase 1:

In this phase after the detection of face the IR sensor will
check the temperature. If the temperature is uniform then
the person is disguised and if the temperature is not
uniform then the person is not an impostor. This can be
done by connecting Arduino to IR sensor that is because
the Raspberry Pi cannot control MLX90620 directly due
some incompatibility between RPIs library and Melexis
components. Hence Arduino acts as an interface.
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Fig. 4.2: Temperature distribution using an Example

C. Phase 3- Switching of the color of LED:

In this phase theswitching of the color of LED will be
done. It is done to indicate that the person’s face is
detected and if a person is wearing a mask. This is done
by connecting Raspberry Pi and Arduino. The Raspberry
Pi issues two types of commands:

1) A request to get the latest values.

2) Aninstruction to change the LED color
The Arduino gets the temperature values from the IR

sensor and provides it as an input RPI.

The LEDs are connected to the RPI

1) Red LED: This LED will be switched ON if the
person is wearing mask.

2) Green LED: This LED will be switched ON if the
person in not a disguise.

No mask detected

Disguise detected

Fig. 4.3: Switching of LED’s

V. SCREEN SHOTS

A. The following figure shows the actual system design:
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Fig. 5.1: Circuitry of the sstem

All rights reserved by www.ijsrd.com 945



Mask Detection
(IJSRD/Vol. 3/1ssue 12/2016/247)

B. The following figure shows how the input should be
given:

-
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Fig. 5.1.2; Input through the system

VI. EXTENSIONS, OTHER APPLICATIONS AND CONTACT

This system built by us not foolproof system. It’s not hard
to think to defeat this system or to think the ways to
improve it.

The main point here comes into consideration is
if we rely on biometric then we should even look out for
its limitations and ways to provide more secure areas.
Following ideas will brief the extension of system:

The same system can be used to detect beings with high or
low temperatures. For example, detecting people with
fever symptoms.

Skin temperature may give a perception of a
computer user’s emotional state. For example, it may be
able to detect frustration levels for user, or be integrated
with online therapy systems.

VII. CONCLUSION

A. Conclusion:

The hypothesis was much energizer as the entire test
conducted by us was smooth and error free. This system
will provide with more secure immigrations and will
prevent the robberies as much as it is able to detect the
mask. An interesting future study might involve in
effective development of the system and would see this
system in all security places.

B. Future Work:

The application can be further enhanced to following

improvements:

1) We can store the data in database via WEB2Py

2) Facial Reconstruction can be implemented via special
permissions of FBI.

Fig. 7.2.1: Facial reconstruction

VIIl. APPENDIX

A. Different Versions and Support:

1) Raspberry PI'1 to 6 models: The main processing
board

2) Raspberry Pl Camera Board of different MPI and
CSI : Capturing the visible light image

3) Arduino UNO or NANO: Interfacing and controlling
the far IR sensor

4) Melexis MLX90620 or Melexis MLX90614: far IR
sensor which has a resolution of 16x4

B. System Requirements:

1) Python — the main detection code

2) OpenCV - for the face detection

3) Web2Py to provide external information.

4) Raspberry Libraries: PIL, numpy, scipy, OpenCV,
pySerial.

5) Arduino UNO

6) Raspberry Pl model 2.

7) Raspberry Pi Camera Board 5SMPI CSI.
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