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Abstract— Industries come ahead with wireless networks for 

transmission of information due to high cable cost. Wireless 

Sensor Network consists of large number of sensor nodes; to 

monitor these nodes at all time is intricate process.  The 

transaction in wireless sensor networks is insecure and 

therefore we accompany with encryption processes. The 

encryption is a tedious process and therefore it consumes 

large power apart from transmission of data. To overcome 

large power consumption and protection of data we enhance 

with Stop Transmit and Listen (STL) scheme combined with 

Cognitive Radio system. STL is a simple and an effective 

scheme to detect malicious node. Every node has its own 

built-in time to stop their transmission. During transmission 

every node stops their transmission for few seconds and 

listens for any malicious behavior. If an intruder transmits in 

non-transmitting time then it is caught by their neighbor 

nodes in the network. Cognitive radio utilizes the radio 

spectrum more efficiently for prevailing conditions of 

communications. It helps in selection of frequency band, type 

of modulation and power levels. Apart from these when an 

eavesdropper overhears data while transmitting it can be 

avoided by means of analyzing secrecy capacity. Secrecy 

capacity is known to be the difference between channel 

capacity of main link and wiretap link of wireless 

transmission. When the secrecy capacity fluctuates, we able 

to predict that data transmitted are intercepted. 
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I. INTRODUCTION 

WIRELESS sensor networks (WSNs) were originally 

provoked by the military for battlefield surveillance, and 

now are auxiliary to various industrial employments such as 

assembly line monitoring and manufacturing automation for 

the sake of enlightening the factory efficiency, reliability, 

and productivity, which are superior to the industrial WSNs. 

In industrial applications, real-time connections among 

spatially scattered sensors should gratify strict security and 

reliability requirements. The malfunction of ensuring the 

security and reliability of sensed information transmissions 

may cause an outage of the production line, a spoil of the 

factory machine or even the loss of workers’ lives.  

Moreover, in industrial environments, the 

machinery obstacle, metallic frictions, engine ambiance and 

equipment noise are aggressive to the radio propagation and 

certainly badly affect the performance of wireless 

transmissions. 

A WSN is inclusive of large number of 

autonomous sensor, in which each sensor is inter-related 

with one another. Environmental monitoring is the major 

work in most of WSN, where all sensors are placed in a 

remote location. The sensors need to collect the data and 

transmit it to base station. The mobility of WSN node is less 

when compared to ad-hoc networks. The security to data 

transmitted is a difficult technique. The cornerstones of 

sensor are transceiver, memory and micro controller 

consumes power to an extent and moreover routing of data 

with routing protocols too need power consumption. The 

power backup is only battery, replacing those batteries very 

often is impossible. With these when we extent any 

algorithm for security enhancement, then it too consumes 

power. Since power is precious factor to sensor nodes we 

have to utilize it in limited quantity. 

The proposed Stop Transmit and Listen (STL) is 

employed to detect malicious node. Primarily, the sensor 

nodes are highly deployed over the region. Each node in 

WSN will have its own built-in time limit to stop their 

transmissions. Therefore, every node is capable of finding 

malicious node. Once the sensing process gets completed, 

sensors begin their transmission to sink node. During 

transmission every node stops their transmission for few 

seconds and listens for any malicious behavior. In this case, 

malicious node is not aware about non-transmitting time. 

The physical layer security work was studied and 

proposed by Shannon and extended by Wyner, where an 

information-theoretic structure was recognized by 

developing realistic secrecy rates for a traditional wiretap 

channel model comprising of one source, one destination 

and an eavesdropper. The secrecy capacity was found to be 

difference between the channel capacity of the main link as 

of source to destination and that of the wiretap link from 

source to eavesdropper. If the secrecy capacity becomes 

negative (i.e., the channel capacity of the main link becomes 

less than that of the wiretap link), the eavesdropper will be 

doing well in interception of source message and an 

intercept event is well thought-out to occur in this case. This 

suggests that raising the secrecy capacity can successfully 

decrease the possibility that the eavesdropper effectively 

intercepts the source message. However, the secrecy 

capacity of wireless transmission is austerely limited due to 

the wireless fading effect. Moreover, the occurrence of 

machinery obstacle, metallic frictions and engine ambiance 

in industrial environments makes the wireless fading varies 

drastically, resulting in a further humiliation of the secrecy 

capacity. 

To get through this limitation, extensive research 

efforts have been dedicated to civilizing the secrecy capacity 

of the wireless transmission in the course of the artificial 

noise generation. The artificial noise aided security 

approaches permit the valid transmitters to produce a 

specifically designed intrusive signal (called artificial noise) 

such that only the eavesdropper is auspiciously affected by 

the artificial noise, while the deliberate receiver remains 

unaffected. This leads to a degradation of the wiretap link in 

provision of the channel capacity without disturbing the 

channel capacity of the main link, resulting in an augmented 

secrecy capacity. The employment of multiple antennas for 

generating the artificial noise and displayed that the number 

of antennas at the legal transmitter should be more than that 
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at the reliable receiver for the sake of proving that the main 

link is unaltered by the artificial noise. Furthermore, 

Goeckel investigated the service of cooperative relays for 

the artificial noise generation and established a significant 

security enhancement in provision of the secrecy capacity. 

It is pointed out that even though the artificial noise 

approaches can efficiently enhance the wireless secrecy 

capacity, supplementary power resources are devoted for 

generating the artificial noise to mystify the eavesdropper. 

The multiuser scheduling scheme for humanizing the 

wireless physical layer security devoid of any additional 

power cost and showed the security enhancement of 

cognitive radio networks in provision of the secrecy 

capacity and intercept probability. In this paper, we 

scrutinize the sensor scheduling in an industrial WSN 

consisting of a sink node and numerous sensors in the 

existence of an eavesdropper, conflicting from the multiuser 

scheduling for cognitive radio networks. More exclusively, 

in industrial WSNs, the wireless channel is intricate due to 

the machinery obstacle, metallic frictions and engine 

ambiance. This motivates us to deem the use of a complex 

fading model (i.e., Nakagami model) for characterize the 

industrial wireless channel, as a substitute of a Simpler 

Rayleigh fading model. 

Cognitive radio is leading revolution in wireless 

communication with significant impact on technology. This 

regulation of spectrum usage helps in overcoming existing 

barriers. Cognitive radio inclusive of software defined radio 

(SDR) realizes efficient usage of spectrum. Cognitive radio 

is an enhancement of smart radio (SR) which again emerged 

from SDR. Cognitive radio is a self aware communication 

system that effectively uses spectrum in an intelligent way. 

It coordinates all unused spectrum on the basis of observing 

spectrum usage.  

The cognitive radio incorporate more features, such 

as frequency agility: it changes its operating frequency to 

optimize its use adapting to environment, dynamic 

frequency selection (DFS): where the radio senses optimal 

signal from nearby transmitters, adaptive modulation: 

transmission characteristics and waveform can be 

reconfigured to use spectrum at all opportunities, transmit 

power control (TPC): greater sharing of spectrum can be 

possible based on adapted transmission power.  

The main support of this paper is summarized as 

follows. A WSN with large number of sensor nodes are 

distributed over the regions were sensing of data is 

necessary. Once data is get collected it must begin its 

transaction to sink node. In this situation cognitive radio 

play its role in the selection of spectrum effectively and 

nodes with transaction sufficient power. If there is an error 

while transaction, then it automatically senses and makes an 

alternative solution. If a sensor is found error then it 

automatically restarts and checks the problem. When the 

data is transmitted from one node to other, each node will 

have its own non-transmitting time. So, if any malicious 

node tries to send data to other nodes can be easily predicted 

by neighbor nodes. Apart from these during the period of 

transaction if an eavesdropper tries to overhear the 

transmitted data, it too can be identified by the means of 

secrecy capacity. The secrecy capacity can be given by 

difference between capacity of main channel link and 

wiretap link. Then we need to identify alternative routing 

path and nodes to continue our transmission. When 

combining all these technique in a series we are able to 

establish a secured transmission of data in WSN. 

II. SECURED DATA TRANSMISSION IN INDUSTRIAL WSNS 

A. System Model  

In the industrial WSN, sensors correspond with the sink 

using an orthogonal multiple access technique such as the 

time division multiple access (TDMA) and orthogonal 

frequency division multiple access (OFDMA). When a 

sensor is programmed to transmit its data to the sink over a 

channel (e.g., a time slot in TDMA or an OFDM sub-carrier 

in an OFDMA). Habitually, provided an orthogonal channel, 

a node with the highest data throughput is normally selected 

among sensors to access the given channel and to 

correspond with the sink, which aims at improvising the 

transmission capacity without taking into account the attack. 

By dissimilarity, this paper is paying attention on improving 

the wireless physical-layer security with aid of sensor 

scheduling. In order to effectively protect against the attack, 

the sensor scheduling consider channel state information 

(CSI) of both main channel and wiretap channel, differing 

from the conventional scheduling method, where only the 

CSI of main channel is considered for the throughput 

improvement. Here, we imagine that the CSIs of both the 

main channel and wiretap channel are existing, which is a 

theory commonly used in the physical-layer security 

literature. Cognitive radio is an enhancement of smart radio 

(SR) which again emerged from SDR. Cognitive radio is a 

self aware communication system that effectively uses 

spectrum in an intelligent way. It coordinates all unused 

spectrum on the basis of observing spectrum usage. Each 

node in WSN employing STL scheme will have its own 

built-in time limit to stop their transmissions. Therefore, 

every node is capable of finding malicious node. Once the 

sensing process gets completed, sensors begin their 

transmission to sink node. During transmission every node 

stops their transmission for few seconds and listens for any 

malicious behavior. In this case, malicious node is not aware 

about non-transmitting time. 

B. Cognitive Radio 

Radio (SDR) is committed to spread spectrum that is 

software which is concerned in a hybrid technology of CR 

and this is its most necessary form. Cognitive radio is 

proficient to categorize its geological area, recognize and 

approve its user, encode and decode the signals, alertness of 

connecting the wireless devices in process and manage the 

power of output and intonation mechanism. Particular 

frequency is transmitted when we prefer station on radio. 

Range of antenna is tuned to set the station by detecting 

frequency signals from atmosphere and it receives too many 

series per second. Occasionally other signals interfere in our 

reception and we only need is wait to get rid of it. When we 

switch on the receiver, it responses instantly to support the 

frequency that brings broadcasting of station. 
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Fig. 1: Cognitive Radio sharing of resources 

C. Stop Transmit and Listen 

In this proposal, every node will have its own built-in time 

limit to stop their communication. If malicious send or 

forward in non-transmitting time, then it can be identified by 

its neighboring nodes.  

1) Node Deployment 

Originally, the sensor nodes are greatly deployed over the 

region. Each node is having their built-in time limit to stop 

their conduction. Each and every node have potential to find 

malicious node. 

 
Fig. 2: Operation time of STL 

2) Stop and Listen 

For every few seconds every node stops their conduction. 

Malicious nodes doesn't aware of the non-transmission time 

allotment in the sensor nodes. So malicious may send or 

receive the data in non-transmitting time interval. Every 

node listens for malicious behavior in the non-transmitting 

time interval. 

3) Malicious Node Detection 

Malicious node behaves like ordinary nodes by selective 

nature. It drop packets for make it harder to detect it is 

malicious node. When malicious nodes send or forward the 

data in non-transmitting time interval. If malicious node 

doesn’t send or forwards the data in non-transmitting time, 

malicious node can be caught by neighboring nodes in other 

recurrent non-transmitting times.  

D. Secrecy During Transmission with Channel Capacity 

The secrecy during transmission can be achieved with 

following means of technique. 

1) Conventional Round-Robin Scheduling 

Conventional round robin scheduling as a benchmark, where 

N sensors take turns in accessing a given channel and thus 

each sensor has an equal possibility to transmit its sensed 

data to the sink. Without any loss of generality, we consider 

that (sensors) Si is scheduled to transmit its signal xi with 

power Pi and rate Ri, where Ri is specified to the maximum 

achievable rate from Si to sink, which guarantees that 

ergodic capacity is achieved by the legitimate transmission. 

Thus, we can express received signal at sink as. 

ys= Pihisxi  ns        ……(1) 

where his is a fading coefficient of the main channel 

from Si to the sink and ns represents zero-mean additive 

white Gaussian noise (AWGN) with variance N0. 

The channel capacity of main link from Si to sink 

……..(2) 

The signal overheard at eavesdropper e is given by 

………..(3) 

Where hie is a fading coefficient of the wiretap 

channel from Si to the eavesdropper and ne represents zero-

mean AWGN with variance N0. We can similarly obtain 

channel capacity of wiretap link from Si to eavesdropper e 

as, 

…..(4) 

Therefore, in presence of eavesdropping attack, 

secrecy capacity of wireless transmission from Si to sink can 

be obtained as 

          ……(5) 

E. Optimal Sensor Scheduling 

The optimal sensor scheduling scheme is to maximize the 

secrecy capacity of the legitimate transmission. Naturally, a 

sensor with highest secrecy capacity should be chosen and 

scheduled to transmit its data to the sink.  Each sensor may 

first estimate its own CSI through channel estimation and 

then transmits the estimated CSI to the sink. Once collecting 

all the sensors’ CSI, the sink can readily determine the 

optimal sensor and notify the whole network. 

III. CONCLUSION 

In this paper, we have come to conclusion that we can 

achieve multi level security during transmission of data and 

able to know that malicious node is transmitting data. Thus 

malicious cannot send or forward data a sensor node in the 

invention STL scheme.  

The STL scheme has been proven a best technique 

to predict malicious node and safest technique of 

transmission, even in the absence of any encryption method. 

Moreover, an eavesdropper tries to overhear transmitting 

data; it too can be predicted with secrecy capacity. 

Cognitive radio play its role in finest form to allocate 

spectrum for transmission dynamically even during 

transmission. It highly helps in conveniently utilizing the 

power level with efficient transmission. In future, we can 

split entire WSN into multiple groups of sensor nodes. This 

will help in making convenient transmission. 
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