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Abstract— Cloud computing is the widely used technology 

in computer world because of its services like platform, 

storage, infrastructure which are free of cost. Cloud 

computing adopts client-server architecture to provider 

services as and when it is needed. Because of high capacity 

of storage and ease of access, every organization and 

individual uses cloud database for storage. As it is internet 

dependent technology, Security is a big and critical issues to 

use the potential of this facility. It is a challenge to find the 

way in order to provide security while uploading and 

downloading file from cloud. To address this security issues 

in many application, we introduce a methodology called 

three layer securing of banking data in cloud using 

cryptographic algorithms. We are using DSA, AES 

algorithms and SSO for encryption for uploading and reverse 

procedure while downloading file from cloud. The 

information security has become one of the most significant 

problems in data communication. So it becomes an 

inseparable part of data communication. In order to address 

this problem, cryptography and SSO can be combined. This 

paper proposes a secure communication system. It employs 

cryptographic algorithms that would make banking online 

smooth and safe. 
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I. INTRODUCTION 

Hadoop File System (HDFS) and Google File System (GFS) 

are used for the purpose of transmission and retrieval of 

data. Using Three Layer security we can overcome these 

failures [1], [2]. Cryptography scrambles messages so they 

cannot be understood [3]. 

The DSA and DSS algorithms provide an 

authentication to know if the user is genuine. This 

authentication will validate the user and verify the 

authorization of the user.Key generation has two phases. 

The first phase is a choice of algorithm parameters which 

may be shared between different users of the system, while 

the second phase computes public and private keys for a 

single user [3]. Symmetric key AES of 256 bit uses 14 

rounds to complete ciphering of the data.  As of today, no 

practicable attack against AES exists. Therefore, AES 

remains the preferred encryption standard for governments, 

banks and high security systems around the world [4]. 

Single sign-on (SSO) is a session/user authentication 

process which permits a client to enter one name and 

password in order to access multiple applications. SSO 

authenticates the user for all the applications they have been 

given rights to and eliminates further prompts when they 

switch applications during a particular session [8], [9].  

Human beings have a keen concern for their bank 

details. We have thought of a cloud banking system which 

will take care of every minute details security in the 

transactions of each individual [10]. The system will secure 

various transactions which may include debiting, crediting, 

balance details etc. Traditionally each individual need to go 

to a bank (physical link) or use a 3rd party website online 

for the same. Storage of so many bank details of each 

individual with the growing population has become a major 

issue causing load on the bank servers. Also managing all 

these aspects manually on paper becomes very tedious and 

time consuming. In a manual system there is high possibility 

of loss of data, data redundancy and misplacement of 

collected data in the form of paper records in order to 

address these drawbacks there is a need to design and 

implement system in Cloud banking where an administrator 

on cloud database can assure a user’s transaction security in 

all aspects and also removing the load that occurs on the 

bank servers [11]. 

II. PROPOSED SYSTEM 

A. Architecture 

Architectural behaviour 

A secret key is provided by the bank which will be used to 

login the client to the cloud application, the key is present 

with both the client and the bank. The key is sent from the 

client to the cloud server who in turn will verify it with the 

bank server. After the bank server confirms the key the 

client is logged into the application successfully. 

 
Fig. 1: Architectural Diagram 
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The client can request any transaction that may include 

balance verification, debiting and crediting account. The 

request of the client will be secured using the DSA, AES 

and SSO. DSA algorithm will be applied to ensure the 

authenticity of the client [1]. The data is the encrypted using 

the AES algorithm. The encrypted data is then authenticated 

and encrypted with SSO. This entire process enciphers the 

request into an unbreakable and difficult to hack data image 

and is forwarded to cloud server. The data will likewise be 

decrypted on the cloud server by reversing AES and 

reversing DSA. The cloud admin will fetch for the data and 

encrypt the data using three layer securing of DSA, AES and 

SSO. The updates will be made on the bank server 

concerning the transaction and an acknowledgement will be 

sent to the client regarding the same. The client will receive 

an enciphered data and the client will decrypt the data by 

same reverse procedure of AES and DSA. If the data is not 

available on the cloud server in critical case the request will 

be forwarded to the bank server [1], [2], [5], [6], [7]. 

B. Modules 

1) Digital Signature Algorithm 

Digital signatures in today’s modern era are important to 

verify the sender of a document’s identity. A digital 

signature is represented in a computer as a string of binary 

digits. The signature is computer using a set of rules and 

parameters (algorithm) such that the identity of the person 

signing the document as well as the originality of the data 

can be verified. Digital signature algorithms can be used in 

e-mails, electronic funds transfer, electronic data 

interchange, software distribution, data storage, and just 

about any application that would need to assure the integrity 

and originality of data [3].The signature is generated by the 

use of a private key. A private key is known only to the user. 

The signature is verified makes use of a public key which 

corresponds to (but not the same, i.e. mathematically 

infeasible to deduct private key from public) the private key. 

With every user having a public/private key pair, this is an 

example of public-key cryptography. Digital signatures 

prove to the third party that the transaction was used by the 

authenticated user who has the signing authority avoiding 

non repudiation. No users can deny the transaction occurring 

latter. Unauthorized modifications are detected by digital 

signatures [3]. Verification is performed at the receiving 

end.  The receiver generates a quantity, i.e. a function of the 

public key components, the sender’s public key and the hash 

code of the incoming message. If the quantity matches the 

components of the signature, then signature is validated. 

2) Advanced Encryption Standard 

NIST evaluation criteria for AES are;- 

1) Security 

2) Cost 

3) Algorithm and implementation 

The key we give as an input is expanded into an array of 

forty four 32- bit words. Four stages are used, where one is 

of permutation while remaining three are of substitution. 

The AES algorithm is a symmetric block cipher that 

processes data blocks of 128 bits using a cipher key of 

length 128, 192, or 256 bits. Each data block consists of a 

4*4 array of bytes called the state, on which the basic 

operations of the AES algorithm are performed [4].The key 

expansion and substitution box generation are done in the 

same way as in conventional AES block cipher. AES has 10 

rounds for 128-bit keys, 12 rounds for 192-bit keys, and 14 

rounds for 256bit keys [4], [5]. The AES was to be a 

symmetric block cipher algorithm supporting keys sizes of 

128, 192, and 256-bit keys. For both enciphering and 

deciphering, the cipher begins with Add Round key stage. 

Each round has Substituting bytes, shifting rows, bit mixing 

and add round key. Decryption algorithm makes use of 

expanded key in reverse order. After encryption is 

established all stages are reversible, it is easy to verify that 

decryption recovers the plain text input given by user. The 

U.S. uses AES cryptography for securing materials which 

are not classified, so we can say AES is secure. 

3) Single Sign On 

SSO (Single Sign On) means that when a user logs in to one 

application he will be "automatically" signed in to every 

other application, regardless of the platform, technology and 

domain [8]. The way this works is by means of a "central 

service" (in the case of Google this is 

https://accounts.google.com). When you login for the first 

time a cookie gets created on this central service. Then, 

when you try to access the second application, you get 

redirected to the central service, but since you already have 

a cookie, you get redirected to the app directly with a token, 

which means you're already logged in. The SSO scheme is 

designed to login centrally and consumer secrete data 

(information) on one server not only for the consumer’s 

facility, but also offer the increasing the security in system 

[8], [9]. The consumer enters (credit card numbers) secrete 

data or other sensitive information used in billing. On line 

internet banking is the best example of it. Users can access 

different data from a different cloud using the same login 

yet in a secure way. 

III. IMPLEMENTATION 

The user will log into the system with a user id and 

password. The id will be created for the user when the data 

is created. Password will be set and authentication is done. 

DSA runs in the backend of this process which takes a 

fraction of seconds for an existing account of the user. 

1) Mathematically for user to sign a message  in DSA: 

2) Calculate , where HASH is 

a cryptographic hash function. 

3) Let  be the  leftmost bits of , where  is the bit 

length of the group order . 

4) Select a cryptographically secure 

random integer  from . 

5) Calculate the curve point . 

6) Calculate . If , go back to 

step 3. 

7) Calculate . 

If , go back to step 3. 

8) The signature is the pair . 

The accounts details and authenticity are verified. The 

transactions are encrypted with AES 256 bits and 14 rounds. 

Each round keeps enciphering the details of transactions. 

The fund transfers, billing and account details all get 
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encrypted while forwarding the input to the server. At the 

server end the data is deciphered by reversing AES and 

DSA. 

a) Let ‘S’ be the |  Three layer securing as the final set 

S = {………… 

b) Identify the inputs as B,L 

S = {B, L, 

B= {B 1, B 2, B 3, B 4,| ‘B’ given as uploaded file by 

user.} 

L= {L 1, L 2, L 3, L 4,| ‘L’ given Plaintext as an input.} 

c) Identify the outputs as O 

S = {B, L, H … 

H= {H 1, H 2 …| ‘H’ is the Response as original 

Plaintext.} 

d) Identify the functions as ‘F’ 

S = {B, L, H, F… 

F = { F1(), F2(), F3(), F4(), F5(),F6(),F7()} 

 F1 (B): Process Requests on storing in database. 

 F2 (B): Respond as getting plaintext. 

 F3 (B): Process Requests on given plaintext for 

encryption. 

 F4 (L): Process Requests on plaintext for conversion of 

plaintext to cipher text. 

 F5 (L): Respond as receiver request to access data. 

 F6 (L): Process request for applying reverse algorithm. 

 F7 (L): Respond decryption by reverse DSA 

IV. FUTURE SCOPE 

Using SSO will provide more security by a single sign in 

account for various accounts for the user’s various 

applications. This will keep a single secret key that the user 

should use. Also the user can get access to his mails while 

transactions to see the balance. OTP can also be combined 

for the same. 

V. CONCLUSION 

The Digital Signature and AES provides security for 

banking over a server located on the cloud.  The databases 

can be managed with scalable feature of cloud computing. 

Symmetric keys allow the client and the cloud admin to 

easily communicate. 
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