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Abstract— A wireless ad hoc network (WANET) is a type of
wireless network in which some nodes are self-organized in
a wireless local area network. The problem of secure
cooperative communication is still critical. The main aim of
this paper is to exploit physical layer security to provide
secure cooperative communication for wireless ad hoc
networks (WANETs) where involve multiple source-
destination pairs and malicious eavesdroppers. Multiple relay
nodes can be assigned between source-destination pairs to
achieve physical layer security. A node evaluates the
neighbouring nodes in order to reduce the untrusted routes by
using relay assignment scan. Thus, it could reduce the
damage away from the insider threats in a WANET. By this
way, we proposed model provide secure cooperative
communication for WANETS via cooperative relaying and
jamming.
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l. INTRODUCTION

Wireless networking technology is an appropriate foundation
to support communications among diff erent individuals in an
emergency situation. The main aim is to improve the physical
layer security through the techniques of cooperative relaying
and cooperative jamming. By characterizing the security
performance of the system by secrecy capacity, identify the
secrecy capacity maximization problem in cooperative
wireless networks with the involvement of multiple malicious
eavesdroppers. Specifically, propose a system model where a
set of relay nodes can be exploited by multiple source-
destination pairs to achieve physical layer security.And
theoretically present a corresponding formulation for the
secrecy capacity maximization problem. Then develop an
optimal relay assignment algorithm to solve the problem in
polynomial time. To further increase the system secrecy
capacity, exploit the cooperative jamming technique and
propose a smart jamming algorithm to interfere the
eavesdropping channels. Analysis and experimental results
show that the proposed algorithms can significantly improve
the system secrecy capacity under various network
settings. The objective of this paper is to test and evaluate the
performance of WANET for safety communications and
tactical operations. In particular, by providing diversity
cooperative transmission can indeed increase throughput as
well as transmission coverage. In this, specifically
concentrate on the synchronization aspects of cooperative
transmission, which is one of the major issues in its
application to multi-hop transmission in wireless ad-hoc
network environments. Successful cooperative networking is
potential to prompt the development of advanced emergency-
oriented wireless applications. Wireless networks have
gained great popularity. Providing security is a critical issue.
An Adversary is empowered to launch a severe DoS attack

by blocking the wireless medium- Jamming.A set of relay
nodes can be exploited by multiple source-destination pairs
to achieve physical layer security. Each node evaluates
neighbouring nodes in order to reduce the untrusted routes
and providing secure cooperative communication for
WANETS via cooperative relaying and jamming. Each device
in a MANET is free to move independently in any direction,
and will therefore change its links to other devices frequently.
Each must forward traffic unrelated to its own use, and
therefore be a router. The primary challenge in building a
WANET is equipping each device to continuously maintain
the information required to properly route traffic. Such
networks may operate by themselves or may be connected to
the larger Internet. They may contain one or multiple and
different transceivers between nodes. This results in a highly
dynamic, autonomous topology.

Il. RELATED WORK

One of the most significant vulnerabilities of cooperative
communication is the disclosure of messages while
transmission performs cooperatively. It becomes extremely
critical for the environments where involve undesired
receivers with  eavesdropping capabilities.Take the
illustrative toy network in Fig. las an example, where the
eavesdropper can overhear the cooperative transmitting
signals generated from the source and forwarded by the relay.
Secure communication can be achieved by using classical
measurements, suchas the cryptographic methods at higher
layers. However, the emergence of large-scale, dynamic, and
decentralized cooperative wireless networks imposes new
challenges on classical security measurements.Besides, due
to the additional computational overhead associated with the
key distribution and management process, it may be
impractical for the energy-limited wireless users to handle
while suffering in emergency situations. To this end,
researchers have sought novel information theoretic
techniques that can secure wireless networks without the need
for secret keys. One of the most promising ideas is to exploit
the wireless channel physical layer characteristics for
improving the reliability of wireless transmission against
eavesdropping attacks, named as physical layer security
Recently, physical layer security has emerged as a key
technique for providing trustworthy and reliable future
wireless networks and has witnessed a significant growth in
the past few years.
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Fig. 1: Toy topology for Cooperative network with
eavesdropper.
The above fig 1 shows a source node, a destination node and
a set of relay nodes. It shows where eavesdropper can
overhear the messages while communicating sender and
receiver.

Physical layer security has emerged as a key
technique for providing trustworthy and reliable future
wireless networks and has witnessed a significant growth in
the past few years. As a result, Wyner who introduced the
wire-tap channel and established fundamental results of
creating perfectly secure communications without relying on
secret keys. The maximum transmission rate of reliable
information secretly sent from the source to the intended
destination in the presence of eavesdroppers is termed as
secrecy capacity.

1. PROPOSED WORK
Recently, the interaction of cooperative diversity concept

with secret communication opens opportunity for
overcoming this limitation by cooperation, mainly
cooperative  relaying and cooperative jamming.By

cooperative relaying, a relay node locates closer tothe
destination provides a higher capacity to the primary channel
than the eavesdropping one, which boosts the capacity of the
primary channel and decreases the capacity of the
eavesdropping channel simultaneously by the assignment of
cooperative relays However, most of the prior works are from
the information theory point of view and the relationship
between secrecy capacity enhancement and relay assignment
process has not been well investigated yet. On the other hand,
cooperative jamming technique which introduces intentional
interference to the eavesdropping node in order to increase
the secrecy capacity has also been developed as an interesting
approach for recent secure applications. Unfortunately these
literatures are considering simple models with single source-
destination pair or single eavesdropper. Besides, as far as we
know, joint cooperative relaying and jamming techniques
with the presence of multiple eavesdroppers under
cooperative communication aware wireless ad hoc networks

(WANETS) have not been well exploited yet.

e Model the relay assignment problem for secrecy capacity
maximization, named RAP-SCAN. Then make
comprehensive investigations on the security gain
brought by the relay assignment procedure.

e Develop an optimal relay assignment algorithm, called
ORA-SCAN, which solves RAP-SCAN in polynomial
time.

e Exploit the advantages of jamming technique and
propose a smart jamming algorithm to further increase
the system secrecy capacity.

e Through extensive experiments, we validate our
proposed relay assignment algorithm and jamming
algorithm significantly improve the system secrecy
capacity, which satisfy the critical security requirements
of emergency services under various network settings.

A. Proposed Smart Jamming Algorithm:

In order to reduce the capacity of eavesdropping channel,
jamming technique which encourages one or more involved
nodes to generate artificial interference to the eavesdropping
links is drawing extensive interests It has been shown that,
by carefully scheduling the interaction between relay nodes
and jamming nodes, critical secrecy requirements can be
achieved. In this section, we exploit the advantages of
jamming technique and propose a smart jamming algorithm
to further increase the system secrecy capacity.

B. Transmission Model With Jamming:

Modify the two-phase cooperative communication
transmission model. Under the modified model, one or more
relays that were not assigned to any s-d pairs during the
assignment procedure can be selected to act as friendly
jammer(s) to further increase the system secrecy capacity.
During the broadcast phase, in order to protect the source’s
broadcast message, a relay node is selected to act as the
friendly jammer, which generates intentional interference
towards the eavesdropping nodes. During the cooperative
phase, the assigned cooperative relay, transmit the source’s
message towards the destination. The selected jamming relay
node acts as a friendly jammer to the s-d pair it is serving, and
continues to generate intentional interference towards the
eavesdropping nodes. Take the network in Fig. 2 as an
example, relay node r4 is not assigned to any s-d pairs after
the relay assignment procedure, so it can be selected to serve
as a friendly jammer for hsl, dli. During the cooperative
phase, the assigned cooperative relay node r2 transmits the
data from s1 to d1. r4 acts as a friendly jammer to hsl, dii
and generates intentional interference towards eavesdropper
e2. One should also notice that the interference signal
generated by the selected jamming relay node can also aff ect
the cooperative links, for example, there is interference from
r4 to d1 during both phases. Following our system model,
orthogonal channels are applied to all s-d pairs, the selected
friendly jammer can use the same channel as the s-d pair it is
serving but just generating artificial interference. Thus, the
interference signal generated by the friendly jammer will not
aff ect the transmission of other s-d pairs.
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Fig. 2: Cooperative communication phases with a selected
friendly jammer

Algorithm 4; Friendly jammer selection algorithm
Input: An optimal relay assigument profile &} .
QOutput: A jamming relay selection profle
tRy=1;
pfori=0j=0i<nj<mdo

3| X=t

4end

sforj=1j<mdo

§ ifz,p:]‘si.}':[) then

T ’ Ry=R JUn;,

8 | end

9 end

0 while Ry #0 do

i1 | Select each r; from Ry

| fori=lu=1;i<nuckdo

19 if g, > i then

u : 1j- ]‘l

5| | end

16 | end

iy RJ:RJ—I’j;

18 end

10 Return Xy, .

IVV. PERFORMANCE EVALUATION:

To evaluate the effect of relay location on the primary channel
capacity, we conduct experiments on a topology consisting of
one source, one destination. A relay node is placed into the
network and cooperatively help the transmission from the
source to the destination. We compare the achievable
capacity between source and destination under direct
transmission and cooperative Amplify-and-Forward mode
(CC-AF). We also obtain the capacity upper bound under
cooperative AF mode (CC-AF Upper bound).

To evaluate the efficiency of our proposed relay
assignment algorithm and the smart jamming algorithm, we

carry out comprehensive experiments by studying various
cooperative ad hoc network scenarios.

Fig. 3: Loss of packets when j Jammlng is introduced
The above fig3. Shows X-Axis represents Time and Y-Axis
represents No. of packets lost. Based on that values identified
when jamming node is introduced graph is generated.

V. CONCLUSION AND FUTURE ENHANCEMENT

With the advancement of telecommunication technology,
devices with wireless functionalities are ubiquitous
nowadays. As a result, networking among such devices has
become increasingly critical in both theory and practice. By
using relaying and jamming secure communication can be
provided. With the help of relay nodes packets can be send
without any interruption. Optimal relay assignment algorithm
is used to select the trustworthy relay node. By using jamming
technique further improve the system secrecy capacity. Loss
of packets can be identified based on the handover delay.
Overall system performance is improved by applying
proposed networking schemes over wireless networks.

For a future work, exploit the further enhancement
of secrecy capacity optimization problem using Zone routing
protocol is suitable for WANET and also applicable for large
and diverse network span.
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