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Abstract— state awareness is the process of detecting 

anomaly of the system function. This activity most important 

in diverse environment like cyber-physical systems were the 

system charactertics are diverse, distributed, federated, time-

critical. This paper is a study of state awareness branch and 

identifying method classification and comparing related 

approach, disadvantages with biological inspired Artificial 

immune system approach like Deterministic Dendritic Cell 

Algorithm. Such approach is applicable to validate state 

awareness towards resiliency development in cyber-physical 

applications. 
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I. INTRODUCTION 

State awareness [1] ensures that when faced with a threat, 

knowledge of unacceptable control system behaviour is 

maintained. Hence the system itself identifies its crisis state. 

Awareness is the ability to perceive, to feel, or to be 

conscious of events, object thoughts .It is the state or the 

quality of being aware of something. 

Resiliency can be defined as the ability of the 

system to regain its original state, functionality after 

uncertain behaviour of the system or due to the change in 

environment of the system. System is a collection of 

interrelated components which works together to attain an 

objective. A cyber-physical system (CPS) is a system of 

collaborating computational elements controlling physical 

entities. Cyber physical systems are integration of 

computation, networking and physical processes. 

State awareness plays major role in developing 

resiliency in cyber-physical system where the State 

awareness includes three major tasks data fusion, data 

preprocessing, and anomaly detection. Data Fusion 

techniques combine data from multiple sources and related 

information from the associated databases to achieve 

improved accuracy. Data preprocessing is required to 

modify the data into the unified format since the data are 

collected from different sources having different coding 

formats[3], eliminate redundancy, treatment of the missing 

values and hence increase quality if the data it includes 

cleaning, transformation, feature extraction, feature 

selection and many more. Anomaly Detection is 

identification of data objects which does not belong to 

expected pattern or other items in a dataset anomaly which 

is also to as outliers. In this paper we identify various 

approaches of data fusion, data preprocessing and anomaly 

detection comparing all the approaches with the approach 

we are using. 

The flow of the paper is as follows: in section 2 we 

understand the types of approaches available for each of the 

task. In section 3 we have related work on this topic. In 

section 4 we compare the performance of all approaches 

with the biologically inspired dendritic cell algorithm and 

section 5 has conclusion of this paper. 

II. STATE AWARENESS BRANCHES 

There are many approaches for data fusion, data 

preprocessing and anomaly detection we will see few 

approaches that are available. The Fig 1 shows some of the 

approaches available for tasks of state awareness. 

 
Fig. 1: State awareness branches 

A. Data fusion 

Algorithms are broadly classified into phenomenological 

and non-phenomenological. In phenomenological method 

fusing data uses knowledge of underline physical process.  

Non phenomenological is contrast, it ignores a 

physical process it fuses data either at signal, pixel, feature 

or symbol level. Some of the approaches of data fusion are 

multisensor data fusion technique, neutral network approach 

for data fusion. In multisensor data fusion the main 

objective is fusing and aggregating data from different 

sensors. The goal of using data fusion in multisensor 

environment is to obtain a lower detection error probability 

and a higher reliability by using data from multiple 

distributed sources. Neural network based approach used for 

combining information obtained using multiple inspection 

methodologies in a synergistic manner to obtain more 

comprehensive information about the condition of the test 

specimen. Example fusing eddy current and ultrasonic 

images [2]. 

B. Data pre-processing 

Methods are divided into following categories data cleaning 

is the process of removing data that are incorrect, 

incomplete, improperly formatted or duplicated, treating 

noisy data, missing values, inconsistent data [3]. Data 

integration is combining data coming from different sources 

and providing users with a unified view of the data. Data 

transformation refers to modification of data set by 

mathematical functions.  It is used to change a format of the 
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data which is needed by a particular test or method. Data 

reduction is the process of minimizing the amount of data 

and reduces the cost and time required for the processing of 

the data. Well known techniques used in the data pre-

processing are dataclustering is the task of grouping set of 

data in such a way that a data in a same group are more 

similar to each other than to those in other group. The 

criterion for checking the similarity is implementation 

dependent. Data clustering can be basically classified as 

partition and hierarchical agglomerative clustering. The 

partitioning methods generally result in a set of M clusters 

each object belongs to one cluster. Each cluster may be 

represented by a centroid or a cluster representative. In 

hierarchical agglomerative clustering two closest individual 

objects or group of objects are merged together to form a 

cluster.  

C. Data sampling  

is a statistical analysis technique used to select manipulate 

and analyze a representative subset of data points in order to 

identify patterns and trends in the larger data set being 

examined. Feature extraction starts from an initial set of 

measure data and build a derived value intended to be 

informative and non-redundant facilitating the subsequent 

learning and generalization steps.  

D. Feature extraction has three categories 

filters which extract features from the data without any 

learning involved, wrappers that use learning techniques to 

evaluate which features are useful, embedded techniques 

which combine the features selection step and the classifier 

construction. 

E. Anomaly detection 

is one of the important tasks of the state awareness few 

techniques used are Anomaly detection over noisy data 

using learned 

F. Probability distribution  

Used for detecting anomalies without training on normal 

data . The approach uses machine learning technique to 

estimate a probability distribution over the data and applies 

a statistical test to detect the anomalies. Anomaly detection 

using. 

G. real-valued negative selection  

conventional classification algorithms need samples for all 

classes(for example-normal and abnormal)during the 

training phase this approach uses only normal samples to 

generate abnormal samples, which are used as input to a 

classification algorithm. 

III. RELATED WORK 

According to J.Yim in the paper neural network approaches 

to data fusion, the subject of data fusion has received 

significant attention in recent years. The interest in the 

subject has been fuelled by a desire to combine information 

from multiple sensors. Potential benefits of data fusion 

include more accurate characterization and often an ability 

to observe features that are otherwise difficult to perceive 

with a single sensor. The benefits are closely connected to 

the notion of redundant and complementary information 

[2].paper briefly explains about Data fusion by neural 

network 

According to Deepthi Sisodia in the paper 

clustering techniques: A brief survey on different clustering 

algorithm, Clustering or data grouping is the key technique 

of the data mining. It is an unsupervised learning task where 

one seeks to identify a finite set of categories termed 

clusters to describe the data. The grouping of data into 

clusters is based on the principle of maximizing the intra 

class similarity and minimizing the inter class similarity. 

The goal of clustering is to determine the intrinsic grouping 

in a set of unlabelleddata [5].the paper briefly classifies 

clustering algorithm into partitioning hierarchical and 

density based. 

According to FengGu in the paper Biologically 

Inspired Networking and Sensing: Algorithms and 

Architectures, biological artificial immune system has better 

efficiency for intrusion detection problem. DCA has more 

potential for intrusion detection problem compared to other 

biological artificial immune system. 

IV. COMPARISON OF METHODS 

Dendritic cells (DC) are the part of mammalian immune 

system. Dendritic cells are antigen presenting cells. They 

process antigen and present it on the cell surface of the T-

cell of immune system. The behaviour of these dendritic 

cells is used as foundation to build dendritic cell algorithm 

(DCA).DCA promises to give more efficient intrusion 

detection for artificial immune systems compared to 

available algorithms. The DCA is population- based 

algorithm, each agent in the system represent an ‘artificial 

DC’ each DC has the ability to combine data from multiple 

data streams and can add context to data suspected as 

anomalous. DCA has found its application in computer 

security including detection of port scans and botnets here 

DCA has not only shown the impressive results but also has 

reduced the rate of false alarms compared to other alternate 

approaches [4]. 

The above table 1 compares the approaches with 

DCA. DCA has more advantages when compared to other 

approaches when compared DCA with neural network 

approach are too much like a black box .the training 

outcome can be nondeterministic and depend crucially on 

the choice of initial parameters.  It makes it hard to 

determine how they are solving a problem because they are 

opaque. It makes them difficult to troubleshoot when they 

dint work as you expect. On the other hand the working of 

DCA can be traced out by bottom-up approach and hence 

can be easy to interpret in case of any errors. Neural 

network algorithm are not probabilistic a neural network 

might give you a continuous number as its output but 

translating into a probability is often difficult.   Neural 

networks are not magic hammers. 

Task Approaches 
Disadvanta

ge 

Solution 

by DCA 

Data 

Fusion 

1.Multi Sensor 

2.Neural Network 

Black Box, 

not 

Probabilisti

c, 

White 

Box, 

Probabilis

tic 
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Data 

Preprocessi

ng 

1.Data Clustering 

2.Data sampling 

3.Feature 

Extraction 

Lack of 

Interpretabil

ity of 

Cluster 

Descriptor[

3], Lack  of 

Highly 

Representat

ive Sample 

Efficient 

Clustering

, 

Random 

Selection, 

High 

Clarity of 

Selection 

 

ANOMAL

Y 

DETECTI

ON 

1.Learned 

Probability 

Distribution(Baye

sian Learning) 

2.Real Valued  

Negative 

Selection 

Excessive 

False alarm, 

low quality, 

Information 

theoreticall

y infeasible, 

Unautomati

c. 

High 

Quality, 

Reduced 

Rate of 

False 

Alarm, 

Automati

c 

Table.1: Method comparing with different branches 

Data clustering has two method partitioning and 

hierarchical agglomerative. Disadvantage of partitioning is 

that the resulting clusters are not independent of the order in 

which the documents are processed, with the first clusters 

formed usually being larger than those created later in the 

clustering run. Disadvantages of hierarchical agglomerative 

are inability to make corrections once the splitting/merging 

decision is made. Lack of Interpretability Regarding the 

cluster descriptors [5]. In DCA Data sampling requires 

careful selection of sample which is difficult and the sample 

selected by this method should be highly representative 

where as in DCA no such selection of the sample is required 

hence the problem is eliminated.  

If the information’s is required for each and every 

unit in the study, then it is difficult to interview each and 

every group in the sampling method. DCA is free of 

sampling method and hence it overcomes its entire 

disadvantage. In feature extraction disadvantage of filter 

extraction method is that it does not take into account the 

classifier. Wrappers have computational inefficiency as the 

feature space grows. 

In anomaly detection of learned probabilistic 

distribution disadvantages are excessive false alarms, low 

quality, in real valued negative selection disadvantages are 

information theoretically infeasible, unautomatic. DCA 

overcomes these by High quality, reduced rate of false 

alarm, automatic 

V. CONCLUSION 

In this paper we have defined state awareness, resiliency and 

cyber physical system. How can we state awareness help 

cyber physical system to be resilient. The three major task of 

state awareness data fusion, data preprocessing, anomaly 

detection and the different approaches available to achieve 

these task. We have mentioned the advantages and 

disadvantages of these approaches and compared it  

with DCA and hence proving DCA is the better approach to 

state awareness. 

In future we are implementing state awareness to 

the road traffic control system using DCA to ensure safety. 
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