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Abstract— We are all aware of internet and its popularity in 

this modern world.But many websites are very harmful for 

our internet community (i.ePornographic sites) and they are 

spreading like virus in internet. Thispaperpresents a new 

framework on web Interaction Content Filtering and 

Security. Due to this Content-Based Web filtering has 

become an important tool to detect this kind of sites and to 

filter this kind of inappropriate information on the web. 

There are two types of techniques: - text filtering techniques 

and image filtering techniques. For web-security, IPv6 

having good features from security perspective, but the 

improvement in technology brings new challenges for web 

content filtering. 
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I. INTRODUCTION 

We are all aware of internet and it’s popularity in this 

modern world.But many websites are very harmful for our 

internet community (i.e Pornographic sites) and they are 

spreading like virus in internet. To get protected from this 

type of malware we need web interaction content filtration 

and security. 

A. Exposure to the Pornographic Websites Problem 

The increase in tariff in the number of pornographic web 

sites coupled with the increase in the number of user using 

the internet leads to a heated debated about safety issues. 

The psychologists proven that pornography can lead to the 

sexual violence and cause user to act sexually against each 

other. Exposure to pornography (such as, pornographic 

materials related to rape or child molestation) results to 

make user victims of sexual violence. There are different 

techniques to protect against pornographic websites using 

web filtering system. 

B. A Study of Web Filtering Techniques 

Previous Web filtering approaches include the following: 

1) Blacklists and White lists:-They are the list for 

websites, that must be block or allowed respectively. 

The websites which are blocked for certain reasons are 

kept in blacklist .Websites will be included in 

blacklisted if their domain name contain keyword such 

as \sex or \xxx. In whitelist we create the list of 

permissible site and other sites are blocked . The main 

problem with this type of lists is that because new sites 

continually emerge in internet everyday; it is very 

difficult to construct and update complete and up-to-

date lists. 

2) Keyword Blocking. In this process a array of keywords 

issued to checkout blacklists web-pages. If a web-page 

contsins a number of blacklisted keywords, it is 

considered undesirable. The problem with this method 

is that the meanings of words depend on the context. 

For example, sites about biological research could be 

restricted because of presence of the word \breast" that 

is used as a keyword for \pornography class". Another 

problem is that it can be easily defeated using another 

intentionally words or unintentionally misspelled 

words. 

C. Text classification: 

Automatic text classification has been of gainingimportance 

because of the increase in number of text documents in 

recent years. Automated text classification is a supervised 

learning task that assigns pre-defined category labels to new 

documents using comparison with a training set of labeled 

documents.The main methods to text classification are: 

Naïve Bayes(NB), K-Nearest Neighbour (KNN) and 

Decision Tree. 

Naive Bays (NB) classifiers are widely used 

because ofit’ssimplicity and computational efficiency. NB 

uses relative frequencies of words in a document as words 

probabilities and uses to assign the proper category to 

documenting. NB assumes that the conditional probability 

P( )of a word w, of the given category C, denoted by 

P(wjC),.  

K-Nearest Neighbor (KNN) is a statistical 

approach which is among the most accurate methods of 

classifying documents. Given a document, K-Nearest 

Neighbour takes k most similar documents from training 

and uses the documents to determine categories of the 

document being classified.  

II. METHODOLOGY 

Each content-based analyzer can be described 

followingmethods : 

A. Image filter method 

System contain three main processes: normalized R/G ratio, 

histogram analysis, and matrix-composition based on skin 

detection. Image processor analyze the order of web page, 

the image types should be JPG/JPEG, BMP, PNG, or PCX. 

Furthermore, the image should be of sizes of 50x50 pixels 

and 1300x1300 pixels. After that, the web sites  passed to 

image-content filter. 

1) Normalized R/G Ratio  

Normalization is any data transformation that adjusts for 

these effects and allows to compare the data from two 

samples.Normalization scales one (R or G) or both (R and 

G) of the measured expression levels for each gene to make 

them equivalent, and the expression ratios derived from 

them. Normalization Methods: 

1) 1 .Normalization basically realise on global adjustment. 

Log2(R/G)  ->  log2(R/G) - c = log2 R/(kG) 

Choices for k or c = log2k are c = median or mean of 

log ratios for a particular gene set ,where: k = ∑Ri/ ∑Gi.   

2) Intensity-dependent normalization 

Here, normalization  runs a line through the middle of 

the MA plot, shifts M value of the pair (A,M) by 

c=c(A), i.e.log2(R/G)  ->  log2(R/G) - c (A) = log2 

R/k(A)G. 
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Where : c(A) is made by Lowness function.Lowess 

normalization – it is a method that removes intensity-

dependent dye-specific effects into the log2(ratio) 

values. 

 
Fig. 1: 

2) Method:- 

Plotting the measured log2(R/G) ratioof every array feature 

as a function of the log10(R*G) or ½*log2(R*G) product 

intensities.  

Self-hybridization test - It is expect to see 

absolutely no differential expression and consequently 

average of all log2(ratio) should be zero. 

The R-I plot shows a slight downward and upward 

curvature at the low and high intensities ends respectively, 

as well as an increased spread in the distribution of 

log2(ratio) values at low intensity level. 

In this R-I graph, points are color-coded based on 

whether they are less than one standard deviation from its 

mean (brown), between one and two standard deviations 

(blue), or more than two standard deviations from the mean 

(green). 

3) RG color space 

A neutral object infers equal values of red, green 

and blue stimulus. The middle point of chromatic figure is 

positioned at point (1/3,1/3). The white point is a 

combination of 1/3 red, 1/3 green and 1/3 blue. With 

maximum Red equal 1 the further a images moves from line 

the more blue present in image trying to be matched. 

 
Fig. 2: 

 
Fig. 3: colour specification of the RGB colour cube 

In Image-processing, normalized RGB is a 

representation, which is easily obtained from the RGB 

values by a simple formulae:  

 r=R/R+G+B 

 g=G/R+G+B 

 b=B/R+G+B 

The addition of the three normalized components 

should be equal to (r+g+b= 1). However, it was observed 

that skin invariably contains a significant level of red and 

green, especially red, and using this observation, certain 

values of R/G ratio were used asskin presence indicators. 

Therefore, we applied only two color tones (red and green) 

for image consideration in our work 

4) Histogram Analysis  

In Image-Processing, a histogram analysis is a graph 

demonstrating the number of pixels in the image at each 

different intensity value of that image. Let HR(i) be the 

color histogram of image i. An image is represented by a 

feature vector H as follows. 

                     H = { HR(1), HR(2), ..., HR(M) }  

If any  images get in the range of training set 

results, it can  be pornographic images. Afterwards, they 

will be processed using Image Analysis. 

a) Image Analysis   Image Analysis involves the 

analysis the image data to facilitate solving vision   problem. 

This method involves two topics:  

 Feature Extraction: It is the process of taking higher 

level image information, such as shape or color 

information.  

 Pattern Classification: It is the act of taking this higher 

–level information and identifying objects within the 

image. 

Image analysis is basically data reduction process. We 

have seen, images contain enormous amount of data, this 

information is around hundreds of kilobytes or megabytes, 

so primary part of the image analysis task is to determine 

exactly what information is necessary. Image analysis uses 

both computer vision and image processing. 
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Fig. 4: Image analysis of Histogram 

For computer vision, the product is typically the 

extraction of high-level information for computer 

manipulation. This type of high-level information contain 

parameter of shape to control manipulator to help in 

diagnosis of skin tumor. 

In image processing application, image analysis 

methods may be used to help to determine the type of 

processing required and the specific parameters needed for 

that processing. 

This process contain mainly three stages: 

System Model 

1) Preprocessing. 

2) Data Reduction. 

3) Features Analysis. 

B. Preprocessing: 

This method is used to filter the noise and eliminate 

unnecessary information. Noise is unwanted information 

that can result from the image acquisition process, other 

preprocessing steps might include: 

 Gray –level (reducing the number of bitsper pixel or the 

image size). 

 Finding regions of interest for further processing. 

C. Data Reduction:  

It reduces the data in spartial domain by transforming it into 

another domaincalled the frequency domain, and then 

extraction features for the analysis process. 

3. Features Analysis: 

The features extracted from previous process are examine 

and evaluated for their use in the application. 

Region of Interest Image Geometry Often, for image 

analysis we want to investigate more closely a specific area 

within the image, called region of interest (ROI). Crop, 

Zoom, Enlarge, Shrink, Translate and Rotate are the main 

image geometry operations. The image crop process is the 

process of selecting a small portion of the image, a sub 

image and cutting it away from the rest of the image. If we 

crop some of the image from original image then also we 

can zoom it by enlarge it. The zoom function be done in two 

ways: 

1) Zero-Order Hold. 

2) First _Order Hold. 

1) Zero-Order Hold: In Zero-Order hold we repeat 

previous pixel values, creating blucky effect as in 

figure. 

2) First-Order Hold: In First-Order hold it is done by 

calculating linear interpolation between an adjacent 

pixels, i.e., finding the average value between two 

pixels and use that as the pixel value between those 

two, we can do this for the rows first as follows: 

Original Image Array                        Image with Rows 

Expanded 

8 4 8                                                               8 6 4 6 8 

4 8 4                                                               4 6 8 6 4 

8 2 8                                                               8 5 2 5 8 

D. Edge Detection 

Edge Detection is one of the basic operation in image 

processing. The edges of itemsin an image hold much of the 

information in the image. 

The edges tell you where: 

 Items are. 

 Their size. 

 Shape 

 and something about their texture. 

Edge detection methods are used as a first step in the 

line detection processes, and they are used to find object 

boundaries by marking potential edge points corresponding 

to place in an image where rapid changes in brightness 

occur. After these edge points have been marked, they are 

merge to form lines and objects outlines. 

E. Histogram 

The histogram is a plotted graph of the greyscale levels v/s 

the number of pixels at that value. It is plot with 

“brightness” on  It is a graph with "brightness" on the 

horizontal axis ranges from 0 to 255 intensity scale and 

number of pixels on the vertical axis. The histogram gives 

us a convenient -easy -to -read representation of the 

concentration of pixels versus brightness of an image, using 

this graph we able to see immediately: 

1) Whether an image is basically dark or light and high or 

low contrast.  

2) Contrast enhancement would be significantly applied to 

make the images more subjective pleasing to an 

observer, or easy to interpret by succeeding image 

analysis operations. 

3) Histogram Equalization It is a technique where the 

histogram of the final image is as flat as possible.Thus 

the result in histogram equalization with grouped 

closely to “spread of flatting histogram helps the bright 

pixel to look brighter and vice versa”. 

This method basically consist of four step: 

1) Calculate the current sum of histogram values 

2) Take the value from step1 and to normalize it divide the 

value by total number of pixel. 

3) Take the value from step 2 and multiply it by maximum 

gray level value and round the product. 

4) Using one-to-one correspondence map the gray level 

values to value from step 3. The following example will 

help to clarify this process. 
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Fig. 3: Histogram Equalization 

If the web sites cannot be blocked by histogram 

analysis, they will be passed to the next process, the human 

composition matrix based on human skin detection. 

1) Human Composition Matrix based on Human Skin 

Detection 

In this process, we propose a new technique for 

pornographic web site filtering. It is called the Human 

Composition Matrix (HCM). If a web site contains several 

nude images, HCM decides that the web site should be 

blocked. We have found that HCM is effective at detecting 

pornographic images, and it does not take much time.  

Firstly, HCM is to segment the image into a square 

matrixform usually having dimensions 6x6 . We actually 

test more matrix sizes such as 3 x 3, 4 x 4, 5 x 5, 6 x 6, 7 x 

7, 8 x 8, and 9 x 9. The empirical results show that the 6x6 

matrix size is most common for this task. The HCM 

technique then considers each image in the square matrix 

format. 

After an picture is in the square matrix format, it is 

analyzed using human skin detection technique. Human skin 

detection is done by detecting human skin pixels in an 

image. 

 P(rgb|skin) = s[rgb]/Ts P(rgb|¬skin) = n[rgb]/ 

Tn 
 Where: 

 s[rgb]:- pixel count in rgb of skin histogram 

 n[rgb] :-is the equivalent count from the non-skin 

histogram. 

 Tsand Tn:- the total counts of skin and non-skin 

histogram. 

 
Fig. 4:Human Composition Matrix 

F. Methods of Skin Detection: 

 Pixel-Based Methods  

 Classify each pixel as skin or non-skin individually, 

independently from its neighbors.  

 Color Based Methods fall in this category Skin color 

model for face detection: 

a) Normalized RGB – rg space 

It is very essential to get a skin-color model, which is 

helpful to detect faces of different races ,sexs and ages. 

They utilize the following rules: an R, G, B pixels classified 

as skin if and only if :R>95 and G>40 and B> 20 and 

max(R,G,B) – min(R,G,B)>15and |R-G|>15 and R>G and 

R>B Let the RGB denote the normalized color space, which 

sex pressed in: r=R/R+G+B   g=G/R+G+B  b=B/R+G+B 

b)  HSV color model 

The HSV (hue, saturation, and value) model is same as tothe  

human perception of color. It can be conveniently 

represented by the hex cone model. 

 
Fig. 5:hex cone model 

𝐻1 = cos−1 (
0.5[(𝑅−𝐺)+(𝑅−𝐵)]

√(𝑅−𝐺)2+(𝑅−𝐵)(𝐺−𝐵)
)………….1 

H=H1   if B<G,H=360-H1 ifB>G………...…2 

𝑆 = 𝑀𝑎𝑥(𝑅, 𝐺, 𝐵) −
𝑀𝑖𝑛(𝑅,𝐺,𝐵)

𝑀𝑎𝑥(𝑅.𝐺.𝐵)
……………...3 

𝑉 =
𝑀𝑎𝑥(𝑅,𝐺,𝐵)

255
……………………………….4 

In approach to face detection, both the normalized 

RGB model and the HSV model are use to detect the face-

like color. 

0.36<r<0.465, 0.28<g<0.363,…………………. (5) 

0<H<50, 0.20<s<0.68, 0.35<v<1.0…………… (6) 

 
Fig. 6:Face detection using agent: (a) uniformly distributed 

agents in a color image, (b) agents are detecting skin-like 

pixels and (c) the final detecting result. 

1) Uniformly distribute an initial set of agents A={agent i} 

in the image.In order to detect all the possible faces, the 

agents are distributed in each 20*15 part of the image; 

therefore, N is the sum of number of pixel/300. 



Web Interaction Content Filtering and Security 

 (IJSRD/Vol. 3/Issue 12/2016/084) 

 

 All rights reserved by www.ijsrd.com 328 

2) For each agent in A, calculate the Hue-Saturation-Value 

values of that point where the agent locates using eqn 

(1) and (4)then determine whether point is face pixel or 

not using eqs (5)and (6). 

3) If the point belongs to a face region and has not been 

seen by any other agents, agent will put a marks at that 

point. Then it will reproduce four son agents in its four 

neighboring points and these son agents are also added 

into agent set A and have the same family index as their 

father agent. After the self-reproduction, the father 

agent will be removed from the image. 

4) If that point is not belong to face or it is visited by 

another person, agent use to one of its eight neighbors, 

and its age will be increased by one 

5) If all the agents in set A are take out,in other words, if 

the agent set A is empty, the  computation stops, 

otherwise, repeat from step 2. The regions marked by 

the agents are face-like regions. 

If the website is not get blocked by the histogram 

analysis, they will be send to next method human 

composition matrix based on human skin detection. 

G. Text filter method 

In this method, a model of web filtering is built by a 

supervised machine learning algorithms: Support Vector 

Machines (SVMs). Then, it is a  binary text classification, 

since it involves the classification of incoming documents 

into two disjoint categories: the pornographic websites and 

the non-pornographic web sites. 

Support Vector Machines (SVM)is a procedure 

which may use decisions surface to divide data points into 

classes. In its simpler form, training documents is represent 

as vectors and the algorithm determines hyper planes which 

are separated of training documents. Test documents are 

classified according to their positions with respect to the 

hyper planes The SVM is a learning method introduced by 

Vapnik based on the structural risk minimization principle 

from computation learning theory that finds a maximal 

margin separating hyper plane between two classes of data.  

Our text filtering [method] is defined as below: 

The ordinary way of document representation is 

usually as a structured “bag of words”. It will contain each 

unique word that becomes a feature, including the word 

occurs in the document and term weighting that uses the 

popular term weighting technique (TF-IDF) .we also apply 

the N-gram technique for our work. 

An N-gram is a subsequence of n items from a 

given sequence. An n-gram of size1 is a “unigram”; size 2 is 

a “bigram”; size 3 is a “trigram”; and size 4 or more is 

simply called an “n-gram”. N-grams are popular technique 

in statistical natural language processing. Then, bigrams is 

extracted based on a probabilistic model(Bays' theorem) 

following. 

𝑃(𝑊𝑖|𝑊𝑖 − 1) = 𝑃(𝑊𝑖 − 1, 𝑊𝑖)/𝑃(𝑊𝑖 − 1)……..7 

Where:- 

Probability of a word wi given the prior word 

𝑊𝑖 − 1:is equal to the probability of their bigram the  

𝑊𝑖 − 1, 𝑊𝑖: divided by the probability of the prior word. 

For model of text filtering, let x1,..,xi∈ N, where xi is a 

feature vector, be a given training set. The basic concept of 

SVMs is to build a function that takes the value +1 in a 

“relevant” region capturing most of the data points, and -1 

elsewhere 

Minimize:-𝑉(𝑤, £, 𝜌) =
||𝑤||2

2
+

1 

𝑣  
 ∑£i𝜌 

Subject to:-  (𝑤. 𝜑(𝑥𝑖)) ≥ 𝜌 − £𝑖‚£𝑖 ≥ 0 

Where: 

     V∈{0,1}:- is a parameter which lets one control one of 

the vectors. 

     Errors:- is a measure of the misclassification errors  

     P:-is the margindecision function that can be described as 

follows: 

f(x) = sign ((w. φ(xi) − ρ)…………………..8 

where : 

αi: Lagrange multiplier 

sprimal variables equal zero, and then we can get: 

𝑤 = ∑ 𝛼𝑖. 𝜑(𝑥𝑖) … … … … … 9 

where : 

xi :closest to the hyper plane and has nonzero values These 

points are called support vectors.The  problem is given by. 

Minimize:  w(∝) =
1

2
∑ ∝ 𝑖 ∝ 𝑗𝑘(𝑥𝑖, 𝑥𝑗)𝑖𝑗  

Subject to: 0 ≤∝ 𝑖 ≤
1

𝑣
, ∑ ∝ 𝑖 = 1𝑖  

III. DESIGNOFWEB-FITERINGSYSTEM FORIPV6 

A. Architecture 

The framework  is based on the distributed  architecture 

(shown in Fig. 1),  consisting of  AC (Administrator Center), 

WCF (Web Content Filtering module) and WCA (Web 

Content Analyzer). 

1) Administrator Center 

AC, with the most important role ,is responsible for the 

generation, maintenance and deployment of filtering rule. 

To ensure real-time update of the  rule, AC is  able to 

deploythefilteringruleperiodically. 

2) Web Content Filtering Module 

WCF, as the execution module, is injected into Intranet 

router. The module of web content filtering will not be 

executed until the relevant router catch HTTP web data. 

 
Fig. 7: Architecture of the Web Content 

B. Filtering forIPv6  

In order to allow different computer users to have different 

levels of internet access under sophisticated circumstance, 

WCF interconnects with sub-WCF embracing different level 

of web filtering. 
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WCF exactly enforces the illegal URL rule 

deployed by AC, by the filtering rule, WCF is able to block 

illegal or reactionary web content . Specifically ,the filtering 

module firstly extracts the valid URL address from “HTML 

Get header. The flow chart of execution is shown in Fig.1. 

In addition to the  periodical policy broadcast of 

AC, any WCF canal so initiatively query and enforce the 

real-time policy. 

1) Web Content Analyzer 

In this framework, after IPv6 communication terminals 

decode the cipher text encrypted by IP sec ESP,WCA can 

get the web content in the manner of plain text. In order to 

indentify unknown illegal URL , WCA maintain a global 

illegal the  list which can be  updated by  AC according to 

real-time networking .Any URL whose web content  is 

matching  with this illegal the saurus  lists are totally  

viewed as the illegal URL and reported to AC, which in turn 

will generate the filter in gruel dynamically, and then deploy 

the newly generated rule to all WCFs that will enforce the 

newly received illegal filtering laws to  block the  illegal or  

reactionary web content globally. 
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