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Abstract— In image Steganography the information is 

hidden exclusively in images. Steganography is the art and 

science of secret communication. It is the practice of 

encoding/embedding secret information in a manner such 

that the existence of the information is invisible. 

Steganalysis is the breaking of Steganography and is the 

science of detecting hidden information. The main objective 

of steganalysis is to break Steganography and the detection 

of stego image. Almost all steganalysis algorithms depend 

on Steganography algorithms introducing statistical 

differences between cover and stego image. Similar 

techniques can also realize large-capacity embedding for 

Steganography. Candidate transforms include discrete 

cosine Transform (DCT), discrete wavelet transform 

(DWT), and discrete Fourier transform (DFT). By being 

embedded in the transform domain, the hidden data resides 

in more robust areas, spread across the entire image, and 

provides better resistance against signal processing. The 

Work is carried out with the objectives to find out the best 

image Steganography method among the Discrete Cosine 

Transform, Discrete Wavelet Transform, Hybrid Transform 

and Novel Transform method with application of bilateral 

smoothing for denoising purpose on the basis of its factors 

like Peak Signal to Noise Ratio, Mean Square Error, 

Normalized Absolute Error and Correlation .The primary 

objective of my current work is to increase PSNR and 

decrease MSE and NAE of the image. 
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I. INTRODUCTION 

Modern steganography entered the world in 1985 with the 

advent of personal computers being applied to classical 

steganography problems.[5] Development following that 

was very slow, but has since taken off, going by the large 

number of steganography software available: 

 Concealing messages within the lowest bits of noisy 

images or sound files. 

 Concealing data within encrypted data or within 

random data. The message to conceal is encrypted, then 

used to overwrite part of a much larger block of 

encrypted data or a block of random data (an 

unbreakable cipher like the one-time pad generates 

ciphertexts that look perfectly random without the 

private key). 

II. LITERATURE SURVEY 

A. D. Ker [1] Proposed steganalysis methods for extensions 

of least-significant bit (LSB) overwriting to both of the two 

lowest bit planes in digital images: there are two distinct 

embedding paradigms. The author investigates how 

detectors for standard LSB replacement can be adapted to 

such embedding, and how the methods of “structural 

steganalysis,” which gives the most sensitive detectors for 

standard LSB replacement, may be extended and applied to 

make more sensitive purpose-built detectors for two bit 

plane Steganography. The literature contains only one other 

detector specialized to detect replacement multiple bits, and 

those presented here are substantially more sensitive. The 

author also compares the detestability of standard LSB 

embedding with the two methods of embedding in the lower 

two bit planes: although the novel detectors have a high 

accuracy from the steganographer’s point of view, the 

empirical results indicate that  embedding in the two lowest 

bit planes is preferable (in some cases, highly preferable) to 

embedding in one. 

A. Sur et al. [2] Proposed a new spatial domain 

block based encoding method which adds less noise during 

embedding. Proposed block based encoding scheme uses 

Single Digit Sum Encoding and Matrix Encoding to 

improve the embedding efficiency. We show analytically 

that the amount of additive noise due to embedding for the 

proposed scheme is less than both LSB matching in single 

bit plane and LSB replacement in multiple bit planes. 

Experimental results reveal that the proposed scheme shows 

better performance against Wavelet Absolute Moment 

steganalyzer than LSB with single plane and LSB with 

multiple planes [2]. 

D. C. Wu et al. [10] A new and efficient 

Steganography method for embedding secret messages into 

a gray-valued cover image is proposed. In the process of 

embedding a secret message, a cover image is partitioned 

into non-overlapping blocks of two consecutive pixels. A 

difference value is calculated from the values of the two 

pixels in each block. All possible difference values are 

classified into a number of ranges. The selection of the 

range intervals is based on the characteristics of human 

visions sensitivity to gray value variations from smoothness 

to contrast. The difference value then is replaced by a new 

value to embed the value of a sub-stream of the secret 

message. The number of bits which can be embedded in a 

pixel pair is decided by the width of the range that the 

difference value belongs to. The method is designed in such 

a way that the modification is never out of the range 

interval. 

H. C. Wu et al. [14] In order to improve the 

capacity of the hidden secret data and to provide an 

imperceptible stego-image quality, a novel Steganography 

method based on least-significant-bit (LSB) replacement 

and pixel-value differencing (PVD) method is presented in 

this paper. First, we obtain a different value from two 

consecutive pixels by utilizing the PVD method. A small 

difference value can be located on a smooth area and the 

large one is located on an edged area. In the smooth areas, 

we hid the secret data into the cover image by LSB method 

while using the PVD method in the edged areas. Because the 

range width is variable, and the area in which the secret data 

is concealed by LSB or PVD method are hard to guess, the 

security level is the same as that of a single using the PVD 

method of the proposed method. From the experimental 
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results, compared with the PVD method being used alone, 

the proposed method can hide much larger information and 

maintains a good visual quality of stego-image [14]. 

III. METHODOLOGIES 

A. Discrete Cosine Transform (Dct) 

A discrete cosine transform (DCT) expresses a finite 

sequence of data points in terms of a sum of cosine 

functions oscillating at different frequencies. DCTs are 

important to numerous applications in science and 

engineering, from lossy audio (e.g. MP3) and images (e.g. 

JPEG) (where small high-frequency components can be 

discarded), to spectral methods for the numerical solution of 

partial differential equations. The use of cosine rather than 

sine functions is critical for compression, since it turns out 

(as described below) that fewer cosine functions are needed 

to approximate a typical signal, whereas for differential 

equations the cosines express a particular choice of 

boundary conditions [11]. In particular, a DCT is a Fourier-

related transform similar to the discrete Fourier transform 

(DFT), but using only real numbers. DCTs are equivalent to 

DFTs of roughly twice the length, operating on real data 

with even symmetry (since the Fourier transform of a real 

and even function is real and even), where in some variants 

the input and/or output data are shifted by half a sample. 

There are eight standard DCT variants, of which four are 

common. 

B. Discrete Wavelet Transform (Dwt) 

The original image is high-pass filtered, yielding the three 

large images, each describing local changes in brightness 

(details) in the original image. It is then low-pass filtered 

and downscaled, yielding an approximation image; this 

image is high-pass filtered to produce the three smaller 

detail images, and low-pass filtered to produce the final 

approximation image in the upper-left. In numerical analysis 

and functional analysis, a discrete wavelet transform (DWT) 

is any wavelet transform for which the wavelets are 

discretely sampled. As with other wavelet transforms, a key 

advantage it has over Fourier transforms is temporal 

resolution: it captures both frequency and location 

information (location in time) [12]. 

C. Hybrid Transform Domain Techninque 

DCT and DWT are the most commonly used algorithms. 

The DCT has high energy compaction property and requires 

less computational resources. The energy compaction 

property of an algorithm refers to the ability to concentrate 

most important information signal into as much as few low 

frequency components. On the other hand, DWT is a multi-

resolution transform technique and variable compression 

can be easily achieved. The main disadvantages of DCT are 

introduction of false contouring effects and blocking 

artifacts at higher compression, and, that of DWT is 

requirement of large computational resources. So the idea of 

exploring the advantages of both algorithms generates the 

idea of combining the two techniques. Such combination of 

two algorithms is referred as hybrid algorithm [25]. Both 

DCT and DWT transform domain techniques are robust in 

nature and one technique outweighs another with respect to 

some parameter of importance. So, instead of using only one 

technique hybrid transform domain technique can be used. 

This allows for better imperceptibility and payload in 

comparison to using a single technique. 

D. Novel Technique With Bilateral Moothing 

The whole algorithm is split into different steps. 

1) Perform DWT on the original image. 

2) Perform DCT on steganography image.  

3) Replace LL band of DWT image with DCT LL band 

and save image. 

4) Similarly Save respective bands of DWT image into 

DCT images. 

5) Perform image fusion with bilateral smoothing to 

denoise the result. 

IV. PARAMETERS FOR IMAGES 

A. Mean Square Error (Mse) 
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where, M and N are rows and columns, respectively of the 

image. xj,k is the original image and x’j,k is the 

corresponding output image. The MSE should be less, 

which means that the pixel intensity of the input and output 

image should be as close as possible. 

B. Peak Signal To Noise Ratio (Psnr) 

PSNR= 
MSE

2

10

255
log10   

Peak Signal to Noise Ratio should be as large as possible 

which means that the content of signal in the output is large 

and the noise is less. Since it is peak signal to noise ratio 

that’s why the value of the signal is considered as maximum 

which is 255 (for gray scale images the gray scale ranges 

from 0 – 255) [6]. 

C. Normalized Absolute Error (Nae) 

NAE =  
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where, x’j,k is the original image and is the corresponding 

output image x’j,k Normalized Absolute Error is the 

normalized absolute error, so it should be minimum showing 

that the difference between the input image and the output 

image is less. 

V. CORRELATION   

The value of each pixel in a correlation image is a measure 

of how well the target image matches the searched image at 

that point. 

VI. RESULTS 

This section of or paper aims at providing the results of the 

algorithms of Image Steganography Techniques like DCT, 

DWT, Hybrid DCT-DWT and Novel technique with 

bilateral smoothing which have been described in previously 

and determine the best one for image steganalysis. The 

comparison of these techniques is done on the basis of 
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different contrast images and for evaluation of these 

techniques, various performance parameters are calculated 

like Mean Square Error (ACE), Normalized Absolute Error 

(NAE), Peak Signal to Noise Ratio (PSNR) for colour 

images and correlation. These are the objective measures of 

evaluation and the subjective evaluation is done on the basis 

of Visual Quality of the images.  

A. Implementation Results of Techniques   

This section shows the results of different approaches and 

compares the quality of enhanced images. Following are the 

results of enhancement algorithms for the techniques 

discussed in previously. 

 
Fig. 1.1: DCT with BF. 

 
Fig. 1.2: DWT with BF. 

 
Fig. 1.3: Hybrid with BF. 

 
Fig. 1.4: Novel with BF. 

Technique 

Name 
MSE SNR Correlation NAE 

DCT with 

BF 
2.3586e4 

-

45.0407 
0.0335 0.9949 

DWT with 

BF 
2.0683e3 12.8670 9.5668 0.3458 

Hybrid 

with BF 
1.0568 43.5300 7.6910 0.0015 

Novel with 

BF 
0.1744 51.3527 7.6887 

6.1347e-

004 

Table 1.1. Results of image 1. 

 
Fig. 2.1: DCT with BF. 

 
Fig. 2.2: DWT with BF. 

 
Fig. 2.3: Hybrid with BF. 

 
Fig. 2.4: Novel with BF. 

Technique 

Name 
MSE SNR Correlation NAE 

DCT with 2.1181e+04 - 0.0207 0.9959 
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BF 48.0866 

DWT with 

BF 
1.7833e+03 12.5791 8.2486 0.5630 

Hybrid 

with BF 
0.9068 43.7140 6.3879 0.0027 

Novel with 

BF 
0.1467 51.6241 6.3862 0.0011 

Table 1.1. Results of image 2. 

VII. CONCLUSION 

In this paper we have given the over view of the different 

image steganography techniques. The result of the Tables 1 

and 2 shows that novel technique with bilateral filter is 

better in terms of Peak signal to noise ration and also the 

mean square error and normalized absolute error are less. 

The Hybrid Technique also performs better than individual 

DCT and DWT techniques with bilateral filter. Results of 

DWT show that DWT performs better than DCT technique. 

In future the algorithm can be further improved in terms of 

different parameters like entropy, Absolute Contrast Error. 

Also this algorithm can be further improved in terms of 

robustness.  

The future scope is that above technique can be 

applied to other colour images with different details also. 

Other techniques can be compared with these techniques to 

improve the technology. 
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