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Abstract— Cloud Technology facilitates sharing of platform 

software service and information. Cloud Computing which 

is been developed on grid has various methods for intrusion 

detection, though they lack standard features required in 

system. Security is Major concern as cloud consists of vital 

and highly private information of user cloud computing 

availability is major issue. Intruders indent to log in and 

steal information from servers. In such conditions only 

genuine request are to be forwarded to server whereas the 

intruders need to be tracked, honey bee server facilitates 

this. 
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I. INTRODUCTION 

Cloud Technology is an entirely web approach in where all 

applications and archives are compared on a cloud which 

contains of 1000 of systems interlinked organized in a 

compound manner. Cloud technology integrates theories of 

parallel and distributed computing to deliver collective 

sources hardware software and data to computers or other 

devices on request. Which are emerging DS (distributed 

systems) that charts a “pay as you use” Method. Customer 

requisite not buy software or working out platforms. 

Through internet facility client can use working power or 

software sources by paying currency only for duration 

he/she has used resource. This forces the conventional 

software licensing policies to change and avoids spending of 

money for the facilities the customer does not use in a 

software package. Cloud  computing  is  an  on  demand  

service  in  which  shared  resources,   information,   

software   and   other   devices   are Provided according to 

the client requirement at specific time. The whole Internet 

can be viewed as a cloud. The  whole  Internet  can  be  

viewed  as  a  cloud  of  many  connections less  and  

connection oriented  services. Cloud  computing  is  an  

evolving  paradigm  with  changing  definitions,  but  for  

this research project it  is  defined  as  a  virtual  

infrastructure   which provides shared information and   

communication technology services via an internet cloud for 

multiple external users” through use of the Internet or  large 

scale  private  networks. Cloud  computing  provides  a  

computer  user  access  to  Information  Technology  (IT)  

services  (applications servers  data   storage)   without 

requiring   an  understanding  of  technology  or  even  

ownership  of    infrastructure. To comprehend cloud 

computing, an analogy to an electricity computing grid is 

useful. A power company  maintains   and owns 

infrastructure a distribution  company  disseminates  the   

electricity  and  consumer  merely  uses resources  without  

ownership  or  operational  responsibilities Scheduling of 

tasks in cloud computing is an hard optimization difficult. 

Load balancing of non-pre-emptive Independent tasks on 

virtual machines is an important aspect of task scheduling in 

clouds. Certain VMs are overloaded and remaining VMs are 

under loaded with tasks for processing, the load has to be 

balanced to achieve optimal machine utilization.  Honey bee 

behavior inspired load balancing achieve well balanced load 

across virtual machines for maximizing the throughput. 

Cloud computing is considered a new method of distributing 

computer resources.  These resources are usually distributed 

as services.  The cloud computing service architecture falls 

under   three   categories   of   services   and   there exist   

four deployment   models.   The   services   possess   own   

unique fundamental characteristics that distinguish them 

from the Traditional computing environment. Therefore, in 

this section we present cloud computing characteristics, 

services and deployment models. 

II. LITERATURE SURVEY 

Load balancing is one of the central issues in cloud 

computing [2]. It is a mechanism that distributes the 

dynamic local workload evenly across all the nodes in the 

whole cloud to avoid a situation where some nodes are 

heavily loaded while others are idle or doing little work. M. 

Randles [1]   investigated   a   decentralized   honeybee 

based   load  balancing  technique  that  is  a  nature inspired  

algorithm  for  Self organization.  It achieves global load 

balancing through local server actions. Performance of the 

system is enhanced with   increased   system   diversity   but   

throughput is not increased with an increase in system size. 

It is best suited for the conditions where the diverse 

population of service types is required 

A. Survey 

1) Survey On Paper 1 

Title: A Taxonomy of Cloud Computing System 

Author: Bhaskar 

Abstract: Computational world is becoming very large and 

Complex. Cloud computing has emerged as a popular 

computing to support the processing of large volumetric 

data. The paper describes architecture of cloud paper 

describes amazon Google cloud design and focus on new 

work in cloud. 

Conclusion: The paper describes cloud and facilities it 

provide to user the article presents good focus on cloud 

work that can be done with problems to face. 

2) Survey On Paper2 

Title: Internet-Intrusion Detection System Service in a 

Cloud 

Author: Amirreza 

Abstract: Intrusion Detection Systems (IDS) have been 

used widely to detect malicious behaviors in network 

communication and hosts. It is defined as a computer 

network system to collect information on a number of key 

points, and analyze this information to see whether there are 

violations of network security policy behavior and signs of 

attack. We introduce a Cloud Intrusion Detection System 
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Services (CIDSS) which is developed based on Cloud 

Computing and can make up for the deficiency of traditional 

intrusion detection, and proved to be great scalable. CIDSS 

can be utilized to overcome the critical challenge of keeping 

the client secure from cyber-attacks while benefit the 

features which are presented by Cloud Computing 

technology 

Conclusion: Introduce IDS as a Service in a cloud to protect 

user network. It exploits some characteristics in network 

traffics that make it possible to extract the required data 

from the user network for evaluation. This architecture is 

intended to be scalable by allowing users to tab into 

different type of IDSCs simultaneously to combine the 

features of different product for more reliable IDS solution. 

Different segments of the user network on remote settings 

could be monitored by same infrastructure which results in 

ease of deployment of IDS solutions in dynamic 

environments. The concept is proved to be practical in local 

network by implementing a simplified version of the 

proposed architecture. An interesting future topic is the 

implementation of the fully functional manager on the real 

internet tested and cloud infrastructure. To practically apply 

the deployment, performance and scalability issues need to 

be considered as the next step.  The motivation of the survey 

of existing load balancing techniques in cloud computing is 

to encourage the amateur researcher to contribute in 

developing more efficient load balancing algorithms. This 

will benefit interested researchers to carry out further work 

in this research area. 

3) Survey On Paper 3 

Title: Security from various Intrusion Attacks using 

Honeypots in Cloud 

Author: Renu 

Abstract: Cloud Computing means accessing the data from 

their own datacenters such that the chances of 

eavesdropping have been reduced and storage cost is 

reduced. Now here in this paper an efficient technique of 

intrusion detection is proposed using the theory of 

honeypots. The data to be send by the cloudlets is accessed 

by the brokers of the cloud where we have implemented 

some of the rules for the detection of intrusions. The 

proposed technique implemented here provides less false 

alarm ratio and provides more accuracy for the detection of 

intrusions. 

Conclusion: This Paper a new way of detecting intrusions in 

the cloud environment is proposed using honeypot. The 

technique implemented here provides security various 

attacks in the wired or in wireless network. The result 

analysis shows the performance of the proposed 

methodology. Also the bandwidth utilization is more and the 

performance rate for the detection of intrusions in the 

packets is more. 

4) Survey On Paper 4 

Title: Survey on Load Balancing in Cloud Computing 

Environments 

Author: Rajesh 

Abstract: Load Balancing is the one of the most important 

parts of the current virtual environment. In the case of cloud 

computing environments there were various challenges are 

there in the load balancing techniques like security, fault 

Tolerance Many researchers have been proposed various 

techniques to improve the load balancing schemes in cloud 

environments. There were various load balancing techniques 

are used in these papers and their corresponding advantages, 

disadvantages and performance metrics are studied in detail. 

Conclusion: The load balancing of the current system is one 

of the greatest issues. Various techniques and algorithms are 

used to solve the problem. In this paper we survey various 

existing load balancing methods in different environments. 

A large number of parameters and different types of soft 

computing techniques can be included in the future for the 

better utilization and needs of the user. The various load 

balancing techniques are also being compared here. 

5) Survey of Article 5 

Title: Honey bee behavior inspired load balancing of tasks 

in cloud computing environments 

Author: Dhinesh 

Abstract: Scheduling of tasks in cloud computing is an NP-

hard optimization problem. Load balancing of non-

preemptive independent tasks on virtual machines (VMs) is 

an important aspect of task scheduling in clouds. Whenever 

certain VMs are overloaded and remaining VMs are under 

loaded with tasks for processing, the load has to be balanced 

to achieve optimal machine utilization. In this paper, we 

propose an algorithm named honey bee behavior inspired 

load balancing (HBB-LB), which aims to achieve well 

balanced load across virtual machines for maximizing the 

throughput. The proposed algorithm also balances priorities 

of tasks on the machines in such a way that the amount of 

waiting time of the tasks in the queue is minimal. We have 

compared the proposed algorithm with existing load 

balancing and scheduling algorithms. The experimental 

results show that the algorithm is effective when compared 

with existing algorithms. Our approach illustrates that there 

is a significant improvement in average execution time and 

reduction in waiting time of tasks on queue 

Conclusion: A load balancing technique for cloud 

computing environments based on behavior of honey bee 

foraging strategy. This algorithm not only balances the load, 

but also takes into consideration the priorities of tasks that 

have been removed from heavily loaded Virtual Machines. 

The tasks removed from these VMs are treated as honey 

bees, which are the information updaters globally. This 

algorithm also considers the priorities of the tasks. Honey 

bee behavior inspired load balancing improves the overall 

throughput of processing and priority based balancing 

focuses on reducing the amount of time a task has to wait on 

a queue of the VM. Thus, it reduces the response of time of 

VMs. We have compared our proposed algorithm with other 

existing techniques. Results show that our algorithm stands 

good without increasing additional overheads. This load 

balancing technique works well for heterogeneous cloud 

computing systems and is for balancing non-preemptive 

independent tasks. In future, we plan to extend this kind of 

load balancing for workflows with dependent tasks. 

6) Survey of Article 6 

Title: Intrusion detection & prevention System   Cloud 

Computing: A systematic review  

Author: Ahmed 

Abstract: The  distributed and  open structure  of  cloud  

computing  and  services  becomes  an  attractive  target  for  

potential  cyber-attacks by  intruders. The traditional 

Intrusion Detection and Prevention Systems  (IDPS)  are 

largely inefficient  to  be deployed in  cloud  computing 
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environments due  to  their  openness  and  specific essence 

This paper  surveys, explores and  informs researchers about  

latest developed  IDPSs and alarm management techniques 

by providing a comprehensive taxonomy and investigating 

possible solutions to  detect and prevent intrusions in cloud  

computing  systems.  Considering the desired characteristics 

of IDPS and cloud computing systems, a list of germane 

requirements is identified and four concepts of autonomic 

computing self-management ontology, risk management, 

and fuzzy theory are leveraged to satisfy these requirements. 

Conclusion: Presented  a  comprehensive  taxonomy and  

state  of  the  art of  intrusion  detection  and prevention 

systems to drag researchers attention for possible  solutions 

to intrusion detection and prevention in cloud computing A 

specific attention was given to cloud systems  characteristics  

and current challenges  banning  IDPS  development  for  

cloud.  A  list  of  requirements  for  a  cloud  based  

intrusion  detection  and prevention system was provided 

along with  grabbing four applicable  concepts in developing 

a CIDPS from  our review on latest researches autonomic 

computing, ontology, risk management, and fuzzy theory  

for  making an  ideal  design  to  meet  these  requirements.  

In the future, we plan to develop a fully-fledged framework 

and design a CIDPS by leveraging these theory. 

7) Survey of Article 7 

Title: Overview of Intrusion Detection Systems 

Author: Dhinesh 

Abstract: Detection  system  as  a kind of  active  means  

safety  protection provides  real-time  protection  to  internal  

attack, exterior attack and mis-operation. This paper 

introduces the concept of the intrusion detection system and 

its standardization, classification and comparison and 

explores its development trend 

Conclusion: Once  the  intrusion  detection  system  is  

controlled  by  intruder,  security  perimeter  of  the  entire  

system  will be in danger of collapsing the front  line. So 

effective strategies are need to be adopted   to ensure the 

absolute safety of intrusion detection systems. 

III. LIMITATIONS OF CLOUD TECHNOLOGY 

Cloud computing is a great cost effective IT s Solution for 

business of any magnitude, but it has at least two major 

concerns Technical developments, security and privacy. 

Since cloud computing is relatively a new technology in 

comparison to other existing computing solutions, it still has 

lots of scope of becoming a mature system as a reliable and 

cost effective computing technology since  due  to  

outsourcing  all  the  important  data  resides  in  a  third 

party premise, there is always a concern about the trust 

worthiness  of  the  cloud  service  providers.  Any  security  

and  privacy  violation  can  be  fatal keeping  this  in  mind  

many  business  owners  are  still  to  be  convinced  about  

the  security  and privacy issues of cloud computing. 

Despite   some   serious   privacy   related   

drawbacks,   cloud  computing  is  a  lucrative  choice  to  

improve  productivity  in  any  business  environment,  

where  IT  is  in  high  demand.  To raise  the  security  and  

privacy  of  cloud  service  providers,  there   need   to   be   

more   co-operations  between world  Governments so as we 

can develop a unified global rules and guidance for running 

a safe cloud computing service. 

1) Need stronger security with counter Attack. 

2) Need of load balancing Technique. 

IV. PROBLEM DEFINITION 

Develop college based Intrusion detection system cloud 

Environment with honey bee inspired algorithm and host 

based Intrusion system with incorporation of best practices 

as found in above survey. Then test the system for 

performance and take testing of system on college level with 

number of factors for test. 

 
Fig. 1: 

Dynamic honey pot architecture for the cloud is 

presented in this paper. Ongoing attacks are detected in 

initial phases by the system. Then it extracts a honey pot 

VM from a user VM which is the target of the attack. In this 

way, the impact of the detected ongoing attack can be 

monitored and vulnerabilities which threaten the original 

target VM can be analyzed. The architecture fools an 

attacker but does not influence the normal workflow of the 

original VMs. It protects the running VMs in the cloud from 

contemporary network attacks before these attacks succeed. 

The design of the architecture and details about the 

implementation of Honey pot System are presented. It is 

concluded from the results of comparison between existing 

system and proposed methodology that Honey pot system 

generates less number of alarms than IDS. Hence it can be 

concluded that combination of Honey pot and IDS system 

can be suitably used as most efficient system to provide 

security for cloud environment. 
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