
IJSRD - International Journal for Scientific Research & Development| Vol. 3, Issue 01, 2015 | ISSN (online): 2321-0613 

 

 

All rights reserved by www.ijsrd.com 422 

Remote Administration and Network Security Tool 
Aditya Bomble

1
 Anish Ghag

2 
Nilesh Hase

3
 Umesh Jagtap

4 

1,2,3,4
Department of Computer Engineering

 

1,2,3,4
DCOER, Narhe, Pune-411041 

Abstract— Companies are looking for ways to provide Cost-

effective network access to their remote and Mobile 

employees. For chronic problems PCs, applications as 

remote assistant “remote administrator” can save time by 

giving you access and control a remote PC via either a 

network or a dial-up connection. If your friend’s or 

relative’s PC is running Windows XP professional, you can 

access the system remotely for free with a computer running 

any version of windows, including Windows 95.Today, 

providing remote and mobile workers with secure remote 

access to corporate networks is no longer luxury; it has 

become a business necessity. Letting employees tap into the 

office local area network “LAN” from customer sites, 

hotels, internet cafe and airport kiosks can greatly increase 

business efficiency, productivity and job satisfaction. But 

mobile empowerment has a price, measured in IT 

administration and network security. 
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I. INTRODUCTION 

Network system implemented in all sector including an IT, 

industrial, managerial sector and need to be provide a 

security to all sector its essentiality .Remote administration 

security provide to access a computer from remote location.  

We try to implement our system on the basis of security 

management and remote application .system basically 

depend on client server architecture .provide the connection 

on the basis of user requirement, it can accept the LAN or 

Wan connection .Usually admin system act as server but in 

other system it logically act as a client .Admin system 

control overall operation which actually performing by 

client. Admin provide facility like hardware software 

control, remote desktop and communication capability 

between no of system with including brief security for every 

incoming and outgoing packet. 

Our main task is to provide security to both ends. 

Remote Administration Tool (RAT) allowing a fast, reliable, 

easy-to-use pc from remote location with using reverse rat 

technology, it lets you save hours inspecting client system.  

Hackers sometimes install these types of software 

on a computer in order to take control of them Remotely, 

but we are going to implement it for legally use and all 

admin level task through which manager provide the control 

on overall staffing people ,with providence of security and 

no of facility like communication. 

II. PROBLEM DEFINITION AND JUSTIFICATION 

There is lots of remote administration system in the market 

but there is no system which can handle more than one 

system at a time along with the administration tools and 

security. So there is a need of such system which can handle 

more than one system at a time along with the 

administration tools and security. There is also need of such 

system which can give the remote process and service 

access to control them by the administrator. 

III. SCOPE OF RANST 

As more Information Technology departments centralize 

and consolidate to reduce cost, many remote sites are left 

with no on-site IT support. Remote administration of 

computers is increasingly common because of the 

significant cost benefits; many tasks can be automated, and 

the administrator does not have to physically visit each 

computer. This fast, reliable, easy-to-use pc remote control 

software saves you hours of running up and down stairs 

between computers. The remote administrator software 

allows you to take control of another PC on a LAN, WAN 

or dial-up connection so you see the remote computer's 

screen on your monitor and all your mouse movements and 

keystrokes are directly transferred to the remote machine. 

This software’s provide fast secure access to remote PC’s on 

Windows platforms. Many remote administrator tools exist 

in the market and it is difficult to choose what you need. As 

you are an IT support, you need to choose the software 

which leads your IT skills.  

IV. PRIOR WORK 

A. MSRPC “Win32 legacy management APIs”: 

The traditional method to administer remote Windows 

systems is to use Win32 legacy management APIs. These 

APIs can be easily identified because they take a server 

name as one of their parameters, when the server name is 

empty “NULL”, the API operates on the local server, and 

when a server name is specified, and the API operates on the 

specified remote server. For instance, all APIs with names 

starting with Net such as NetShareEnum() belong to this 

class of APIs. When used to administer a remote server, 

these APIs use the MSRPC protocol, “Microsoft 

implementation of the DCE RPC standard” with the SMB 

transport. SMB is the core protocol of Windows networks 

and operates on both port 139/tcp and 445/tcp. When used 

as a transport for MSRPC, named pipes inside the IPC$ 

share are used as RPC services endpoints. Microsoft Remote 

Procedure Call “RPC” is an interprocess communication 

“IPC” mechanism that enables data exchange and invocation 

of functionality residing in a different process. That process 

can be on the same computer, on the local area network 

“LAN”, or across the Internet. The Microsoft RPC 

mechanism uses other IPC mechanisms, such as named 

pipes, NetBIOS, or Winsock, to establish communications 

between the client and the server. With RPC, essential 

program logic and related procedure code can exist on 

different computers, which is important for distributed 

applications. 

B. WMI “Windows Management Instrumentation”: 

WMI “Windows Management Instrumentation” is the 

management framework available in recent Windows 
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systems. WMI is built on the COM “Component Object 

Model” infrastructure and can thus operate remotely, using 

DCOM “Distributed COM”. In addition, several WMI-

based administration tools are available by default on 

Windows systems to administer remote systems using WMI. 

Windows Management Instrumentation is an infrastructure 

that enables you to access and modify standards-based 

information about objects, such as computers, applications, 

and network components, in your enterprise environment. 

Using WMI, you can create powerful administration 

applications to monitor and respondto specific events in 

your environment. For example, you can create applications 

to check CPU usage on your Windows Server 2003, based 

servers and warn you when it exceeds a specified level. 

Although WMI is a powerful tool for building customized 

applications, it does require a certain amount of developing 

time and expertise. 

C. GUI-Oriented Tools Build In Windows: 

Many Windows system administrators tend to use graphical 

remote administration tools that allow access to Windows 

GUI. Recent Windows systems “Windows 2000, Windows 

XP, Windows Server 2003” natively support Terminal 

Services, the feature of Windows NT that allow multiple 

concurrent interactive logon sessions. The network protocol 

used by Terminal Services is RDP, Remote Desktop 

Protocol, and operates by default on TCP port 3389. 

Terminal Services rely on Windows authentication to 

authenticate users establishing remote sessions. 

In addition, applicative permissions are supported 

by Terminal Services to restrict the category of users 

allowed to establish Terminal Services sessions, Permissions 

tab in the Properties of the RDP-Tcp transport in Terminal 

Services Configuration MMCsnapin. 

D. Web Based Tools: 

One of the major issues confronting information systems 

“IS” managers today is how to provide secure access to 

corporate “IS” resources to people who are physically 

located outside of the corporate network. In today's 

increasingly connected society, traveling salespeople, 

telecommuters and staff working extra hours all need real-

time access to resources on corporate networks. For security 

reasons, these resources, such as databases, sales tools and 

email are usually protected by firewalls so that users outside 

the corporation cannot access them. Companies are looking 

for ways to provide cost-effective network access to their 

remote and mobile employees. Many Remote-control 

solutions are one way to provide this access. 

V. SYSTEM FEATURE 

The system remote administration provides the various 

facilities like security and the system level administration. 

System is able to control hardware and software of remote 

system. System also provides the facility to communicate 

with the server at any instance of a time the some of the 

feature are as follows: 

A. Multiple Clients: 

The system must be able to handle more than on system at a 

time. The system will send more than one control to more 

than one server. Due to which system will be the 

multitasking facility system. No need to authenticate every 

time to every server we get direct connection 

B. Remote Security: 

The system Trojan scanner will able to scan multiple servers 

at one time. The system will scan for the Trojan horse that is 

installed on the server. The Trojan scanner scans the system 

and creates a report that report will send back to the system. 

C. Remote Process and Service Control: 

The system provides the remote systems process control in 

which we are able to stop or kill the processes. We are also 

able to start or stop the remote system services whenever we 

need. It helps to make remote control. 

D. Remote Software Control: 

The remote software controls provide the open and 

termination of the software which is available on the server. 

The software that needs by the admin will be opened or 

closed by the admin system. 

E. Remote Hardware Control: 

In remote hardware control we are going to control 

hardware like printer, webcam, and disk Drives, keyboard, 

monitor and the mouse. 

F. Remote Desktop Facility: 

The system can also provide the remote desktop facility to 

monitor or to take a control of the remote system. This will 

be the great administration function of the system. 

G. Remote Key Logger: 

The remote key logger will provide the actual key press of 

the remote system. This will give the key press report of the 

remote system. 

H. Remote Program Installation: 

This facility provides the functionality to install the program 

like html and batch file remotely. This program copied from 

the admin system and installed on the remote system or 

executed on the remote system. 

VI. EXTERNAL INTERFACE REQUIREMENT 

A. User Interfaces: 

The user interface contain the system like normal network 

software which require network address of the server and 

the port no to communicate with the host machine. The user 

interface contains various options which can be operated by 

user easily by clicking on the any remote system listed in the 

list. For example 

1) Hardware Interfaces: 

The hardware interface network cards which will help to 

communicate the system hardware are used like keyboard, 

mouse, printer, disk drives. No extra interface required. 

2) Software Interfaces: 

The main requirement is the system must contain the 

windows operating system for both client and server. 

Keyboard driver is requiring getting keyboard key press. 

3) Communication Interfaces: 

For the communication windows mgs facility is used. Also 

we require the command prompt and any web browser 
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which will help to display the remote messages. The 

communication is based on the http protocol. 

VII. NON FUCTIONAL REQUIREMENT 

A. Performance Requirements: 

The actual system based on the real time system. So the 

better performance we need the high bandwidth of the 

network. Also we require the better CPU to execute 

processes quickly at any instance. And server must be fast to 

make a response quickly. 

B. Safety Requirements: 

System can be misused quickly so that the better 

authentication is requiring producing. The remote file which 

will accepts the connection may be blocked by the firewall 

that can be stop communication. The antivirus software also 

repair remote file such the program get destroyed. 

C. Software Quality Attributes: 

The software provides the all remote administration tools in 

one package. Also the software provides the remote security 

tools or the Trojan which will be scanned from the remote 

distance. 

D. Database Requirements: 

The database requirement is only oracle 10g to store the 

Trojan database. The Trojan horse database is requiring 

detecting the remote Trojan while scanning. The database 

system must be upgrade along with time to detect from 

infection. 
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IX. CONCLUSION 

Using remote administrator tools for graphical remote 

administration of computers running Windows can greatly 

reduce the administrative overhead in any Windows 2000 

Server or windows workstation environment. Administrators 

can access the servers from anywhere, be it inside the 

computer room or from halfway around the world over a 

WAN, VPN, or dial-up connection. They can start time-

consuming batch administrative jobs, disconnect, and dial-in 

to the corporate network at a later time to check the 

progress. Server application and operating system upgrades 

can be completed remotely, as well tasks that are not usually 

possible unless the administrator is sitting at the console, 

such as domain controller promotion/demotion and disk 

defragmentation. Server file system tasks such as copying 

large files and virus scanning are much more efficient when 

performed within a remote tools session, rather than using 

utilities that are executed on a PC client. Remote 

administrator tool is an affordable tool that any small 

business owner can purchase without having to consult his 

accountant. 

Companies offer very flexible licensing policies for 

Remote administrator tool that cover multiple computers at 

minimal expense. Remote administrator tool has no special 

hardware requirements. Even if your old home computer is 

what you use for running your business, it’s fast enough for 

Remote administrator tool. If the computer runs Windows, 

Remote administrator tool will run on it, and it will run 

faster than any other remote control software you can buy. 
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