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Abstract— with the increased use of Android smartphones, 

the amount and variety of android malware is growing 

rapidly.  Being the most popular platform, open source 

system and its vulnerable architecture, Android has been the 

most targeted platform for malware attacks.  Most mobile 

malware is designed to steal users' money, including SMS-

Trojans, and lots of backdoors and Trojans.  In this paper, 

we have explored android malware, and analyzed PCA and 

permission-combination based scheme.  We found that PCA 

based method works efficiently to detect unknown malware 

in comparison to permission-combination based method.  

However, neither of these permission based methods can 

detect colluding attack in which one application 

communicates with other application by creating overt and 

covert channel.  The findings of the review have been well 

documented in this paper. 
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I. INTRODUCTION 

The worldwide smartphone market grew 27.2% in third 

quarter of 2014
[1]

. Android shipments lead the global 

smartphone market, with 283 million units shipped and over 

84% of the market share in the third quarter of 2014.  

According to the Kaspersky Security Bulletin 2012
[2]

, 99% 

of newly discovered mobile malware target the Android 

platform, with a very small amount targeting Java- and 

Symbian-based smartphones. Android remained the prime 

target for malicious attacks in 2013 as well
[3]

.  98.05% of all 

malware detected targeted Android, which implies adequate 

vulnerability of its architecture and its popularity. 

“Malware
[4]

 can be defined as any code added, 

changed, or removed from a software system in order to 

intentionally cause harm or subvert the intended function of 

the system.” e.g., viruses, worms, and Trojan horses. 

Security threats
[5]

 to Android system can be listed 

as follows: 

 Maliciously using the permissions granted to an 

installed application 

 Exploiting vulnerability in the Linux kernel or 

system libraries 

 Exposing private content 

 Draining resources Compromising the internal or 

protected network 

There are many different kinds of malware 

targeting Android smartphones. Cybercriminals use some 

very sophisticated methods to infect mobile devices such as 

infecting websites, malware distribution via alternative app 

stores and botnets.  Google has tried to block some of these 

apps, though many of them succeed to obfuscate and evade 

detection.  Mostly hackers are targeting Android devices to 

steal money from huge number of Android users[6].  They 

also aim to steal user’s sensitive data (e.g., contacts, 

location, call logs, pictures etc.) which they can manipulate 

for malicious purposes.  Hackers turn these devices into 

botnets which can be used to further spread the malware. 

Another type of malware attack takes the form of 

application collusion attack.  Colluding applications[7] are 

those applications that cooperate in a violation of some 

security property of the system. Such applications 

communicate with each other by creating overt and covert 

channels. In order to collude, applications need to 

communicate.  A covert channel is any channel or method 

that is intentionally used by two applications to 

communicate while it was not intended to be used for 

communication.  Covert channels use entities not normally 

viewed as data objects to transfer information from one 

subject to another.  These nondata objects, such as file locks, 

device busy flags, and the passing of time, are needed to 

register the state of the system.  Whereas the channels such 

as buffers, files, and I/0 devices, are overt channels because 

the entity used to hold the information is a data object. 

Fig. 1
[3]

 depicts the distribution of mobile malware 

by 

 
Fig. 1: Distribution of Mobile Malware by Types 

A. Types: 

As shown in Fig. 1, Adware is the most popular 

malware [8].  It delivers ads to make money. Adware itself 

is not much harmful, though it often collects sensitive 

information from the mobile device, without users’ consent.  

More than 5 billion downloaded Android apps are 

vulnerable to remote attacks. The Android platform has 

much vulnerability that attackers can exploit. The 

JavaScript-Binding-Over-HTTP (JBOH) vulnerability may 

be the riskiest.  A JavaScript binding method called 

addJavascriptInterface is a common (and insecure) way of 

loading web content into an Android app.  When an Android 

app invokes the method and loads the content from a web 

browser in WebView over HTTP, attackers can hijack the 

HTTP traffic to inject malicious content and links into the 

WebView code - gaining full control of the app running on 

the device. 
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Two
[9]

 of the most dangerous Android malware 

attacks are as follows: 

 Fake Banking Application: Such application looks 

like genuine application of a financial institution.  

However, when you log in to this application, it 

captures all your personal banking information and 

steals your money. 

 Android OS Fake Player: Such application looks 

like a music player, but when you open it, it 

silently sends SMS messages to premium numbers 

that would cost you a lot of money. 

Considering the threat to smartphone-users’ 

security and privacy, and malware’s destructive capabilities, 

malware detection is an area of major concern for both 

research community and general public. 

 
Fig. 2: Types of Malware Detection Techniques 

The rest of this paper is organized as follows: 

In Section 2, we have explored various malware detection 

techniques and explored their strengths and limitations.  We 

have analysed permission-based schemes to detect Android 

malware.  In Section 3, we have presented results of our 

research findings. 

II. MALWARE DETECTION TECHNIQUES 

Malware detectors take two inputs: 

 Knowledge of the malicious behavior 

 Program under inspection 

Malware Detection Techniques can be categorized broadly 

into two categories
[4]

. 

 Anomaly-based detection 

 Signature-based detection  

A. Anomaly-based Detection: 

 This technique uses its knowledge of what 

constitutes normal behaviour to decide if the 

program under inspection is malware. 

 A special type of anomaly-based detection is 

referred to as Specification-based detection. 

 Specification-based techniques leverage some 

specification or rule set of what is valid behaviour 

in order to decide if the program under inspection 

is malware. Programs violating the specification 

are considered anomalous and usually, malicious. 

B. Signature-Based Detection: 

 This technique uses its characterization of what is 

known to be malicious to decide if the program 

under inspection is malware. 

 Its effectiveness depends on the signature of the 

malicious behaviour. 

As shown in Fig. 2, Malware detection techniques 

can employ one of three different approaches: 

 Static 

 Dynamic 

 Hybrid 

Table 1 summarizes the Comparison of different 

approaches for malware detection. 

Approach Features Analyzed Advantages Disadvantages 

Static 

 It uses Syntax or structural 

properties of the program 

under inspection.  

e.g., a static approach
[10]

 to 

signature-based detection 

would only leverage 

structural information to 

determine its maliciousness. 

 It allows a complete 

analysis of a given 

program. 

 It can cover all 

possible execution 

paths of a malware 

sample. 

 It is generally safer 

than dynamic 

approach as the 

source code is not 

actually executed. 

 It is ineffective against previously 

unseen attacks and hence it cannot 

detect new and unknown intrusion 

methods as no signatures are 

available for such attacks. 

 The source code of malware 

samples is not readily available 

 It can be extremely time-

consuming and awkward process 

Table 1: Comparison of Different Approaches for Malware Detection 
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Approach Features Analyzed Advantages Disadvantages 

Dynamic 

 It will leverage 

runtime information of 

the Process Under 

Inspection.  

e.g., systems seen on 

the runtime stack 

 It attempts to detect 

malicious behavior 

during program 

execution or after 

program execution. 

 It can avoid 

obfuscation issues, 

so it is easy to see 

the actual behavior 

of a program. 

 It can detect new 

intrusion method 

and can detect new 

malware 

 The main drawback is that usually it 

monitors only one execution path, so it 

suffers from incomplete code coverage. 

 There is also the danger of harming third 

party systems, if the analysis 

environment is not properly isolated or 

restricted respectively. 

 Furthermore, malware samples may alter 

their behavior or stop executing at all 

once they detect to be executed within a 

controlled analysis environment. 

Hybrid 

 It combines the above 

two approaches. 

 It uses both static and 

dynamic information 

to detect malware. 

 It utilizes advantages and reduces disadvantages of each of the static 

and dynamic approaches. 

Table 1: Comparison of Different Approaches for Malware Detection 

III. FORENSIC ANALYSIS OF ANDROID MALWARE 

In this research paper
 [11]

, author has collected and analysed 

over 5, 00,000 applications from user markets and research 

repositories. The main contributions of this paper are as 

follows: 

 It proves that it merely depends on the antivirus 

product whether an Application will be flagged as 

malware or benign app.  None of over 40 Antivirus 

applications could identify all existing malware. 

Only few of the widely known malware are 

recognized by a large number of antivirus 

applications. 

 It shows that malware writing is almost a regular 

business, which follows the work cycles of 5 

working days per week. 

 It’s been observed that numerous malware are 

sharing the same private key which proves that 

either these keys have been stolen, or those 

malware have been coded by same developers. 

 Besides this, substantial copy-paste coding shows 

that the malware is being coded by developers 

lacking basic cryptography knowledge. 

IV. ANDROID MALWARE DETECTION BASED ON 

PERMISSIONS 

A. Android Permission Mechanism: 

Android system has a strict permissions management 

mechanism to restrict the behavior of applications [12].  

Android OS provides around 75 Permissions that have 

Medium control, High information, and Low interactivity 

[13].  Some system functions are not allowed to be called by 

default when an android application is running, such as 

phone calls, SMS, Bluetooth, WIFI, etc.  These functions 

generally correspond to the specific hardware devices. In 

order to use these functions, corresponding permissions 

must be granted to the program using the <uses-permission> 

tag inAndroidManifest.xml. 

 
Fig. 3: Android App Permissions Prompt - Screenshot 

As shown in Fig. 3, when installing a new Android 

application, Android system prompts the user for granting 

access to the permissions requested by the application, Users 

can choose refusing to install if there are sensitive 

permissions.  At run-time the operating system enforces that 

the application doesn’t access any data or resource for which 

it does not have permission. 

B. Malware Detection Framework: 

 
Fig. 4: Malware Detection Framework 
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Author suggested the framework as shown in Fig. 

4[13]. This technique uses PCA (Principal Component 

Analysis) algorithm for features selection after permissions 

extracted, and applies SVM (Support Vector Machine) 

methods to classify the collected data as benign or 

malicious.
 

1) Preprocessing Module: 

Its role is to decompress each Android application package 

file, get AndroidManifest.xml file from the extracted 

content, and then decompile it. Finally get each APK’s 

permission list from its’ decompiled AndroidManifest.xml.  

All these permission vectors form the original feature set. 

2) Feature Selection:  

In this module, the original feature set received from 

preprocessing module will be processed by PCA algorithm 

to extract principal component.   

3) The SVM Classifier: 

During training phase, a training set consist of feature 

vectors of malware samples and benign software samples is 

provided to the classifier.  In detection phase, the trained 

classifier can classify the input feature vectors of an 

unknown APK. 

4) Feature Dataset:  

This module is responsible for storing and updating features 

extracted from samples 

C. Experiment Results: 

Author has performed experiments with 234 benign app 

samples and 220 malware samples, and simulation 

experimental results suggest that: 

 This system can achieve a high detection rates for 

unknown malware though sample library is limited 

 Compared with traditional antivirus software, it can 

detect unknown malware effectively and 

immediately 

 It illustrates that using only permissions features 

with machine learning methods can achieve good 

detection result. 

 Though Colluding applications may evade 

detection by this system. 

V. PERMISSION-COMBINATION-BASED SCHEME FOR 

ANDROID MOBILE MALWARE DETECTION 

This Android malware detection scheme is based on 

permission combinations declared in the application 

manifest file
[14]

.  It proposes an effective security scheme 

Droid Detective to detect Android malware.  Fig. 5
[14]

 shows 

the rule set generation process of k-map.  They have 

obtained the permission combinations that are requested 

frequently by malwares but rarely by benign applications. 

Permission-based malware detection techniques are 

widely used in the literatures.  Jiang and Zhou from NCSU 

published their analysis results based on 1,260 Android 

malware samples collected from a variety of Android 

Markets over more than one year.  They compared the top 

20 permissions requested by malware samples and those 

requested by benign Apps on Google Android Market. 

A. Analysis Result: 

1) Permissions frequently requested in both malware and 

benign Apps: 

 INTERNET 

 READ_PHONE_STATE 

 ACCESS_NETWORK_STATE 

 WRITE_EXTERNAL_STORAGE 

2) Permissions overwhelmingly requested by malwares but 

rarely by benign Apps: 

 READ_SMS 

 WRITE_SMS 

 SEND_SMS 

 RECEIVE_SMS 

 
Fig. 5: Permission Combination Rule Generation Process 

The contributions of this paper are summarized as 

follows: 

 Based on Android permission combinations, they 

have designed and implemented an automatic-rule-

generation scheme and an effective rule-based 

malware detection scheme - Droid Detective. 

 The relevance between the generated rules and the 

corresponding malware behaviors has been shown.  

During inspection, when the number of permission-

combinations requested by a single application 

increases, the hit rate (the percentage of malware 

samples detected by the rules) decreases (because 

more permissions need to be satisfied in order to be 

declared as a malware), but the pass rate (the 

percentage of Apps in the benign samples that pass 

the rule check) of benign Apps increases. 

 Experiments have been conducted implementing 

Droid Detective with real malware samples, which 

show that this scheme is very efficient and effective.  

Though colluding applications may evade detection 

by this scheme as well. 
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VI. RESULTS AND DISCUSSION 

Our study suggests that current Android malware and its 

mitigation techniques are still in the early stages.  As an 

important security identity system, Android permissions are 

also significant for distinguishing Android malware and 

benign applications.  Most malware coders do not use digital 

certificates properly and many of the current mitigation 

techniques did not even check them.  Nonetheless, more 

concerning is the large number of private keys that would 

have been compromised and that both malware and benign 

apps share the same certificates. 

Multiple Android applications signed by the same 

certificate may allow malware coders to obfuscate their true 

(malicious) intent across multiple benign applications, and 

such applications evade detection from Malware detectors.  

To resolve this issue, we may check the certificate 

information to detect the maliciousness of Android 

applications, which would improve the accuracy of 

permission-based schemes for Android malware detection, 

and consequently mitigate application collusion attacks. 

VII. CONCLUSION 

In this review paper, we have studied about Android 

malware, Android malware detection techniques and 

Permission-based schemes for malware detection.  We 

found that, in comparison to permission-combination based 

method, PCA based method works efficiently to detect 

unknown malware.  However, neither of these permission 

based methods can detect colluding attacks.  In order to 

detect and mitigate application collusion attacks, Android 

applications’ certificate information should be properly 

checked during malware detection process. 

REFERENCES 

[1] “Smartphone OS Market Share,  Q3 2014” 

http://www.idc.com/prodserv/smartphone-os-

market-share.jsp 

[2] “99% of all mobile threats target Android devices” 

http://www.kaspersky.com/about/news/virus/2013/

99_of_all_mobile_threats_target_Android_devices 

[3] Darlene Storm – “98% of mobile malware targets 

Android platform”,  

http://www.computerworld.com/article/2475964/m

obile-security/98--of-mobile-malware-targets-

android-platform.html 

[4] Nwokedi Idika,  Aditya P.  Mathur – “A Survey of 

Malware Detection Techniques”  

http://cyberunited.com/wp-

content/uploads/2013/03/A-Survey-of-Malware-

Detection-Techniques.pdf 

[5] Mohd Zaki Mas`ud,  Shahrin Sahib,  Mohd Faizal 

Abdollah,  Siti Rahayu Selamat and Robiah Yusof - 

“Android Malware Detection System 

Classification” 

[6] “Criminal Hackers Target Android Platform To 

Steal,  Earn And Even Spread Malware”  

http://www.dazeinfo.com/2012/07/09/criminal-

hackers-target-android-platform-to-steal-earn-and-

even-spread-malware/ 

[7] Claudio Marforio, Aurelien Francillon, Srdjan 

Capkun - “Application Collusion Attack on the 

Permission-Based Security Model and its 

Implications for Modern Smartphone Systems” 

[8] FireEye - Special Report on “A Comprehensive 

Mobile Threat Assessment of 7 Million iOS and 

Android Apps”, February 2015 

[9] Boyana Peeva - “Malware Targeting Android 

Smartphones” 

http://www.websitepulse.com/blog/malware-

targeting-android-smartphones 

[10] Savan Gadhiya,  Kaushal Bhavsar – “Techniques 

for Malware Analysis”,  International Journal of 

Advanced Research in Computer Science and 

Software Engineering,  Vol.  3,  Issue 4,  April 

2013 

[11] Kevin Allix, Quentin Jerome,  Tegawende F.  

Bissyand´ e,  Jacques Klein,  Radu State and Yves 

Le Traon – “A Forensic Analysis of Android 

Malware,  How is Malware Written and How it 

Could be Detected?”,  2014 IEEE 38th Annual 

International Computers,  Software and 

Applications Conference 

[12] Zhao Xiaoyan,  Fang Juan,  Wang Xiujuan – 

“Android Malware Detection Based On 

Permissions”,  Information and Communications 

Technologies (ICT 2014),  2014 International 

Conference on Android malware detection 

[13] Guillermo Suarez -Tangil,  Juan E.  Tapiador,  

Pedro Peris - Lopez,  and Arturo Ribagorda,  

“Evolution,  Detection and Analysis of Malware 

for Smart Devices”,  1553-877X/14/$31.00 © 2014 

IEEE 

[14] Shuang Liang and Xiaojiang Du – “Permission-

Combination-based Scheme for Android Mobile 

Malware Detection”,  IEEE ICC 2014 - Mobile and 

Wireless Networking Symposium 


