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Abstract— The security in wireless sensor network is a 

burning issue. In this paper, we are showing the comparative 

analysis of a new pre key distribution scheme with existing 

scheme of WSN. We will propose a new scalable key 

management scheme for WSNs. It is also more secure. To 

design the key management scheme, we will use the unital 

design theory. We will show that the basic mapping from 

unitals to key pre-distribution allows us to achieve high 

network scalability. We propose an enhanced unital design 

theory based key pre-distribution scheme. It will provide 

higher scalability. It will also provide a good key sharing 

probability. The experimental results show that the proposed 

approach enhances the network scalability while providing 

high secure connectivity coverage and overall improved 

performance. It also reduces significantly the storage 

overhead compared to those of existing solutions. 
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I. INTRODUCTION 

Wireless sensor networks are networks of small, battery-

powered, memory-constraint devices named sensor nodes, 

which have the capability of wireless communication over a 

restricted area.
[1]

Due to memory and power constraints, they 

need to be well arranged to build a fully functional network. 

A wireless sensor network (WSN) [3,4] consists of 

spatially distributed autonomous sensors to monitor physical 

or environmental conditions and to cooperatively pass their 

data through the network to a main location. The more 

modern networks are bi-directional they also enables control 

of sensor activity. The research of wireless sensor networks 

was motivated by military applications such as battlefield 

surveillance. Today such wireless networks are used in 

many industrial and consumer applications. Such application 

includes industrial process monitoring and control, machine 

monitoring, and so on. 

Key distribution is an important issue in wireless 

sensor network (WSN) design. It is a newly developing field 

due to the recent improvements in wireless communications. 

Key pre-distribution is the method of distribution of keys 

onto nodes before deployment. Therefore, the nodes build 

up the network using their secret keys after deployment, that 

is, when they reach their target position. 

Key pre-distribution schemes [5,6,7] are various 

methods that have been developed by academicians for a 

better maintenance of key management in WSNs. Basically 

a key pre-distribution scheme has 3 phases: 

 Key distribution 

 Shared key discovery 

 Path-key establishment 

During these phases, secret keys are generated, 

placed in sensor nodes, and each sensor node searches the 

area in its communication range to find another node to 

communicate. A secure link is established when two nodes 

discover one or more common keys (this differs in each 

scheme), and communication is done on that link between 

those two nodes. Afterwards, paths are established 

connecting these links, to create a connected graph. The 

result is a wireless communication network functioning in 

its own way, according to the key pre-distribution scheme 

used in creation. 

There are a number of aspects of WSNs on which 

key pre-distribution schemes are competing to achieve a 

better result. The most critical ones are: local and global 

connectivity, and resiliency. 

Local connectivity [6] means the probability that 

any two sensor nodes have a common key with which they 

can establish a secure link to communicate. 

Global connectivity is the fraction of nodes that are 

in the largest connected graph over the number of all nodes. 

Resiliency is the number of links that cannot be 

compromised when a number of nodes(therefore keys in 

them) are compromised. So it is basically the quality of 

resistance against the attempts to hack the network. Apart 

from these, two other critical issues in WSN design are 

computational cost and hardware cost. Computational cost is 

the amount of computation done during these phases.  

Hardware cost is generally the cost of the memory and 

battery in each node. 

There is a most-cited key pre-distribution scheme 

[2] which is usually called "the main scheme" that 

introduced the ides of random key distribution, whereby the 

randomness factor drastically improves resiliency. 

II. LITERATURE SURVEY 

A. Securing Wireless Sensor Networks: A Survey: 

1) Authors:  Y. Zhou, Y. Fang, and Y. Zhang 

The significant advances of hardware manufacturing 

technology and the development of efficient software 

algorithms make technically and economically feasible a 

network composed of numerous, small, low-cost sensors 

using wireless communications, that is, a wireless sensor 

network. WSNs have attracted intensive interest from both 

academia and industry due to their wide application in civil 

and military scenarios. In hostile scenarios, it is very 

important to protect WSNs from malicious attacks. Due to 

various resource limitations and the salient features of a 

wireless sensor network, the security design for such 

networks is significantly challenging. In this article, we 

present a comprehensive survey of WSN security issues that 

were investigated by researchers in recent years and that 

shed light on future directions for WSN security. 

 

http://en.wikipedia.org/wiki/Sensor_node
http://en.wikipedia.org/wiki/Sensor_node
http://en.wikipedia.org/wiki/Wireless_communication
http://en.wikipedia.org/wiki/Key_distribution
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B. A Key-Management Scheme for Distributed Sensor 

Networks: 

1) Authors: L. Eschenauer and V. D. Gligor 

Distributed Sensor Networks (DSNs) are ad-hoc mobile 

networks that include a number of sensor nodes. Each of 

these sensor node has the transmission and very limited 

computation ability. DSNs are dynamic in the sense that 

they allow insertion and deletion of sensor nodes after 

deployment of the network. They do so to extend the 

network or to replace the underperforming nodes. DSNs 

may be deployed in hostile areas where communication is 

monitored. Hence DSNs require cryptographic protection of 

communications, sensor capture detection, key revocation 

and sensor disabling. In this paper, the author has presented 

a key-management scheme. This scheme is designed to 

satisfy both operational requirements like reducing overhead 

& also the security requirements of the DSNs. 

C. Random Key Pre-Distribution Schemes for Sensor 

Networks: 

1) Authors:  H. Chan, A. Perrig, and D. Song 

Key establishment in sensor networks is a challenging 

problem because asymmetric key cryptosystems are 

unsuitable for use in resource constrained sensor nodes, and 

also because the nodes could be physically compromised by 

an adversary. We present three new mechanisms for key 

establishment using the concept of pre-distributing a set of 

keys to each node. First, in the q-composite keys scheme, 

we trade off the unlikeliness of a large-scale network attack 

in order to significantly strengthen random key pre-

distribution's strength against smaller-scale attacks. Second, 

in the multipath-reinforcement scheme, we show how to 

strengthen the security between any two nodes by 

leveraging the security of other links. Finally, we present the 

random-pairwise keys scheme, which perfectly preserves the 

secrecy of the rest of the network when any node is 

captured, and also enables node-to-node authentication and 

quorum-based revocation. 

D. A Key Management Scheme for Wireless Sensor 

Networks Using Deployment Knowledge: 

1) Authors: W. Du, J. Deng, Y. Han, S. Chen, and P. 

Varshney 

To achieve security in wireless sensor networks, it is 

important to be able to encrypt the messages which is to be 

sent over the network.  Keys for encryption purposes must 

he agreed upon by communicating nodes. Due to resource 

constraints, achieving such key agreement in wireless sensor 

networks is nontrivial. Many key agreement schemes used 

in general networks, such as Diffie-Hellman and public-key 

based schemes. But such schemes are not adaptable for 

wireless sensor networks. Pre-distribution of secret keys for 

all pairs of nodes is not viable due to the large amount of 

memory used when the network size is large. In present era 

a random key pre-distribution scheme and its variants have 

been proposed. A common assumption made by these 

random key pre-distribution schemes is that no deployment 

knowledge is available. Noticing that in many practical 

scenarios, certain deployment knowledge may be available a 

priori. Author has proposed a novel random key pre-

distribution scheme. We show that the performance 

(including connectivity, memory usage, and network 

resilience against node capture) of sensor networks can he 

substantially improved by using the proposed pre key 

distribution scheme. The scheme and its detailed 

performance evaluation are presented in this paper. 

E. A Robust Key Pre-Distribution Protocol For Multi-

Phase Wireless Sensor Networks: 

1) Authors: C. Castelluccia And A. Spognardi 

[1,2,3] As a result, a network that is temporarily attacked 

(i.e. the attacker is active only during a limited amount of 

time) automatically self-heals, i.e. recovers its initial state 

when the attack stops. In contrast, with existing schemes, an 

attacker that corrupts a certain amount of nodes 

compromises a given fraction of the total number of secure 

channels. This ratio remains constant until the end of the 

network, even if the attacker stops its action. Furthermore, 

with our scheme, a network that is constantly attacked (i.e. 

the attacker regularly corrupts nodes of the network, without 

stopping) is much less impacted than a network that uses 

existing key pre-distribution protocols. 

III. PROBLEM STATEMENT 

The problem is to design key pre-distribution scheme for 

WSNs to transfer data securely from one node to another 

node with higher scalability and reduced storage overhead in 

wireless sensor network. 

The existing schemes are also provide secure key 

distribution scheme for wireless sensor network but it less 

scalable and cause more storage overhead. 

IV. RESEARCH OBJECTIVES 

 To design a pre key distribution scheme for 

wireless sensor network with higher scalability 

 To design a pre key distribution scheme for 

wireless sensor network with good key sharing 

probability 

 To design a pre key distribution scheme for 

wireless sensor network with reduced storage 

overhead 

V. COMPONENT OF SYSTEM 

 Node Deployment 

 Key Generation 

 Key Pre-distribution Technique 

 Secure Transmission with Energy 

A. Node Deployment: 

The first module is Node deployment. After specifying the 

number of nodes in the network, the nodes are deployed. 

The nodes are deployed with unique ID (Identity) number so 

that each can be differentiated. And also nodes are deployed 

with their energy levels. 
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Fig. 1: Node Creation 

B. Key Generation: 

After the Node deployment module, the key generation 

module is developed. Where the number of nodes and 

number of blocks should be specified, So that the key will 

be generated. The key is symmetric key and the key is 

displayed in the text area given in the node. 

 
Fig. 2: Key Generation 

C. Key Pre-Distribution Technique: 

In this module, After the deployment step, each two 

neighbors exchange the identifiers of their keys in order to 

determine the common keys. This approach enhances the 

network resiliency since the attackers have to compromise 

more overlap keys to break a secure link. Otherwise, when 

neighbors do not share any key, they should find a secure 

path composed of successive secure links. 

 

Fig. 3: Key Distribution 

D. Secure Transmission with Energy: 

In this module, the node distance is configured and then the 

nodes with their neighbor information are displayed. So the 

nodes which is near by the node, is selected and the energy 

level is first calculated to verify the secure transmission. 

After that the data is uploaded and sent to the destination 

node. Where in the destination node, the key is verified and 

then the data is received. 

 

Fig. 4: Secure Data Transmission 

VI. COMPARATIVE STUDY 

The study of key pre-distribution scheme for wireless sensor 

network with existing scheme helps to achieve the thesis 

objectives. After the implementation phase, in this chapter, 

comparison of our proposed scheme, the efficient key pre-

distribution scheme using unital design theory for wireless 

sensor network with the existing scheme to improve the 

system performance is discussed. 

A. Result and Comparative Analysis: 

No Characteristic 
Old 

Scheme 
New 

Scheme 

1 Scalability Low High 

2 Storage overhead High Low 

3 
Key sharing 

probability 
Medium Good 

Table 1: result comparison with old scheme 

B. Scalability Comparison Chart: 

In the scalability chart these show the scalability comparison 

between the existing scheme and our proposed scheme. 

With the using unital design theory, it increases the 

scalability of system. 

 
Graph 1: scalability comparison 
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C. Storage Overhead Comparison: 

In the storage overhead chart these show the storage 

overhead comparison between the existing scheme and our 

proposed scheme. With the using unital design theory, it 

reduced the key storage overhead of system. 

 
Graph 2: key storage overhead comparisons 

D. Key Sharing Probability Comparison: 

In the key sharing probability chart these shows the key 

sharing probability comparison between the existing scheme 

and our proposed scheme. With the using unital design 

theory, It improved the key sharing probability of system. 

 
Graph 3: key sharing probability comparisons 

VII. EXPECTED OUTCOMES 

The expected outcomes of the proposed system are as 

follows: 

 Higher scalability 

 Reduced storage overhead 

 Good key sharing probability 

 Better resilience 

VIII. CONCLUSION 

In this paper, we have planned a new key pre-distribution 

scheme for the WSNs. It additionally contains an 

introduction to key distribution. It additionally elaborates 

varied challenges in establishing an efficient key distribution 

scheme. Whereas coming up with a key management 

scheme, the parameter like network scalability is required to 

be thought of. By using the unital design theory for WSNs, 

the key pre- distribution scheme is able to support a large 

number of nodes. Planned scheme is providing higher 

scalability. It is offer a good key sharing probability. 

IX. FUTURE SCOPE 

Proposed scheme is provide scalable, good network 

resilience, reduced storage overhead due to this data 

transmission in wireless sensor network is improved 

significantly.  

In future we will use the RSA algorithm for key 

encryption & it will also use a larger key to enhance the 

security. It will result in better cryptanalysis. 
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