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Abstract— Spam is an Unsolicited Commercial 

Email(UCE). It involves sending messages by email to 

numerous recipients at the same time (Mass Emailing). 

Spam mails are used for spreading virus or malicious code, 

for fraud in banking, for phishing, and for advertising. So it 

can cause serious problem for internet users such as loading 

traffic on the network, wasting searching time of user and 

energy of the user, and wastage of network bandwidth etc. 

To avoid spam/irrelevant mails we need effective spam 

filtering methods. This Paper compares and discusses 

performance measures of certain categories of supervised 

machine learning techniques such as Naive Bayesian and k-

NN algorithms and also proposes a better Naïve Bayesian 

approach. 
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I. INTRODUCTION 

Spam is an unsolicited commercial or bulk mail, is a bane of 

email communication. It is a waste of time, more 

communication bandwidth, storage space and lost 

productivity are the ways they pay the fee to distribute their 

materials. The spam problem is uncontrollable if the spam 

continues to grow. The two general techniques used in email 

filtering are knowledge engineering and machine learning. 

In knowledge engineering technique, a set of rules has to be 

specified according to which emails are identify as spam or 

ham but by applying this technique there is no likely results 

must be shown. This technique is not convenient for most of 

the users and it is a waste of time because it should be 

updated and maintained continually. In machine learning 

technique, it doesn’t require any rules. By comparing with 

knowledge engineering technique, machine learning 

technique is more efficient because it uses a set of pre 

classified email messages. 

Machine learning technique has been studied and 

there are lots of algorithms used to filter the email. The 

algorithms include Naïve Bayesian, Support Vector 

Machine, neural networks K Nearest Neighbour, Rough sets 

and the Artificial Immune System. 

II. PRELIMINARIES 

A. Supervised Learning: 

In Supervised Learning, Computer is presented with 

example inputs and their desired outputs, given by teacher 

and goal is to learn a general rule of mapping inputs to 

outputs. Eg. Spam Filtering. 

B. Spam: 

Email spam, also known as unsolicited bulk email (UBE), 

junk mail, or unsolicited commercial email (UCE), is the 

practice of sending unwanted email messages, frequently 

with commercial content, in large quantities to an 

indiscriminate set of recipients. Spam is flooding the 

Internet with many copies of the same message, in an 

attempt to force the message on people who would not 

otherwise choose to receive it. Most spam is commercial 

advertising, often for dubious products, get-rich-quick 

schemes, or quasi-legal services. Spam costs the sender very 

little to send -- most of the costs are paid for by the recipient 

or the carriers rather than by the sender. 

C. Ham: 

Opposite to Spam, Ham is a desired and solicited message. 
Ham is e-mail that is not Spam In other words, non-spam, or 

good mail. It should be considered a shorter, snappier 

synonym for non-spam. 

D. Spam Filtering: 

To avoid spam/irrelevant mails we need effective spam 

filtering methods. Filtering is nothing but arranging mails in 

specified order, such as removing spam, deleting virus, and 

allowing non spam mails.  

E. Classification: 

Classification is a type of data analysis that extracts models 

describing important data classes.  

III. RELATED WORK 

Over the period of time several machine learning techniques 

such as neural network, SVM, Lazy algorithms, Naive 

Bayesian algorithm, Artificial-Immune Systems, and 

Decision Trees etc. have been used in classifying spam 

email datasets. Neural Net tries to model the data similar to 

human brain processing information. In lazy learning 

algorithms such as kNN ‘learning’ is performed at 

prediction time for which testing takes place for longer time 

than training. Several applications of above algorithms in 

classifying spam emails considering the content of the email 

have been discussed in literature. The spam filters are 

developed and tested using public domain spam e-mail 

datasets. The algorithms such as J48, Kstar, NaïveBayes and 

SVM are used in a medical diagnosis area to identify early 

warning signals and to classify whether a person will get a 

set of particular diseases. Different machine-learning 

techniques are applied for classifying spam email categories. 

IV. ALGORITHMS 

A. Naive Bayesian Classifier: 

In 1998 the Naïve Bayes classifier was proposed for spam 

recognition. Bayesian classifier is working on the dependent 

events and the probability of an event occurring in the future 

that can be detected from the previous occurring of the same 

event. This technique can be used to classify spam e-mails; 

words probabilities play the main rule here. If some words 
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occur often in spam but not in ham, then this incoming e-

mail is probably spam. Naïve Bayesian classifier technique 

has become a very popular method in mail filtering 

software. Bayesian filter should be trained to work 

effectively. Every word has certain probability of occurring 

in spam or ham email in its database. If the total of words 

probabilities exceeds a certain limit, the filter will mark the 

e-mail to either category. Here, only two categories are 

necessary: spam or ham. Almost all the statistic-based spam 

filters use Bayesian probability calculation to combine 

individual token's statistics to an overall score, and make 

filtering decision based on the score. The statistic we are 

mostly interested for a token T is its spamminess (spam 

rating), calculated as follows: [1] 

S [T] =C Spam(T)/C Spam(T) + C Ham(T) 

Where CSpam(T) and CHam(T) are the number of 

spam or ham messages containing token T, respectively. To 

calculate the possibility for a message M with tokens 

{T1,......,TN}, one needs to combine the individual token's 

Spamminess to evaluate the overall message Spamminess. A 

simple way to make classifications is to calculate the 

product of individual token's Spamminess and compare it 

with a threshold value. 

The message is considered spam if the overall 

Spamminess S[M] is larger than the threshold. The above 

description is used in the following algorithm: 

1) Stage 1: Training 

Parse each email into its constituent tokens 

Generate a probability for each token W 

S[W] = Cspam(W) / (Cham(W) + Cspam(W)) 

Store Spamminess values to a database 
2) Stage 2: Filtering 

For each message M 

While (M not end) do 

Scan message for the next token Ti 

Query the database for Spamminess S(Ti) 

Calculate accumulated message probabilities S[M]  

if S[M] > threshold 

message is marked as Spam 

else if S[M] < threshold 

message is marked as Ham 

else S[M]=threshold 

message is marked as may be Spam or may be Ham 

B. K-Nearest Neighbour Classifier: 

The k-nearest neighbour (K-NN) classifier is considered an 

example-based classifier, that means that the training 

documents are used for comparison rather than an explicit 

category representation, such as the category profiles used 

by other classifiers. As such, there is no real training phase. 

When a new document needs to be categorized, the k most 

similar documents (neighbours) are found and if a large 

enough proportion of them have been assigned to a certain 

category, the new document is also assigned to this 

category, otherwise not . Additionally, finding the nearest 

neighbours can be quickened using traditional indexing 

methods. To decide whether a message is spam or ham, we 

look at the class of the messages that are closest to it. 

The comparison between the vectors is a real time 

process. This is the idea of the k nearest neighbour 

algorithm: 

1) Stage 1: Training 

Store the training messages. 

2) Stage 2: Filtering 

Given a message x, determine its k nearest neighbours 

among the messages in the training set. If there are more 

spam's among these neighbours, classify given message as 

spam. Otherwise classify it as ham.  

k nearest neighbours can be find on the basis of 

Euclidean distance:[2]                  

√(x2-x1)2 –(y2-y1)2 

V. PROPOSED METHOD 

Spam detection basically works on the basis of filters which 

are constantly updating based on new technologies, new 

spams online and the feedback by the users. 

Spam Filters either use text filters, or eliminate 

messages based on the sender and their history. The 

majority of top spam filters use both of these tools to make 

sure that as little junk ends up in the mailbox as possible. 

A. Text Filters 

Text filters work by using algorithms to detect which words 

and phrases are most often used in spam emails. Phrases like 

“male enhancement”, “vicodin”, and “online pharmacy” are 

often an immediate flag for removal by filters.  

Spammers have gotten wise to this, and often use 

blatant misspellings or even substitute characters (“v1cadin 

for s4le”) in order to make it past the filters. 

So, we propose a new update in the Naïve Bayesian 

Spam Filtering to tackle such misspellings and blocking 

those mails having such substitution and misspellings and 

providing users a spam free mailbox.  

1) For each word in a message, check all possible 

arrangement of characters by permutation. 

2) By permutation, we can block such mails which are 

having the words which are most frequently present in 

spams even if the word is jumbled. To tackle such 

words we apply permutation on each word in a message 

and for each permuted word we apply Naïve Bayesian 

Algorithm and set a threshold value, if number of words 

greater than the threshold gives spam probability then 

the word is liable to be a spam. 

3) If characters are substituted by any other character then 

the above technique would not be effective because 

permutation only gives rearrangement and not 

substitution info. Substitution like “v1cadin for s4le” 

instead of  “vicadin for sale” can be checked if every 

character in a word is  substituted by every other 

possible character and every obtained word by 

substituting is applied with Naïve Bayesian and if 

number of words greater than the threshold gives spam 

probability then the word is liable to be a spam. 

VI. CONCLUSION 

The above mentioned algorithms can be implemented in an 

application using the same training set and the target set and 

can be compared with the results obtained by using both the 

algorithms.  

Name of Technique 
Naive  

Bayes 
K-NN 

Spam as Spam A B 



Comparison of Supervised Machine Learning Algorithms for Spam E-Mail Filtering 

 (IJSRD/Vol. 3/Issue 11/2016/189) 

 

 All rights reserved by www.ijsrd.com 754 

Spam as Ham A1 B1 

Ham as Ham A2 B2 

Ham as Spam A3 B3 

Correctly Classified A4 B4 

Incorrectly Classified A5 B5 

Execution Time A6 B6 

Table 1: Evaluation criteria for comparing the algorithms 

Evaluation criteria for comparing the algorithms 

can be: 

Naïve Bayesian would be considered a better algorithm: 

1) If the A value corresponding to Naïve Bayesian 

Algorithm is greater than the B value of K-NN i.e. 

Naïve Bayesian is able to correctly classify spam as 

spam. 

2) If the A1 value corresponding to Naïve Bayesian 

Algorithm is lesser than the B1 value of K-NN i.e. 

Naïve Bayesian has classified few spams as ham. 

3) If the A2 value corresponding to Naïve Bayesian 

Algorithm is greater than the B2 value of K-NN i.e. 

Naïve Bayesian is able to correctly classify ham as ham. 

4) If the A3 value corresponding to Naïve Bayesian 

Algorithm is lesser than the B3 value of K-NN i.e. 

Naïve Bayesian has classified few hams as spam. 

5) If the A4 value corresponding to Naïve Bayesian 

Algorithm is greater than the B4 value of K-NN i.e. 

Naïve Bayesian is able to correctly classify mails as of 

either category. 

6) If the A5 value corresponding to Naïve Bayesian 

Algorithm is lesser than the B5 value of K-NN i.e. K-

NN is unable to correctly classify mails as of either 

category.  

7) If the A6 value corresponding to Naïve Bayesian 

Algorithm is lesser than the B value of K-NN i.e. Naïve 

Bayesian is taking less time to classify mails. 

Each of the evaluation criteria is checked and the 

algorithm giving more number of positive results is said to 

be an efficient algorithm. 

Also, Naïve Bayesian can be made better by 

implementing the proposed method.  
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