
IJSRD - International Journal for Scientific Research & Development| Vol. 3, Issue 11, 2016 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 521 

Applications and Challenges of Internet-of-Things- A Survey 
Chethan.C1 Tejaswini N. P2 

1,2Assistant Professor 
1,2Department of Information Science and Engineering 

1,2SVCE, Bengaluru
Abstract— The Internet of Things (IoT) is the next trend of 

innovation that potentials technical, social and economic 

significance. As a fundamental apparatus to connect devices 

and to act as a common enabler of the hyper-connected 

society, the Internet of Things has a great prospective to 

support an ageing society, to improve the energy efficiency 

and to optimize all kinds of mobility and transport. 

Everyday products, goods, transport vehicles, industrial and 

utility components, sensors, and other objects used on daily 

basis are being combined with Internet and useful data 

analytic potentials that guarantee to change the way we 

work, live and survive. The data these devices report can be 

collected and analysed in order to reveal insights and 

suggest actions that will produce cost savings, increase 

efficiency or improve products and services. At the same 

time, security of Internet of Things raises significant 

challenges that could stand in the way of realizing its 

potential benefits. This paper tries to put an insight into the 

architecture, challenges applications and future scope of IoT 

in various fields. 
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I. INTRODUCTION 

IoT permits `people and things to be connected Any-time, 

Any place, with Anything and Anyone, preferably using 

Any path/network and Any service' [1]. Generally speaking, 

IoT refers to a global, distributed network (or networks) of 

physical objects that are capable of sensing or acting on 

their environment, and able to communicate with each other, 

other machines or computers. [2] Such 'smart' objects come 

in a wide range of sizes and capacities, including simple 

objects with embedded sensors, household appliances, 

industrial robots, cars, trains, and wearable objects such as 

watches, bracelets or shirts. Their value lies in the vast 

quantities of data they can capture and their capacity for 

communication, supporting real-time control or data 

analysis that reveals new insights and prompts new actions. 

The initial days of IoT research lacked smart 

devices and only current progress in technology have 

improved their accessibility at lower costs. While early 

experimentations were mainly done in research laboratories 

and in small-scale, they permitted for an improvement in 

understanding the effect and limitations of existent hardware 

on performance of protocols and design ranges. Major 

applications of IoT in diverse areas include home 

automation, industrial automation, medical aids, mobile 

healthcare, elderly assistance, intelligent energy 

management and smart grids, automotive, traffic 

management, and many other service sectors like Smart 

Governance, Smart Mobility, Smart Utilities, Smart 

Buildings, building smart cities and Smart Environment. [3]. 

II. IOT ARCHITECTURE 

The architecture of IOT can be summarised into 5 

distinctive inter-related layers as shown in Fig.1. Major 

sensing technologies like radio-frequency identification 

(RFID), radar, infrared induction, the Global Positioning 

System (GPS), and Wi-Fi, Bluetooth, and ZigBee WSN 

make out the device layer. Depending on the type of 

sensors, the information can be about position, temperature, 

direction, motion, pulsation, acceleration, moisture, 

chemical changes in the air etc. The gathered information is 

then passed to Transmission layer. 

The Transmission layer contains all network 

components like interfaces, routers, and gateways and 

communication channels. It can be either wired or wireless 

and the technology can be 3G, UMTS, Wi-Fi, Bluetooth, 

infrared, ZigBee, etc. depending upon the sensor devices. 

The devices under IoT execute different type of 

services. Every device connects and communicates with 

only those other devices which execute the same service 

type. Middleware layer is responsible for the service 

management and has connection to the database. It accepts 

the information from Transmission layer and stores in the 

database to perform information processing and ubiquitous 

computation. 

The application layer offers global management of 

the application depending on the objects information 

processed in the Middleware layer. A local IoT connects 

unit IoTs in a geographical region; an industrial IoT 

manages unit IoTs in an industry such as transportation or 

telecommunications; and a national IoT integrates a 

country’s local and business IoTs. 

 
Fig. 1: IOT Architecture. 

Business layer is responsible for the management 

of whole IoT system including the applications and services. 

It constructs business models, graphs, flowcharts etc. based 

on the data received from Application layer. The actual 
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achievement of the IoT technology also depends on the good 

business models. Based on the analysis of results, this layer 

will help to find out the future events and business 

strategies. 

III. IOT APPLICATIONS 

According to Gartner, Inc. (a technology research and 

advisory corporation), there will be nearly 26 billion devices 

on the Internet of Things by 2020 [4]. ABI Research 

estimates that more than 30 billion devices will be 

wirelessly connected to the Internet of things by 2020 [5]. 

Potential applications of IoT are numerous and diverse, 

permeating into practically all areas of everyday life of 

individuals, enterprises and society as whole and spans 

various domains- Smart cities, smart health, smart industry, 

smart energy [6][7][8]. The vision of pervasive IoT requires 

the integration of the various domains into a single, unified 

domain and addresses the enabling technologies needed for 

these domains while taking into account the elements form 

the third dimension like security, privacy, trust and safety 

Sl.No Application Examples 

1 
Smart water 

monitoring 

Study of water quality in Rivers and oceans. 

Monitoring of water leakages. 

Examining water levels in dams and water utilization management. 

Monitoring soil moisture. 

Wine quality enhancement and control of micro-climate conditions in Green houses. 

Selective irrigation in golf courses. 

2 Smart Health 

Assistance for elderly or disabled people. 

Physical activity monitoring for aging people. 

Control of conditions inside freezers storing vaccines, medicines. 

Examining performance levels in sportsmen. 

Patients surveillance inside hospitals and in their home 

Chronic disease management. 

Dental health and hygienic hand control. 

Sleep control- sensors placed under mattress sensing small motions like breathing, heart rate, 

large motions caused by tossing and turning during sleep. 

3 Smart Living 

Intelligent shopping applications. 

Energy and water use measurements. 

Remote control appliances-switching on and off to avoid accidents and save energy. 

Weather station monitoring-humidity, temperature, barometric pressures, wind speed and rain 

levels. 

Smart home appliances- smart refrigerators, washing machines, temperature adjusting kitchen 

ranges and micro-ovens. 

Real-time usage of gas monitoring. 

Baby monitoring cameras and home alarm systems. 

4 
Smart 

Environment 

Air pollution examination. 

Forest fire detection, landslide and avalanche prevention, Earthquake early detection. 

Protecting wildlife. 

Marine and coastal surveillance. 

5 
Smart 

Manufacturing 

Smart product management. 

Control of humidity and temperature in warehouses. 

Control g growing conditions of offspring in animal farms. 

Study of ventilation and air quality in manufacturing places. 

Monitoring and management of the production line using RFID, sensors, video monitoring and 

cloud solutions enabling production line data to be transformed to the enterprise-based systems 

6 Smart Cities 

Smart grids. 

Intelligent traffic management, smart transport systems and Smart parking. 

Smart irrigation of public spaces. 

Intelligent and weather adaptive lighting systems in street lights. 

Smart tourism 

7 Smart Buildings 

Perimeter access control for non-authorised areas and non-authorised people. 

Indoor monitoring- measurement and control of temperature, lighting, air levels. 

Intrusion detection systems and intelligent fire alarms. 

Motion detection systems 

Table I: Some of the common applications of IoT. 

IV. ISSUES AND CHALLENGES 

A. Security 

The IoT presents a number of security risks to both 

consumers and to businesses. Cybercriminals could get 

unauthorised access to devices or intercept local wireless 

communications in order to capture sensitive data. They 

may also attack servers or Cloud-based servers where the 

large quantities of aggregated data make an attractive target. 

[9]Every poorly secured device that is connected online 

potentially affects the security and resilience of the Internet 

globally, not just locally. Malicious hackers could take 
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control of local networks or devices to cause harm, e.g. by 

sending out spam, bringing down a factory or power grid, 

disrupting the normal functioning of a personal health 

device or causing a connected car to react in a way that 

leads to a crash. 

Encrypting data can help to reduce security risks, 

but many of the sensor devices currently on the market lack 

the battery or computing capacity to implement 

sophisticated encryption techniques[10]. While there is 

currently no perfect solution, IoT companies can minimise 

security risks by taking security issues into account during 

the design of their products; collecting only essential data; 

implementing multiple layers of defence against threats; 

building in access controls to limit access to their device; 

and (where possible) updating software regularly to patch 

vulnerabilities. 

B. Privacy and Data Protection 

The privacy challenges raised by IoT are critical to address 

as they have implications on basic rights and our collective 

ability to trust the Internet and the devices that connect to 

it[11]. IoT consumer devices often collect private and 

personal data, whether information on the users' location, 

their daily habits or the condition of their health. Data may 

be transmitted to central servers, or shared with other 

devices or third parties, without the opportunity for the user 

to review that data.  

Businesses can minimise problems by collecting 

only information that is required for an immediate purpose. 

However this limits the data's usefulness since part of the 

benefit can only be realised by combining one set of data 

with others or through analysing very large quantities of 

data to establish patterns or trends. For example, data on 

driving patterns can be used to improve road safety. 

Characteristics of IoT devices and the ways they are used 

redefine the debate about privacy issues, because they 

dramatically change how personal data is collected, 

analyzed, used, and protected. 

C. Standards and Interoperability 

Device interoperability can encourage innovation and 

provide efficiencies for IoT devices manufacturers, 

increasing the overall economic value of the market. If 

devices from different manufacturers do not use the same 

standards, interoperability will be more difficult, requiring 

extra gateways to translate from one standard to another. 

Standards are important in creating markets for new 

technologies. If devices from different manufacturers do not 

use the same standards, interoperability will be more 

difficult, requiring extra gateways to translate from one 

standard to another. 

Public authorities have a role to play in promoting 

standards and interoperability in terms of data formats, 

transmission networks and security mechanisms, by 

fostering cross-industry consortia and groups to develop, 

encouraging consensus on standards with other governments 

and global standards bodies, and commissioning projects 

that mandate certain standards. 

D. Radio Spectrum 

The anticipated growth in the number of wireless devices 

will require more radio spectrum. However the type of use 

to which spectrum should be allocated depends on the 

largely unknown extent to which different technologies such 

as mobile wireless (using licensed spectrum) or Wi-Fi 

(using unlicensed spectrum) will be employed in the IoT. 

What makes spectrum decisions even more challenging is 

that IoT devices tend to have a long lifetime (around 30 

years) as opposed to the much shorter average lifespan of 

mobile telephones (5 to 7 years). 

E. Legal, Regulatory and Rights Issue 

The Internet of Things raises many new legal and regulatory 

questions and may amplify existing challenges associated 

with the Internet. Further, technology is advancing much 

more rapidly than the associated policy and regulatory 

environments. Promoting users’ ability to connect, speak, 

innovate, share, chose and trust are core considerations for 

evolving laws and regulations. Data collected by IoT 

devices can paint a detailed portrait about the people 

interacting with them. This data can be used for purposes 

and product features that are highly valued by and beneficial 

to users. The same data, however, also has the potential to 

be used in discriminatory ways. 

A fundamental underlying question with respect to 

IoT devices is: If someone is harmed as a result of an IoT 

device’s action or inaction, who is responsible? IoT devices 

operate in a more complex way than a simple stand-alone 

product, which suggests more complex liability scenarios 

need to be considered. 

V. FUTURE IMPACT OF IOT 

While estimates vary, ICT consulting firms and other 

experts foresee exponential growth in the IoT over the next 

few years [12]. According to the Gartner Group, worldwide 

by 2020, the IoT will connect 26 billion devices;3 IoT 

product and service suppliers will generate incremental 

revenues of more than US$300 billion; and the IoT will 

result in US$1.9 trillion in added value through sales in 

diverse markets. [13][14]Market research firm IDC is even 

more optimistic, estimating that the worldwide IoT market 

will grow from US$1.9 trillion in 2013 to US$7.1 trillion by 

2020. A 2015 Verizon report predicts the IoT will quadruple 

by 2020 to an estimated 5.4 billion business-to-business 

(B2B) connections, concentrated particularly in the 

automobile and health/fitness sectors. 

Consumers can get more personal product or 

service offers, based on what they actually do or where they 

are. They can travel more efficiently by avoiding traffic 

jams when their connected car suggests an alternative route, 

based on traffic reported by other vehicles. They can save 

money by reducing energy usage or by paying lower car 

insurance premiums based on verified safe driving practices. 

They can be healthier, safer and more independent due to 

wearable devices that provide feedback on health or that 

monitor the elderly in the home. 

Businesses can provide better products and services 

by studying how customers behave; they can also discover 

needs for new products or services. They can protect 

buildings via remote security; secure assets like cars and 

machinery with location trackers and remote locking 

devices; and ensure that sensitive products (e.g. 

pharmaceuticals) are consistently stored in correct 

conditions. They can become more efficient, as in the case 

of utilities using smart meters to eliminate waste or loss, or 
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in the case of equipment sellers providing just-in-time 

preventive maintenance. 

Farmers can be more productive with smart 

irrigation that provides water just where and when needed. 

New business models based on selling final outcomes rather 

than just equipment (so-called 'servitisation') may boost 

business revenues. Verizon estimates that by 2025, 

organisations that have fully embraced IoT will be 10% 

more profitable than competitors that have not; Germany's 

National Academy of Science and Engineering estimates 

that firms could increase productivity by 30% by 

implementing Industry 4.0. 

Governments and public authorities can also 

benefit from the IoT. For example, health and long-term 

care costs can be reduced with better remote support for the 

elderly in their own homes. Road safety can be improved 

based on data from thousands of drivers. The efficiency of 

street lighting can be improved by dimming lights on empty 

roads. 

Of course, benefits for consumers, businesses and 

governments may arise at the same time from a single IoT 

implementation. For example, smart meters that report 

detailed data on electricity usage via the Internet can save 

customers the inconvenience of a home visit by a meter 

reader, give them the means to monitor (and reduce) 

consumption, and allow them to profit from lower rates at 

off-peak hours. At the same time, the electrical utility will 

save on meter-reading costs and can use aggregated usage 

data to plan better for future demand. Governments and 

society as a whole can benefit from reduced energy 

dependency and fewer negative environmental effects. 

VI. CONCLUSIONS 

IoT promises to usher in a revolutionary, fully 

interconnected “smart” world, with relationships between 

objects and their environment and objects and people 

becoming more tightly intertwined. While the potential 

ramifications are significant, a number of potential 

challenges may stand in the way of this vision—particularly 

in the areas of security; privacy; interoperability and 

standards; legal, regulatory, and rights issues; and the 

inclusion of emerging economies. The main role of this 

survey paper is that it focuses on IoT applications and 

highlights the challenges for future researchers. Our final 

goal is to provide a bird view on the IOT for budding 

researchers for them to plan for the future more competently 

and effectively. 
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