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Abstract— As the advancement in the embedded system 

technology, Field programmable gate array (FPGA) based 

systems are playing significant role. In many application 

there is need of high speed communication between FPGA 

and external world (e.g.-for providing the data of a sensor to 

the web server in some real time embedded system). In 

initial phase of development of FPGA Board we had used 

Universal asynchronous receiver transmitter (UART) for 

communicating the FPGA to other devices but its speed is 

too slow in order of thousands of bps. But nowadays modern 

FPGA board comes with high speed interfaces e.g. Ethernet 

and PCI Express. We can achieve data rate up to hundreds 

of Mbps. Ethernet communication provides the required 

bandwidth for most of the applications. This paper describes 

the transmission of User datagram protocol (UDP) frame 

from FPGA to computer via Ethernet. We used Digilent 

Atlys board which includes a Marvell Alaska Tri-mode 

PHY (88E1111) paired with a Halo HFJ11- 1G01E RJ-45 

connector. It supports both Media independent interface 

(MII) and Gigabit Media independent interface (GMII) 

modes at 10/100/1000 Mbps. We used MII mode at 10 

Mbps data rate which is default set at power on or reset. For 

implementation and simulation we used Xilinx ISE Design 

Suite (version14.2). 
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I. INTRODUCTION 

Ethernet is one of LAN technology, which is most widely 

used to make computer network.  Our project is to design an 

interface that enables the FPGA board to communicate with 

computer via on-board Ethernet connection using several 

established networking protocols. Here we are using the 

UDP protocol. Ethernet MAC is a part of Ethernet device, 

which control transmitting and receiving of data packet 

based on CSMA/CD protocol. Ethernet MAC consists of 

two parts, the transmitter and the receiver. The transmitter 

encapsulates data into data packet and controls data sending. 

The receiver decodes data and controls data receiving. Top 

level data flow design is shown in Fig. 1. 

 
Fig. 1: Top level data flow diagram 

Here in this paper we have worked exclusively on 

transmitter section of original Ethernet MAC (i.e. 

encapsulation of Ethernet frame and its transmission 

according to the defined protocol). EthMAC our main 

module encapsulate the data in UDP packet and transmit it 

to computer through the on board Ethernet jack. Marvell 

(88E1111) Phy chip provides interface between FPGA chip 

and Ethernet jack on Atlys board. Ethernet Phy chip act as a 

physical layer of OSI model. The Atlys board includes a 

Marvell Alaska Tri-mode PHY (the 88E1111) paired with a 

Halo HFJ11- 1G01E RJ-45 connector. We receive the UDP 

packet on computer using the Wireshark software. 

II. ETHERNET BASICS 

Ethernet is a data link and physical layer protocol defined by 

the IEEE 802.3 specification. Ethernet is an asynchronous 

Carrier Sense Multiple Access with Collision Detect 

(CSMA/CD) protocol/interface, with a payload size of 46-

1500 octets. With data rates of tens to hundreds of 

megabits/second, it is generally not well suited for low-

power applications. 

The easiest way to understand the role of Ethernet 

is by looking at a protocol stack, which describes a complete 

protocol or set of protocols in a layered approach (see Fig. 

2). Each layer of the protocol stack is responsible for a 

particular level of functionality [1]. 

 
Fig. 2: Protocol stack used in Ethernet 

A. Ethernet Frame Format: 

Ethernet data is encapsulated in frames. The fields in the 

frame are transmitted from left to right. The bytes within the 

fields are transmitted from left to right (but bits within the 

bytes transmitted from least significant bit to most 

significant bit). The Ethernet MAC can handle jumbo 

Ethernet frames where the data field can be much larger 

than 1500 bytes. A basic 10/100 Ethernet frame consists of 

the following fields [1], as shown in Fig. 3. 

 
Fig. 3: Ethernet frame 

 Preamble: Seven octets of alternative 1s and 0s (i.e.  

0x55 or 0xAA). The preamble is present to allow the 

receiver to lock onto the stream of data before the 

actual frame arrives. 

 Start-of-Frame Delimiter (SFD): 10101011b (0xAB). 

The SFD is sometimes considered to be part of the 

preamble. This is why the preamble is sometimes 

described as eight octets. 

 Destination Address (DA): The 6-octet MAC address 

of the destination hardware.  
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 MAC Addresses: A MAC address is a 48-bit (6-octet) 

number unique to every piece of Ethernet hardware. It 

consists of a 24-bit Organizationally Unique Identifier 

(OUI) and a 24-bit hardware identifier, as shown in 

Fig. 4. 

 
Fig. 4:  MAC addresses 

OUIs are assigned by the IEEE to a particular 

company or organization (Microchip’s OUI is 00-04-A3h), 

while hardware IDs are assigned by the owner of that 

particular OUI. 

A MAC address whose Least Significant bit of 

Octet #1 is set(“1”) as a Multicast address is intended for 

one or more nodes. As an example, pause frames, which 

have an address of 01-80-c2-00-00-01, are considered 

Multicast packets. 

A MAC address of FF-FF-FF-FF-FF-FF is a 

Broadcast address, which is intended for all nodes. 

 Source Address (SA): The 6-octet MAC address of 

the source hardware. 

 Length/Type: If the value in this 2-octet field is ≤ 1500 

(decimal), this represents the number of octets in the 

payload. If the value is ≥ 1536, this represents the 

EtherType (payload type). The following are the most 

common EtherType values: 

 IPv4 = 0x0800 

 IPv6 = 0x86DD 

 ARP = 0x0806 

 Payload (Client Data): The client data, such as an IP 

datagram, etc. The minimum payload size is 46 octets; 

the maximum payload size is 1500 octets. While 

payloads below or above these limits do not meet the 

IEEE 802.3 specification. 

 Pad: Since the minimum payload size is 46 octets, pad 

octets must be inserted to reach this minimum if the 

payload size is less than 46 octets. 

 Frame Check Sequence (FCS): The value of the 4-octet 

FCS field is calculated over the source address, 

destination address, length/type, data and pad fields 

using a 32-bit Cyclic Redundancy Check (CRC) 

III. ETHERNET DATA PACKET ENCAPSULATION 

The main part of transmission is packet encapsulation. To 

understand how Ethernet works, it is first necessary to 

understand the concept of packet encapsulation, and how the 

protocol stack fits into this concept. This layered approach is 

implemented through the use of encapsulation. 

The framing of data is done into levels of 

abstractions. 

 LEVEL-1: Data link layer (Ethernet header) 

 LEVEL-2: Transport layer (ARP or IP) 

 LEVEL-3: Network layer (UDP or ICMP)  

The first twelve bytes of every data packet are the 

MAC addresses of the destination and source. These are 

followed by a two byte "type" field, then additional data. If 

the value of these two bytes is 0x0806, the remaining 

information in the packet follows the Automatic resolution 

protocol (ARP). If their value is 0x0800, the remaining data 

constitutes a second header/data layer. The first part of this 

segment is the Internet protocol (IP) header, which is 

common to all data packets that are transmitted over any 

Internet protocol. The "Data" field of this layer contains yet 

another header/data layer whose contents depend on the 

"protocol" field of the IP header. It is this field that 

determines whether a transmitted data packet follows UDP 

or Internet control message protocol (ICMP) [4]. 

Here we are using the UDP for transmission of 

data. The levels of abstraction and fields in UDP frame are 

shown below. 

Frame_A = 

(X"FF", X"FF", X"FF", X"FF", 

X”FF", X”FF", X"00", X"00", 

X"00", X"04", X"14", X"13", 

X"08", X"00", X"45", X"00", 

X"00", X"2E", X"00", X"00", 

X"00", X"00", X"40", X"11", 

X"7A", X"C0", X"00", X"00", 

X"00", X"00", X"FF", X"FF", 

X"FF", X"FF", X"00", X"00", 

X"50", X"DA", X"00", X"12", 

X"00", X"00", X"41", X"41", 

X"41", X"41", X"41", X"41", 

X"41", X"41", X"41", X"41", 

X"41", X"41", X"41", X"41", 

X"41", X"41", X"41", X"41"); 

A. Explanation of Fields in Frame_A 

MAC address of destination 

(6 byte) 

X"FF",X”FF",X”FF", 

X”FF",X”FF",X"FF" 

MAC address of source  

(6 byte) 

X"00",X"00",X"00", 

X"04",X"14",X"13" 

Ethertype(2 byte) X"08", X"00", 

IP version (IPv-4) 

(1 byte) 
X"45" 

Identification (2 byte) X"00", X"00" 

flags (2 byte) X"00", X"00" 

TTL (1 byte) X"40" 

Protocol (1 byte)  

(X"11"-UDP , X"10 "-ICMP) 
X"11" 

IP checksum (1 byte) X"7A", X"C0" 

IP source address (4 byte) 
X"00",X"00",X"00", 

X"00" 

IP destination address (4 byte) 
X"FF",X"FF",X"FF", 

X"FF" 

Source port no. 

(2 byte) 
X"00", X"00" 

Destination port no. 

(2 byte) 
X"50", X"DA" 

Length of UDP datagram  

(2 byte) 
X"00", X"12" 

UDP checksum 

(2 byte) 
X"00", X"00" 

Data (18 byte)- 

Hex code of “A” 

X"41",X"41",X"41", 

X"41",X"41",X"41", 

X"41",X"41",X"41", 

X"41",X"41",X"41", 
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X"41",X"41",X"41", 

X"41",X"41",X"41" 

Table 1: Fields in UDP frame 

IV. HARDWARE IMPLEMENTATION 

As we are using Digilent Atlys board in which Marvell 

Alaska Tri-mode PHY (88E1111) paired with a Halo 

HFJ11- 1G01E RJ-45 connector has fixed connection with 

Spartan-6 FPGA. The complete interconnections between 

FPGA and PHY chip is shown in Fig. 6 [5]. 

 
Fig. 6: Interface between SPARTAN 6 FPGA and PHY chip 

The breif explation of  signals used in MII mode 

[6] as follows: 

TX_CLK 

It provides a 25 MHz, 2.5 MHz clock. The 2.5 

MHz clock is the default rate which may be 

programmed to another frequency by writing to 

register 20.6:4. 

TXD 

[0:3] 

Four bit Transmit data port for transmits data 

from MAC to PHY. 

TXEN 
When it is high, data is transmitted parallel 

from MAC to PHY. 

TXER 
Transmit Error it is goes high when error occurs 

during transmission. 

Table 2: Transmitter signal in MII mode 

RXD 

[0:3] 
Four bit Receive data port from PHY to MAC 

RXDV 
RX_Data Valid, data will be received when 

RXDV is high. 

COL 
When collisions occur it goes high Collision 

Detect. 

CRS 

Carrier Sense, it goes high when any data is in 

process of transmission from MAC to PHY or 

from PHY to MAC. 

RXER 
Receive Error; it goes high when error occurs 

during reception of data. 

RXCLK 
Receiver clock, 25 MHz for 100Mbit/s, 2.5 

MHz for 10Mbit/s 

Table 3: Receiver signal in MII mode 

MDIO 
Management data I/O line  

(bidirectional, push-pull) 

MDC 
Management data clock line  

(unidirectional: MAC to PHY) 

Table 4: Phy management signal in MII mode 

The main module of our project is EthMAC which 

consist of a sub module Ethcrc. 

A. EthMac: 

EthMAC module first encapsulates the UDP frame 

according to the network protocols, and then it transmits 

through the TXD [3:0] pin nibble by nibble when value of 

transmit enable (TXEN) is high. We can select the UDP 

Frame_A or Frame_B through Sel signal. 

 
Fig. 7: Top level diagram of EthMAC 

Phy chip contains eight transmission lines but here 

we are using MII mode of interface for transmission so, we 

can only use four transmission lines for transmission. 

Remaining four transmission line TXD [4:7] is tied to high 

voltage or low voltage. 

Here we transmit on the positive edge of main 

clock and at each clock one nibble is transmitting. We take 

TX_CLK from PHY chip and transfer to the main module. It 

provides 2.5 MHz clock. 

Management signals are used to control the mode 

of interface. Management data I/O line (MDIO) is 

bidirectional line. The default mode is MII mode. All signals 

on MDIO pin are synchronized with MDC clock signal. 

B. EthCRC 

This module is used to generate the Frame check sequence 

(FCS) which is padded to the Ethernet frame in the end. A 

cyclic redundancy check (CRC) is an error-detecting code 

commonly used in digital networks and storage devices to 

detect accidental changes to raw data. To the blocks of data 

that is going to transmit, a 32 bit check value is attached in 

the end, based on the remainder of a polynomial division of 

their contents. On retrieval the calculation is repeated, and if 

the check values do not match, it implies data is corrupted 

during transmission [2]. 

For 32 bit CRC, generator polynomial is in 

hexadecimal form 0x04C11DB7 or in polynomial form, 

represented as follows:  

X32+X26+X+X23+X22+X16+X12+X11+X10+X8+X7+X5+X4+X2

+ 1. 

 
Fig. 8: Top level diagram of EthCRC 

IEEE 802.3 defines that the input polynomial to 

calculate the CRC is destination address, source address, 

length/type, and data of a frame, with the first 32-bits 

complemented. The result of CRC is complemented, and the 

result is the IEEE 802.3 32-bit CRC, referred to as the 

Frame Check Sequence (FCS) field. The FCS is appended to 
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the end of the Ethernet frame, and is transmitted, highest 

order bit first (x31, x30… x1, x0). 

V. SIMULATION AND RESULT 

A. Simulation Result: 

Simulation results give the functional verification of 

designed modules. Here we used ISim simulator for 

simulation. UDP Frame A is transmitting via TXD[3:0] pin 

nibble by nibble at the data rate of 10 Mbps (i.e. we are 

using TX_CLK signal from PHY chip which has a 

frequency 2.5 MHz,  at one clock we are transmitting 4 bits 

so 2.5*4=10). 

Ethernet transmission is unique, in this the byte 

order is big-endian (leftmost byte is sent first), whereas the 

bit order is little-endian (rightmost, or LSB (Least 

Significant Bit) of the byte is sent first),  in our frame the 

data byte 0x41(8b’01000001) is transmitted as 

0x82(8b’10000010).So first we transmit lower nibble [1] as 

[8] then upper nibble [4] as [2] which is exactly shown in 

Fig. 9. 

 
Fig. 9: Simulation waveforms 

B. Wireshark Result 

For the reception of UDP frame at computer we used 

Wireshark software. Wireshark is the world's foremost 

network protocol analyzer. It lets you see what's happening 

on our network at a microscopic level. Wireshark is 

software that "understands" the structure (encapsulation) of 

different networking protocols. It can parse and display the 

fields, along with their meanings as specified by different 

networking protocols.  

 
Fig. 10: Frame_A captured in Wireshark 

Data can be captured "from the wire" from a live 

network connection or read from a file of already-captured 

packets. The UDP Frame A transmitted from FPGA 

captured in Wireshark is shown in Fig. 10. 

VI. CONCLUSION 

We successfully established the communication between 

FPGA and computer at 10Mbps.We transmitted a UDP 

frame from FPGA and received at computer correctly using 

Wireshark software. 

REFERENCES 

[1] M. Simmons, Microchip Technology Inc., “Ethernet 

Theory of Operation,” © 2008. 

[2] Nikolaos Alachiotis, Simon A. Berger, Alexandros 

Stamatakis, “Efficient PC-FPGA Communication Over 

Gigabit Ethernet,” 10th IEEE International Conference 

on Computer and Information Technology, 2010. 

[3] N.M. Khalilzad, F.Yekeh, L. Asplund, “FPGA 

Implementation of Real-Time Ethernet 

Communication Using RMII Interface,” IEEE 3rd 

International Conference on Computer and Information 

Technology, 2011. 

[4] Cornell University by Michael, Alex, “Ethernet 

Communication Interface For the FPGA,” Vol. III 

2011. 

[5] Digilent Atlys™ Board Reference Manual. 

[6] Data sheet of Marvell Alaska ultra 88E1111 Phy chip. 


