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Abstract— In organization large amount of data are 

collected daily and these data are used by the organization 

for data mining tasks. These data collected may contain 

sensitive attribute which not disclosed by un-trusted user. 

Privacy is very important when release the data for sharing 

purpose or mining. Privacy preserving data mining allow 

publishing data while same time it protect the sensitive or 

private data. For privacy preserving there are many 

technique like k-anonymity, cryptography, blocking based, 

data Perturbation etc. In this paper, various privacy 

preserving approaches in data sharing and their merits and 

demerits are analyzed. 
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I. INTRODUCTION 

Data Mining [1] refers to extracting or mining knowledge 

from large amounts of data. Data mining is the process of 

discovering the intensive knowledge from large amounts of 

data stored either in databases, data warehouses, or other 

information repositories. It is an interdisciplinary field and it 

involves an integration of techniques from multiple 

disciplines such as database and data warehouse technology, 

statistics, machine learning, pattern recognition, information 

retrieval, and spatial or temporal data analysis. Data mining, 

with its promise to efficiently discover valuable, non-

obvious information from large databases, is particularly 

vulnerable to misuse. So, there might be a conflict among 

data mining and privacy. 

Privacy [2] refers to extraction of sensitive 

information using data mining. On the other hand, the 

excessive processing power of intelligent algorithms puts 

the sensitive and confidential information that resides in 

large and distributed data stores at risk. Recent 

developments in information technology have enabled the 

collection and processing of vast amounts of personal data, 

such as criminal records, shopping habits, credit and 

medical history, and driving records. Undoubtedly, this 

information is very useful in many areas, including medical 

research, law enforcement and national security. However, 

there is an increasing public concern about the individuals' 

privacy. Privacy is commonly seen as the right of 

individuals to control information about themselves. The 

general privacy issues are secondary use of the personal 

information, handling misinformation, and granulated access 

to personal information. 

The concept of privacy preserving data mining 

involves in preserving personal information from data 

mining algorithms. PPDM technique [3] is a research area in 

data mining and statistical databases where mining 

algorithms are analyzed for the side effect they acquire in 

data privacy. The objective of privacy preserving in data 

mining is to build algorithms for transforming the original 

information in secured/unsecured way, so that the private 

data and private knowledge remains confidential even after 

the mining process [4]. 

II. RESEARCH CHALLENGES 

Now- a-days, Data Mining is used in many applications. 

There are certain areas where data mining if used without 

privacy may cause serious affects .These areas are the main 

research challenges and are mentioned below. 

A. Cyber Terrorism, Insider Threats, and External Attacks 

One of the major threats people face today is Cyber Crime 

[5]. 

Since most of our information is stored on electronic media 

and a lot of data is also available on internet or networks. 

Attacks on such areas might be dangerous and 

devastating for an individual. For example, consider the 

Banking system. If hackers attack a bank's information 

system and empty the accounts, the bank could lose millions 

of dollars. Therefore security of information is a critical 

issue. 

There are two types of threats –Outsider or Insider. 

An attack on Information System from someone outside the 

organization is called outsider threat, such as hackers, 

hacking Bank’s computer systems and causing havocs. A 

more critical problem is the insider threat. Insider threat can 

be due to an intruder present in the organization. Members 

of an organization have studied their policies and business 

practices and know every bit of the information so it can 

affect the organization's information assets. 

B. Credit Card Fraud and Identity Theft Another area 

which requires attention is detecting frauds and thefts. 

Frauds may be credit card frauds [5].  

These can be detected by identifying purchases made of 

enormous amounts. A similar and a more serious theft is 

identity theft. Here one pretends to be an identity of another 

person by obtaining that person's personal information and 

carrying out all types of transactions under the other 

person's name. By the time, the owner finds out it is often 

far too late-the victims may already have lost millions of 

dollars due to identity theft. 

III. CLASSIFICATION OF PRIVACY PRESERVING TECHNIQUES 

There are many approaches which have been adopted for 

privacy preserving data mining. We can classify them based 

on the following dimensions: 

 Data distribution 

 Data modification 

 Data mining algorithm 

 Data or rule hiding 

 Privacy preservation 

A. Data Distribution:  

The first dimension refers to the distribution of data. Some 

of the privacy preserving approaches have been developed 

for centralized data and others refer to a distributed data 

scenario. Distributed datasets scenarios can also be 
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classified as horizontal data distribution and vertical data 

distribution. 

Horizontal distribution refers to these cases where 

different database records reside in different places, while 

vertical data distribution, is referring to the cases where all 

the values for different attributes reside in different places.  

B. Data Modification:  

The second dimension refers to the modification scheme of 

the data. Data modification is mostly used in order to change 

the original values of a database that needs to be released to 

the public and also to ensure high protection of the privacy 

data. It is important that a data modification technique 

should be in concern with the privacy policy adopted by an 

organization. Methods of data modification include: 

 Perturbation, which is accomplished by the 

alteration of an attribute value with a new value 

(i.e., changing a 1-value of a 0-value, or adding 

noise). 

 Blocking is the replacement of an existing attribute 

value with an aggregation or merging which is the 

combination of several values. 

 Swapping that refers to interchanging values of 

individual records, and 

 Sampling, which is referred to delivering the data 

for only a sample of a population. 

C. Data Mining Algorithm:   

The third dimension refers to the data mining algorithm, for 

which the data modification is also placed here. It has 

included the problem of hiding data from a combination of 

data mining algorithms. For the time being, various data 

mining algorithms have been considered in isolation of each 

other. Among them, the most important ideas have been 

developed for classification data mining algorithms, such as 

decision tree inducers, clustering algorithms, rough sets and 

Bayesian networks, association rule mining algorithms.  

D. Data Or Rule Hiding:  

The fourth dimension refers to hiding the rule or the data. 

The complexity of hiding aggregated data in the form of 

rules is of course higher, and for this reason, most heuristics 

have been developed. The data miner to produce weaker 

inference rules that will not allow the inference of 

confidential values. This process is also known as “rule 

confusion”.  

E. Privacy Preservation: 

The last dimension which is the most important and itsrefers 

to the privacy preservation technique used for the selective 

modification of the data. Selective modification is required 

in order to achieve higher utility for the modified data given 

that the privacy data is not a loss. The important techniques 

of privacy preserving data mining are, 

1) The Randomization Method:   

Randomization method is an important and popular method 

in current privacy preserving data mining techniques. It 

masks the values of the records by adding additional data to 

the original data. 

a) Advantages  

 The randomization method is a simple technique 

which can be easily implemented at data collection 

time.  

 It has been shown to be a useful technique for 

hiding individual data in privacy preserving data 

mining.  

 The randomization method is more efficient. 

b) Disadvantages 

 Randomized Response technique is not for multiple 

attribute databases. 

2) The Anonymization Method: 

Anonymization method is aimed at making the individual 

record will be indistinguishable among a group record by 

using generalization and suppression techniques. K-

anonymity is the representative anonymization method. The 

motivating factor behind the k-anonymity approach is that 

many attributes in the data can often be considered quasi-

identifiers which can be used in conjunction with public 

records in order to uniquely identify the records. 

a) Advantages 

 This method is used to protect respondents' 

identities while releasing truthful information.  

 While k-anonymity protects against identity 

disclosure, it does not provide sufficient protection 

against attribute disclosure. 

b) Disadvantages 

 It suffers from homogeneity attack and background 

knowledge attack which leads to attribute 

disclosure. 

3) The Encryption Method: 

Encryption method mainly resolves the problems that people 

jointly conduct mining tasks based on the private inputs they 

provide. These privacy mining tasks could occur between 

mutual un-trusted parties, or even between competitors. 

Therefore, to protect the privacy becomes an important 

concern in distributed data mining setting.  

a) Advantages 

 There exists a vast toolset of cryptographic 

algorithms and constructs to implement privacy 

preserving data mining algorithms. 

b) Disadvantages 

 This approach is especially difficult to scale when 

more than a few parties are involved.  

 Also, it does not address the question of whether 

the disclosure of the final data mining result may 

breach the privacy of individual records. 

IV. CONCLUSION AND FUTUREWORK 

At present, privacy preserving in secure data sharing is at 

the stage of development. Some approaches are proposed, 

however, privacy preserving technology needs further 

research because of the complexity of the privacy problem. 

To conclude these three secure data sharing directions of 

privacy preserving approaches by analyzing the existing 

work and develop the new model in the future. 

The personalized privacy preservation will become 

the issue. 

1) How to improve the efficiency of implementation 

and ensure availability of the result in order to meet 

the various requirements. 

2)  The analyzation consists of how to combine the 

advantage of the above approaches. 
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