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Abstract— Location based services are popular in daily 

routine. Various businesses incorporate such location based 

services in their daily tasks as per requirement. These 

location based services should be appropriate from location 

accuracy point of view. While validating the location of 

particular user, his privacy may be affected. So we have to 

work on solution / protocol / framework that identifies 

location of user correctly and preserves privacy of particular 

user. It is also the case in which user has to prove his 

location to another user or super authority. Hence there 

should be mechanism that validates the location and share 

with the colleagues/authorities. Hence it is a complete 

ready-to-deploy framework for generating and validating 

location proof provenance. It works on generating secure 

location provenance on the mobile devices. Framework 

allows user-centric, collusion resistant, tamper-evident, 

privacy protected, verifiable, and provenance preserving 

location proofs for mobile devices. 
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I. INTRODUCTION 

Mobile computation is basic domain for proposed 

framework. Specifically in this framework location 

provenance and location security sub-domains are covered. 

MOBILE devices have enhanced the use of 

location based services (LBS) using the Geo graphical 

locations of the devices. The LBS use location tags, such as 

in social networks, shopping coupons, traffic alerts, and 

travel logs. However, LBS depends on location proofs 

collected by the user have more interesting features and 

applications. 

Auditor can then later verify the claim of presence 

with respect to the users identity, the location in question, 

and the time when the user was present at that location. 

However, untrustworthy location reporting have 

implications ranging from trivial cases, such as, cheating in 

a social-games, to national security issues etc. There are 

number of techniques used for location detection and 

location broadcasting. Global Positioning System (GPS) co-

ordinates, triangulation of cells in mobile phones, tracing of 

IP address from which requests are generated are various 

techniques involves. 

These techniques are easy to manipulates hence 

false location can be traced. This hampers the basic need 

and location tracking. Also rigorous tracking of user 

location from third party location authenticator may hamper 

the privacy of user and user may open to risk such as 

untrustworthy service providers. Hence in path critical 

scenario provenance of location is vital requirement. 

Hence to satisfy the need in location based system 

Witness Oriented Asserted Location provenance framework 

is developed. The system is based on the Asserted Location 

Proof (ALP) protocol. It incorporates the OTIT model for 

secure location provenance. This framework has several 

components as follows: 

 Android Based User Application 

 Web based service providers (Web-services) 

 Authority server. 

II. LITERATURE SURVEY 

A. ”S. Saroiu and A. Wolman,”Enabling new mobile 

applications with location proofs,” in Proc. of HotMobile.”: 

This paper provides method for location proof for android 

mobiles. It also provides method in which geographical 

locations of devices are traced and location proofs are 

generated accordingly. 

But when requirement of checking of particular 

user existence on particular location is arise,in this way it 

can be manipulated. 

B. ”I.Maduako,”Wanna Hack a Drone? Possible with 

Geo-Location Spoofing!.”” 

In this paper geo-location spoofing is demoed. Geo-location 

or GPS spoofing can be seen as an attempt to deceive a GPS 

receiver by Dissemination a slightly more powerful signal 

than that received from the GPS satellites,  resemble 

structured to a set of normal GPS signals. These spoofed 

signals, however, are modified in such a way as to cause the 

receiver to govern its position to be somewhere around other 

than where it actually is, specifically somewhere determined 

by the attacker.. This looks like it is a serious issue for 

Unmanned Aerial Vehicles (UAVs). The bad guys could 

influence this technique and get those militaries drones 

fooled and hijacked. Hence geo location spoofing may be 

serious issue found in the location based services. 

C. ”N. O. Tippenhauer, K. B. Rasmussen, C. Popper, and 

S. Capkun,” 

iPhone and iPod location spoofing: Attacks on public 

WLAN-based location provenance systems,” SysSec Tech. 

Rep., ETH Zurich.” In this location of iPhone user is 

manipulated using the IP address of WLAN. In this work, 

they study the security of public WLAN-based positioning 

systems. Specifically, they investigate the Skyhook 

positioning system, available on PCs and used on a number 

of mobile platforms, including Apples iPod touch and 

iPhone. By implementing and analyzing several kinds of 

attacks, they demonstrate that this system is susceptible to 

location and spoofing database manipulation. 

In both, the attacker can arbitrarily change the 

result of the localization at the target device, by either 

impersonating remote infrastructure or by tampering with 

the service database. Their attacks can easily be replicated 

and they conjecture that without appropriate counter 

measures public WLAN-based locating should therefore be 

used with carefulness in safety-critical contexts. They 

further discuss many methods for securing WLAN-based 

positioning systems. Hence it is another threat of IP address 

hacking that collapses the positioning systems. 
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D. ”S. Brands and D. Chaum,”Distance-Bounding 

Protocols,”: 

In Proc. of EUROCRYPT. Springer-Verlag New York.” 

Location spoofing is issue and exact location co-ordinates 

tracing of particular location is also the issue. 

Distance hopping rules are cryptographic protocols 

that enable a authenticator to inaugurate an upper bound on 

the physical distance to a prove. They are based on timing 

the interruption between sending out challenge bits and 

receiving back the agreeing response bits. The delay time 

for responses enables to compute an upper-bound on the 

distance, as the round trip delay time separated into twice 

the speed of light rays. The calculation is based on the fact 

that electro-magnetic waves/rays travel nearly at the speed 

of light rays, but cannot travel faster than electro-magnetic 

waves. This response game can be good selection to 

suggestion the area but it is predict that good and 

approachable network connectivity is available all the time. 

E. ”R. Khan, S. Zawoad, M. Haque, and R. Hasan,”OTIT: 

Towards secure provenance modeling for location proofs,” 

in Proc.” 

In this paper, they present Framework - a model for 

designing secure location provenance. They formalized the 

personalities and features for the domain of safe area origin 

schemes, using formal propositional logic and logical 

proofs. They also present many patterns, which can be used 

in various modes to provide secure location provenance 

services. Based on the personalities defined in framework, 

they have analyzed severals schemes to define their 

devotion to the anticipated features of safe location origin. 

Furthermore, they present investigational analysis on the 

performance of the many patterns, in terms data storage and 

of time, to show a comparative applicability analysis. They 

posit that framework will serve as a comprehensive standard 

framework to evaluate the models for safe location origin. It 

is helpful and used on the WORAL framework. 

III. PROPOSED SYSTEM 

End user is having android app that has building to part his 

placing details with the LA(Location Authority) also this 

app is having building to produce placing provenance 

records and send it to the La to support. Also user can 

manage his outline, and make an addition / report / take out 

the placing records is right for to him. 

1) Very first user, witness, LA and overseers has to 

make come into existence an account on the SP. user 

has to make ready his nothing like it mind and 

physical qualities fact in support of for it. While 

recording, listing on the SP (Service Provider) each 

user has to make ready nothing like it username and 

password also to way in the facilities on condition 

that to the end user. While making come into 

existence an account of user, cryptographic-Id is used 

which is in number form and size and user 1 is taken 

to be with this cryptographic. 

2) Controlling person makes certain of the LA and 

overseers. It is must for this reason doing something 

can be kept out of after checking to make certain LA 

and overseers can work with their parts. 

3) SP is responsible to support right news between user 

and LA. This effect on one another is doted by 

having the same private and public keys. LA 

provides location-Id at times of account work of art 

and when LA is given authority then SP produces the 

private-public key-pair, which is taken to be by the 

location-ID. Last need to keep (self, thoughts) in 

order, under control the private key and store it on 

the nearby computer. upon letting into one's house a 

request for the public key for one LA (location-ID), 

the SP sends the right public key to the requestor 

4) After frame for events these things in the framework 

we take into account the Case when user need to 

produce the placing fact in support of through the  

framework. User sends placing fact in support of 

request to the LA. 

5) The LA produces the placing fact in support of LP(] 

Location Proof). And meanwhile LA also send the 

idea put forward request to the W(Witness) by 

putting to use random selection way on WL(Witness 

List). 

6) One who saw makes certain of the idea put forward 

request and send put forward placing fact in support 

of High Mountain to LA. 

7) LA sends High Mountain to the end user after right 

verification. 

8) When end user gets LP and high mountain, user 

directly exchange with the W. W gets the VReq from 

U(User) and checks to see if the idea put forward has 

been tampered or not. After good verification, W 

makes come into existence a verification statement 

Vs and send to the user. 

9) When user gets Vs from one who saw it send to LaA 

to be stored as receipt for the idea put forward 

placing provenance and completed the approved 

design. 

IV. CONCLUSION 

Real life location based application has to keep privacy of 

user as far as identity and location is concern. Also location 

verification process must be very simple but effective. This 

location verification process has to be done automatically 

with minimum chances of manipulation. Hence proposed 

protocol deal with mentioned crisis effectively. Also this 

protocol or we can say framework help user to maintain his 

location visit trails on server and system administrator as 

well as user can access his location visits along with 

verification proofs. Also user will get recommendation of 

his friends available in that area. This is the add on feature 

added which will be useful for the end user. 

REFERENCE 

[1] S. Saroiu and A. Wolman, ”Enabling new mobile 

applications with location proofs,” in Proc. of 

HotMobile, 2009. 

[2] I.Maduako, ”Wanna hack a drone? possible with geo-

location spoofing!”,July 2012. 

[3] N. O. Tippenhauer, K. B. Rasmussen, C. Popper, and 

S. Capkun, ”iPhone and iPod location spoofing: 

Attacks on publicWLAN-based positioning systems,” 

SysSec Tech. Rep., ETH Zurich, April, 2008. 



Authenticate User Location using Auditor and Locate Nearest People 

 (IJSRD/Vol. 3/Issue 11/2016/181) 

 

 All rights reserved by www.ijsrd.com 722 

[4] S. Brands and D. Chaum, ”Distance-bounding 

protocols,” in Proc. of EUROCRYPT. Springer-Verlag 

New York, Inc., 1994. 

[5] R. Khan, S. Zawoad, M. Haque, and R. Hasan, ”OTIT: 

Towards secure provenance modeling for location 

proofs,” in Proc. of ASIACCS. ACM, 2014. 

[6] www.roseindia.com 

[7] www.w3schools.com 


