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Abstract— Cryptography is an protecting the information by 

transforming it into an unreadable format in which a 

message can be concealed from the casual reader and only 

the intended recipient will be able to convert it into original 

text.  In this research work the analysis is made between 

symmetric key algorithms such as AES, RC6 and Blowfish. 

The algorithms are compared in terms of various factors 

such as key length, cipher type, block size, resistance, 

security, possible keys, CPU time, encryption time, memory 

utilization and throughput.  To analyze the performance of 

the algorithms it is required to know its strength and 

limitation. Consequently the assessment of different existing 

algorithms based on certain parameters is necessary. The 

parameters may include Architecture, Security, Scalability 

(in terms of Encryption rate, Memory Usage, Software 

hardware performance and computational time), 

Limitations, and Flexibility. 
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I. INTRODUCTION 

A specialized field in computer networking that involves 

securing a computer network infrastructure. Network 

security is typically handled by a network administrator or 

system administrator who implements the security policy, 

network software and hardware needed to protect a network 

and the resources accessed through the network from 

unauthorized access and also ensure that employees have 

adequate access to the network and resources to work.  

A network security system typically relies on layers 

of protection and consists of multiple components including 

networking monitoring and security software in addition to 

hardware and appliances. All components work together to 

increase the overall security of the computer network.  

Cryptography is closely related to the disciplines of 

cryptology and cryptanalysis.  Cryptography includes 

techniques such as microdots, merging words with images, 

and other ways to hide information in storage or transit. 

However, in today's computer-centric world, cryptography 

is most often associated with scrambling plaintext (ordinary 

text, sometimes referred to as clear text) into cipher text (a 

process called encryption), then back again (known as 

decryption). Individuals who practice this field are known as 

cryptographers. Modern cryptography concerns itself with 

the objectives such as Confidentiality, Integrity, Non-

repudiation and Authentication . 

A. Symmetric Key 

Symmetric key algorithm is also known as private or secret 

key algorithm. In this algorithm a single key is used by the 

sender or receiver, it means same key is used to encrypt and 

decrypt data.  Symmetric key is of two types such as stream 

cipher encryption and block cipher encryption. DES, 3DES, 

Blowfish, AES, TEA and RC6 are the examples for 

symmetric key encryption.  

B. Asymmetric Key 

Asymmetric key algorithm is also known as public key 

algorithm. It uses two different keys to perform encryption 

and decryption process, means one key is used to encrypt 

the data is known as public key and another key which is 

used for decryption is known as a private key. Both public 

and private keys are mathematically interrelated. Public key 

is known by everyone but private key is known by only the 

receiver of that message. RSA, SSH, DH and SSL are the 

example of an asymmetric key algorithm.  

II. NETWORK SECURITY ALGORITHMS  

The purpose of an encryption algorithm is to provide 

security of data. If an encryption algorithm cannot be broken 

easily, then it is said to be secure. The ultimate goal is to 

protect data against any unauthorized access or theft. In this 

process comparative study has been done against symmetric 

key algorithms such as AES and RC6. And lastly, a 

comparison of these algorithms considering the different 

parameters has been done in order to see how each version 

of the algorithm was different from the other and how 

improvements were incorporated. 

A. AES  

AES is a symmetric key algorithm which operates on two 

dimensional arrays of bytes known as state and the state 

consists of four rows of each bytes. AES has key size of 

128,192 OR 256 Bits which protect against certain current 

and future attacks. Hardware and software both 

implementation are faster and can be implemented on 

various platforms. 

B. RC6 

RC6 is block cipher derived from RC5. It was designed to 

meet the requirements of the Advanced Encryption Standard 

competition. RC6 proper has a block size of 128 bits and 

supports key sizes of 128, 192 and 256 bits.  It provides 

even better security against attacks which may be possible in 

the RC5 Algorithm. It is also protected from various other 

possible security attacks.  

C. Blowfish  

Blowfish is a symmetric block cipher that can be effectively 

used for encryption and safeguarding of data. It takes a 

variable-length key, from 32 bits to 448 bits, making it ideal 

for securing data. Blowfish was designed in 1993 by Bruce 

Schneier as a fast, free alternative to existing encryption 

algorithms.  

Blowfish is a variable-length key block cipher. It is 

suitable for applications where the key does not change 

often, like a communications link or an automatic file 

http://www.webopedia.com/TERM/N/network.html
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encryptor. It is significantly faster than most encryption 

algorithms when implemented on 32-bit microprocessors 

with large data caches.  

III. LITERATURE SURVEY  

Security is required to transmit confidential information 

over the network. Security is also demanding in wide range 

of applications. Cryptographic algorithms play a vital role in 

providing the data security against malicious attacks. But on 

the other hand, they consume significant amount of 

computing resources like CPU time, memory, encryption 

time etc. Normally, symmetric key algorithms are used over 

asymmetric key algorithms as they are very fast in nature. 

Symmetric algorithms are classified as block cipher and 

stream ciphers algorithms. Apoorva [1], the comparison is 

made for the AES algorithm with different modes of 

operation (block cipher) and RC4 algorithm (stream cipher) 

in terms of CPU time, encryption time, memory utilization 

and throughput at different settings like variable key size 

and variable data packet size. 

Elminaam Diaa Salama Abdual [2] the report 

presents a preliminary analysis of the security ordered by the 

RC6 block cipher. RC6 is an evolutionary improvement of 

RC5, Designed to meet the requirements of the Advanced 

Encryption Standard (AES). Our analysis demonstrates that 

RC6 is highly resistant to deferential and linear 

cryptanalytic attack, which are currently the two most active 

analytical attacks on block ciphers. The data requirements to 

mount an attack using either of these two attacks exceeds 

the amount of available data with considerable margins for 

safety. 

During the last decades, information security has 

become a major issue. Encrypting and decrypting data have 

recently been widely investigated and developed because 

there is a demand for a stronger encryption and decryption 

which is very hard to crack. Cryptography plays major roles 

to fulfillment these demands. Nowadays, many of 

researchers have proposed many of encryption and 

decryption algorithms such as AES, DES, RSA, and others. 

But most of the proposed algorithms encountered some 

problems such as lack of robustness and significant amount 

of time added to packet delay to maintain the security on the 

communication channel between the terminals. Jeeva AL, 

Palanisamy, [3], the security goals were enhanced via "A 

New Approach for Complex Encrypting and Decrypting 

Data" which maintains the security on the communication 

channels by making it difficult for attacker to predicate a 

pattern as well as speed of the encryption / decryption 

scheme. 

Security is the most challenging aspects in the 

internet and network applications. Internet and networks 

applications are growing very fast, so the importance and 

the value of the exchanged data over the internet or other 

media types are increasing. Hence the search for the best 

solution to offer the necessary protection against the data 

intruders’ attacks along with providing these services in 

time is one of the most interesting subjects in the security 

related communities.  Cryptography is the one of the main 

categories of computer security that converts information 

from its normal form into an unreadable form. Encryption 

algorithm from another is its ability to secure the protected 

data against attacks and its speed and efficiency in doing so. 

Factors AES RC6 Blowfish 

Key Length 128, 192, 256 Bits 128, 192, 256 Bits 32 to 448 

Cipher Type Symmetric Block Cipher 
Symmetric  

Algorithm 

Symmetric 

BlockCipher 

Block Size 128, 192, 256 Bits 128 Bits 64 Bits 

Crypt Analysis 

Resistance 

Strong against differential, truncated, linear, 

interpolation and square attacks 

Vulunerable to differential, 

Brute force attacker 
Brute Force 

Security Considered Secured Vulunerable Vulunerable 

Possible Keys 2128, 2192, 2256 2128, 2192, 2256 232, 2448 

Rounds 10 (128 Bits), 12 (192 Bits), 14 (256 Bits) 20 16 

Throughput (Encryption 

/ Decryption) 
2.933 / 4.397 4.51 / 4.84 8.677 / 5.97 

Table 1: Algorithm Factors 

IV. IMPLEMENTATION  

Symmetric key network security algorithms AES, RC6 and 

Blowfish are implemented in .net framework. They were 

implemented, and their performance was compared by 

encrypting input files of varying sizes and contents.   

The assessment methodology was easy and simple, 

different encryption algorithm research papers were studied, 

each algorithm was evaluated on the basis of the parameters 

mentioned in Table 1. Not a single algorithm fully contented 

the evaluation criteria, with some having greater 

deficiencies than others.   

Symmetric key network security algorithms AES, 

RC6 and Blowfish are implemented in .net framework. They 

were implemented, and their performance was compared by 

encrypting input files of varying sizes and contents. 

 
Fig. 1: AES 

After the implementation the performance of 

algorithms are analyzed along with various sizes of input 
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files.  The process time of encryption and decryption are 

varied according to the size of input files.  The average time 

taken and throughputs are calculated for the algorithms 

acquired for this study. 

 
Fig. 2: RC6 

 
Fig. 3: BLOWFISH 

Encryption time is used to calculate the throughput 

of an encryption scheme. It indicates the speed of 

encryption. The throughput of the encryption scheme is 

calculated as the total plaintext in Megabytes encrypted on 

the total encryption time for each algorithm in. As the 

throughput value is increased, the power consumption of 

this encryption technique is decreased. The CPU process 

time is the time that a CPU is committed only to the 

particular process of calculations. It reflects the load of the 

CPU. The more CPU time is used in the encryption process, 

the higher is the load of the CPU. The CPU clock cycles are 

a metric, reflecting the energy consumption of the CPU 

while operating on encryption operations. Each cycle of 

CPU will consume a small amount of energy.   

The performance metrics are analyzed by the 

following:  

 Encryption / decryption time. 

 CPU process time – in the form of throughput.  

 Power consumption. 

Throughput of network security algorithm is 

calculated using,  

 
Input Size  

(in Kilobytes) 
AES RC6 

Blow 

fish 

49 56 41 36 

59 38 24 36 

100 90 60 37 

247 112 77 45 

321 164 109 45 

694 210 123 46 

899 258 162 64 

963 208 125 66 

Average Time 114 90 47 

Throughput (MB/Sec) 2.864 4.51 8.677 

Table 2: Encryption Time (in ms) of Symmetric 

Algorithms with Different Packet Size 

Input Size  

(in Kilobytes) 
AES RC6 

Blow 

fish 

49 63 35 38 

59 58 28 26 

100 60 58 52 

247 76 66 66 

321 149 100 92 

694 142 119 89 

899 171 150 102 

963 164 116 80 

Average Time 93 84 68 

Throughput 

(MB/Sec) 
4.39 4.84 5.97 

Table 3: Decryption Time (in ms) of Symmetric Algorithms 

with Different Packet Size 

 
Fig. 4: Encryption throughputs of AES, RC6 and Blowfish 

 
Fig. 3: Decryption throughputs of AES,RC6,Blowfish 

 
Fig. 4: Encryption Time Consumption of AES, RC6 and 

Blowfish 
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Fig. 5: Decryption throughputs of AES, RC6 and Blowfish 

Simulation results for this comparison point are 

shown Table 5.2 at decryption stage. The result shows that 

RC6 requires less time than AES algorithm also Blowfish 

consumes less time than RC6. Then Blowfish has an 

advantage over AES and RC6 in terms of time consumption 

and throughput.  In case of changing packet size Blowfish 

has better performance than AES and RC6.  

V. CONCLUSION  

Hence, the comparative analysis shows RC6 is a secure, 

compact and simple block cipher. It offers good 

performance, considerable flexibility, allows analysts to 

quickly refine and improve our estimates of its security.   

RC6 is an evolutionary improvement of RC5, designed to 

meet the requirements of the Advanced Encryption 

Standard. Even the AES provides better performance than 

RC6, it consumes more time and throughput of AES is 

comparatively lesser than RC6. AES has advantage over the 

Blowfish and RC6 terms of memory usage, performance and 

throughput. 
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