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Abstract— Privacy preserving in data mining plays a vital 

role in which one can more likely enters in a system with 

privacy assurance. Many times data in a datasets are 

correlated with each other, therefore chances of data leakage 

is more. So that issue regarding privacy has been occurred. 

To overcome this privacy issues different mechanisms are 

used, like Correlated Iteration Mechanism (CIM), relaxed 

admissible mechanism, Privacy preservation approach via 

data set complementation. Also to preserve privacy in 

dataset different clustering algorithm is used like K-Means 

and tree based traversing technique is used for hiding 

information in dataset. This paper presents survey on 

different mechanism as well as algorithms that how the 

sensitive information can be protected. 
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I. INTRODUCTION 

Data mining can be used to find patterns or relationships in 

their data. In KDD, that is “Knowledge Discovery in 

Databases” processes in which Data Mining is one of the 

important step which extract data from large datasets, also it 

includes the techniques / methods like artificial intelligence, 

machine learning and statistics. It has different emerging 

field in which data can be extracted from a dataset and 

transform it into an understandable form, is the main 

purpose of data mining process. 

Privacy preserving in Data Mining is study of 

achieving some data mining goals without scarifying the 

privacy of individuals. Privacy preserving in distributed data 

has various applications. Each application has different 

conditions: What is meant by privacy, what are the desired 

results, how is the data correlated and distributed with each 

other, what is the highest distribution factor in dataset, etc. 

Data mining can extract knowledge from large data 

collections, sometimes these collections are divided among 

various parties. Privacy may prevent the parties from 

directly sharing the data and some types of information 

about the data. This paper presents some mechanism and 

shows how they can be used to solve several privacy-

preserving data mining problems. 

The remainder of this paper is organized as 

follows: Section 2 gives an overview of related work already 

done on Privacy preserving. Section 3 includes result and 

comparative table of existing systems. Section 4 concludes 

survey. Section 5 gives future work. 

II. RELATED WORK 

Privacy preserving has been done using a different 

techniques or methods. In the related work some of the 

mechanism has been introduced in which user wishes to 

show some data and some data are hidden. Some approaches 

are used in which original data is not reconstructable. 

Tianqing Zhu, Ping Xiong, Gang Li [1] proposed a 

correlated differential privacy for hiding information in 

NON-IID dataset. In this paper Correlated Iteration 

mechanism is used to answer large number of queries. It 

enhances privacy guarantee and successfully prevent the 

utility while preserving privacy. It saves the privacy budget 

and decreases the noise for each query. Records in the 

datasets are often correlated with each other, and this may 

reveal extra information. 

Yilin Shen and Hongxia Jin [2], in this paper 

relaxed admissible mechanism is used. With the help of 

these mechanism two contradictory goals they met i.e 

privacy preservation and recommendation accuracy. In 

recommendation system to give user proper 

recommendation, user’s private data is required which put 

users at risk. Existing recommender system uses user’s 

perturbed data in order maintain privacy. Relaxed 

admissible mechanism is used to achieve useful and feasible 

perturbations. It benefits companies with high quality 

personalized services and strong privacy protection on 

perturbed data. 

Ali Makhdoumi and Nadia Fawaz[3] solves the 

problem between privacy and utility requirements.  Some 

data that some user would like to keep private and some 

non-private data can be shared to an analyst and from which 

user will get some utility. They have stated two 

contributions in which they proposes methods to design 

utility-aware privacy mechanisms if partial statistical 

knowledge of the prior is available. In a second contribution, 

they provides privacy mechanisms that are optimal in the 

class of additive noise mechanisms that is Gaussian 

mechanism for continuous non-private data, and the discrete 

noise mechanism for discrete data.  

Pui K. Fong and Jens H. Weber-Jahnke, [4] has 

proposed a approach called new privacy preserving 

approach via dataset complementation. In this approach, 

privacy-preserving processes provide private information 

from the samples while keeping their utility. This approach 

converts the sample data sets into some unreal data sets so 

that any original data set is not reconstructable if a thefts 

were to steal some of the contents.  Privacy preservation via 

data set complementation will not work if  training data sets 

are revealed, so further research is required to overcome this 

limitation that is  a cryptographic privacy in preserving 

approach along with data set complementation, this can be a 

future research that could correct the above limitation. 

Xiaoyan Zhu, Momeng Liu, and Min Xie [5] has 

used two clustering algorithms i.e Kmeans and affinity 

propagation (AP). In this paper, a privacy preserving AP 

clustering algorithm is applied over vertically partitioned 

data. Computing pair wise similarities typically takes more 

computation than does clustering them. AP still faces 

challenges in large computation and memory. Therefore, the 

problems both in terms of solution time and solution quality 

need our further research. 

III. RESULT AND COMPARISON 

On the basis of above survey we compare some mechanism 

used for the privacy preserving in data mining. The 
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Overview of various existing techniques and algorithms are 

described in following table. Also advantages and 

disadvantages are included in the table. 

Paper title Mechanism/Algorithm Advantages Disadvantages 

1.Correlated Differential 

Privacy: Hiding 

Information in Non-IID 

Dataset. 

Correlated Iteration 

Mechanism(CIM). 

 

-Enhance privacy 

guarantee 

-Successfully retain the 

utility while preserving 

privacy 

Poor access control policies 

2. Privacy-Preserving 

Personalized 

Recommendation: 

An Instance-based 

Approach via Differential 

Privacy. 

Relaxed admissible 

mechanism. 

Strong privacy protection 

& benefit companies with 

high quality personalized 

services on perturbed data. 

- 

3. Privacy-Utility Tradeoff 

under Statistical 

Uncertainty. 

Gaussian 
Minimizes information 

leakage. 

There may also exist a mismatch 

between the estimated prior 

statistics and the true prior 

statistics, due to a small number 

of observable samples. 

4. Privacy Preserving 

Decision Tree Learning 

Using Unrealized Data 

Sets. 

Privacy preservation 

approach via data set 

complementation. 

Original data is not 

reconstructable if 

unauthorized party were to 

steal some portion. 

Privacy preserving via dataset 

complementation fails if all 

training data sets are leaked. 

5. Privacy-Preserving 

Affinity Propagation 

Clustering over Vertically 

Partitioned Data. 

K means and affinity 

propagation (AP). 

Guarantees no disclosure 

of parties private 

information. 

Challenges in large computation 

and memory. 

Table 1: Results 

IV. CONCLUSION 

Privacy preserving in data mining has becoming emerging 

field nowadays in order to protect user’s private information 

and providing privacy to different datasets. A number of 

methods have recently been proposed for privacy preserving 

data mining of distributed data records. This research has 

provided more importance to the privacy preserving instead 

of word-of-mouth 
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