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Abstract— The advancement in technologies results in
reduction of transistor size which makes the devices more
vulnerable to noise and radiation effect that causes soft
errors. Soft errors or transient error occurs when radioactive
atoms decay and release alpha particles into the chip. These
alpha particles hit the memory cell and change its state value
which affects memory reliability. Soft errors in Memories
can cause multiple cell upsets (MCUSs) around the location
of strike. The memory cells can be protected against MCUs
using various Error Correction Codes (ECCs). Decimal
Matrix Code (DMC) is a type of ECC that has been recently
proposed for memory protection. The main issue of using
DMC is that it has more redundant bits and limited error
correction capability compared to the proposed work. The
Hybrid Matrix code (HMC) is a combination of Matrix
Code and Hamming code along with Encoder Reuse
technique (ERT) has been proposed to assure reliability in
the presence of MCUs and reduces the redundant bits and it
corrects more error compared to the existing method. ERT
uses HMC encoder itself to be part of the decoder. The ERT
is used to minimize the area overhead of extra circuits
without disturbing the whole encoding and decoding
process. The proposed algorithm is coded in VHDL and
simulated using ModelSim and Xilinx ISE 8.1i Simulator.
The results obtained show reduced area usage, delay
overhead and redundant bits compared to existing method.
Key words: Soft Errors, Multiple Cell Upsets (MCU), Error
Correction Codes (ECC), Memory, Decimal Matrix Code
(DMC), Hybrid Matrix Code (HMC), Encoder Reuse
Technique (ERT)

I. INTRODUCTION

Technology scaling has enabled us to keep pace with the
power, performance, area and functionality requirements of
electronic circuits. Along with the advantages, it has also
given challenges due to increased leakage current and
reliability failures. Reliability failures include systematic
failures due to the aging effects of silicon structures caused
by Negative Bias Temperature Instability (NBTI) and Hot
Carrier Injection (HCI) and random failures due to ionizing
effects of atmospheric neutron, alpha-particle, and cosmic
rays called as soft errors. The contribution of particle strike
induced failures to the overall device fail rate is more than
ten times than that due to a hard reliability fail. This
highlights the importance of the requirement of soft error
mitigation in safety critical systems.

Soft error (temporary failure)[6] are the major issue
in the reliability of memories. Soft error will not damage the
hardware; they only damage the data that is being processed.
However, as technology scales, it is more likely that a single
particle hit upsets multiple memory cells. This phenomenon
is known as Multiple Cell Upsets. The cells affected by an
MCU are physically close and, therefore tend to affect bits

that belong to the same logical word. To prevent soft errors
from causing data corruption, memories are typically
protected with error correction codes (ECCs). The general
idea for achieving error detection and correction is to add
some redundancy (i.e., some extra data) to a message, which
receivers can use to check consistency of the delivered
message, and to recover data determined to be corrupted.
Error-detection and correction schemes can be either
systematic or non-systematic.

In a systematic scheme, the transmitter sends the
original data, and attaches a fixed number of check bits (or
parity data), which are derived from the data bits by some
deterministic algorithm. If only error detection is required, a
receiver can simply apply the same algorithm to the received
data bits and compare its output with the received check
bits; if the values do not match, an error has occurred at
some point during the transmission. In a system that uses a
non-systematic code, the original message is transformed
into an encoded message that has at least as many bits as the
original message.

The goal of error detection and correction code is
to provide protection against soft errors that manifest
themselves as bit-flips in the memory. Several ECC
techniques are nowadays used to mitigate upsets in
memories such as Hamming code, Reed Muller code, Bose-
Chaudhuri-Hocquenghem code, Reed-Solomon code,
Punctured Difference set code, BICS, matrix code, etc,.
When ECC is used, data are encoded when written in the
memory and data are decoded when read from the memory.
Thus the encoding and decoding process a vital impact on
the memory access time and complexity. Error-correcting
codes are frequently used in lower-layer communication, as
well as for reliable storage in media such as CDs, DVDs,
hard disks, and memory.

Il. EXISTING ERROR CORRECTION CODES

A. Hamming Code:

Hamming code are the earliest codes capable of actually
correcting an error detected at the receiver. It is a form of
linear error correcting code that can detect up to two-bit
error or correct one-bit error without detection
of uncorrected errors. By contrast, the simple parity code
cannot correct errors but can only detect odd number of
error bits. Hamming codes are prefect codes with minimum
distance 3.The hamming code is extended by adding a extra
parity which will increase the minimum distance of the code
to 4, which helps decoder to distinguish between single bit
error and two bit error. The decoder does not attempt to
correct errors it can detect upto three errors.

An advantage of hamming codes is that encoding
and decoding are easy to implement. They would be
effective as a simple and efficient code over a channel
where it is known that errors are burst-free and tend to be
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widely dispersed. Disadvantages of Hamming codes are that
they are very ineffective for low SNR, where the received
signal level is very low. They can detect and correct only a
limited error.

B. Reed Muller Code:

Reed-Muller codes[2] are binary linear codes, that is, an
RMC is a subspace of the vector space of all binary n-bit
vectors. An RMC can be described in terms of a generator
matrix, the linear combination of the rows of which over a
field of two elements are the code words of RMC. The 0"
order RMC of length 2m has a single all ones row in the
generator matrix. The i" order of 0<i<m, RMC is a linear
code of length 2m. The generator matrix of 1% order RMC is
obtained by adding m more rows to the 0" order RMC
generator matrix such as the columns of the generator matrix
in the portion of the m rows now added are the 2m binary
m-tuples.

The improved RMC decoding circuit are also said
to be modified triple error RMC decoding circuit results in
power saving, improved performance, less delay overhead.
This provides protection against any triple error. The major
issue in RMC is increases area overhead and power
penalties. Special case of reed muller codes includes the
Hadamard code, the walsh-hadamard code, and Reed-
solomon code.

C. Builtin Current Sensor:

Built in-Current Sensors (BICS)[5] are able to detect the
occurrence of errors by detecting changes in the current. The
sensors are placed in the columns of the memory block and
they detect unexpected current variations on each of the
memory bit positions. BICS are proposed to assist with
single error correction and double error detection codes
to provide protection against MCUs. However, this
technique can only correct two errors in a word.

Traditional BICS are used to monitor the static
current dissipation on the circuit, and thus they are
synchronized by the system clock. The coupling of BICS
with H-tree architecture, possess lower overheads, simple
encoding and decoding algorithm and zero fault detection
latency time. The BICS is combined with either parity code
or hamming code. When BICS is combined with the
hamming code (BICS+H), called modified hamming code
possess better reliability than the BICS combined with
parity code. This approach corrects two random errors per
row in addition to MCUs. The overheads of BICS+P is 12%
less than that of the hamming code and the modified
hamming code with BICS has 5 times more reliable
compared with the conventional hamming code.

D. Reed Solomon Code:

Reed-Solomon (RS)[7] codes are non-binary codes; that is, a
codeword is defined in terms of multi-bit symbol rather than
bits. Such codes can achieve a very large Hamming
distance. The RS decoder corrects the entire symbol,
whether the error was caused by one bit being corrupted or
by all of the bits being corrupted. Thus, if a symbol is
wrong, it might as well be wrong in all of its bit positions.
This gives RS codes tremendous burst-noise. Burst-noise is
relatively common in wireless communication due to fading.

E. Decimal Matrix Code:

Decimal matrix code[8] is used to provide higher memory
reliability. It uses decimal algorithm, which increases the
error detection and correction capability. In DMC, the N-bit
word is divided into k symbols of m bits (N= k x m), and
these symbols are arranged in a k1 x k2 2-D matrix (k= k1 x
k2, where the values of k1 and k2 represent the numbers of
rows and columns in the logical matrix respectively). Then
the horizontal redundant bits H are produced by performing
decimal integer addition of selected symbols per row (Here,
each symbol is regarded as a decimal integer) and the
vertical redundant bits V are obtained by binary operation
among the bits per column. It should be noted that both
divide-symbol and arrange-matrix are implemented in
logical instead of in physical.

The advantage of DMC has maximum detection
and correction capability and also it reduces the area
overhead. The only drawback of the DMC is that it requires
more redundant bits for memory protection.

I11. PROPOSED HYBRID MATRIX CODE

Hybrid Matrix Code (HMC) is the combination of Decimal
Matrix Code(DMC) and Hamming Code. It uses hybrid
algorithm, which increases the error correction capability
less redundant bit compared to existing DMC method. In
the proposed work encoder is reused as a part of decoding
circuit, thus reduces the area overhead compared to other
techniques.
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Fig. 1: HMC Based Fault Tolerant Memory

The proposed schematic of fault-tolerant memory is
depicted in Figure.l. First, during the encoding (write)
process, information bits D are fed to the HMC encoder, and
then the horizontal redundant bits H and vertical redundant
bits V are obtained from the HMC encoder. When the
encoding process is completed, the obtained HMC
codeword is stored in the memory. If MCUs occur in the
memory, these errors can be corrected in the decoding (read)
process. In the fault-tolerant memory, the ERT technique is
proposed to reduce the area overhead of extra circuits.

A. HMC Encoder:
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Fig. 2: 32bits HMC Logical Organization (k=2 x4 and m =
4)
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Fig. 3: Encoder Block

In the proposed HMC in Figure.2, first, the divide-symbol
and arrange-matrix ideas are performed, i.e., the N-bit word
is divided into k symbols of m bits (N= k x m), and these
symbols are arranged in a k1 x k2 2-D matrix (k= k1 x k2,
where the values of k1 and k2 represent the numbers of rows
and columns in the logical matrix respectively). Second in
Figure.3, the horizontal redundant bits H are produced by
Hamming Code on each symbol per row. Third, the vertical
redundant bits V are obtained by binary operation (XOR)
among the bits per column. It should be noted that both
divide-symbol and arrange-matrix are implemented in
logical instead of in physical. Therefore, the proposed HMC
does not require changing the physical structure of the
memory.

B. HMC Decoder:
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Fig. 4: Decoder Block with ERT

redundant bits in order to obtain the syndrome bits. Then
error locator uses AH and AV syndrome bits to detect and
locate which bits some errors occur in. Finally, in the error
corrector, these errors can be corrected by inverting the
values of error bits.

In this scheme, the circuit area of HMC is
minimized by reusing its encoder. This is called the ERT.
The ERT can reduce the area overhead of HMC without
disturbing the whole encoding and decoding processes.
From Figure.4 and Figure.5, it can be observed that the
HMC encoder is also reused for obtaining the syndrome bits
in HMC decoder. Therefore, the whole circuit area of HMC
can be minimized as a result of using the existent circuits of
encoder. Besides, this figure also shows the proposed
decoder with an enable signal En for deciding whether the
encoder needs to be a part of the decoder. In other words,
the En signal is used for distinguishing the encoder from the
decoder, and it is under the control of the write and read
signals in memory. Therefore, in the encoding (write)
process, the HMC encoder is only an encoder to execute the
encoding operations. However, in the decoding (read)
process, this encoder is employed for computing the
syndrome bits in the decoder. These clearly show how the
area overhead of extra circuits can be substantially reduced.

IV. SIMULATION RESULTS
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V. COMPARISON RESULTS
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Fig. 5: HMC Decoder Structure using ERT
To obtain a word being corrected, the decoding process is
required. For example, first, the received redundant bits H’
and V’ are generated by the received information bits D’.
Second, the horizontal syndrome bits(AH) and the vertical
syndrome bits(AV) are calculated using binary operation
(xor). If the syndrome bits are zero, the stored codeword has
original information bits where no error occurred. If it is
nonzero, error has been occurred. The proposed HMC
decoder is depicted in Figure.4, which is made up of the
following submodules, and each executes a specific task in
the decoding process: syndrome calculator, error locator,
and error corrector. It can be observed from this figure that
the redundant bits must be recomputed from the received
information bits D and compared to the original set of

Parameters | Existing DMC | Proposed HMC

Gate Count 74,263 69,286
Delay 8.750ns 7.414ns

Redundant 36 32

Table 1: Comparison of DMC and HMC

VI. CONCLUSION

A novel Hybrid Matrix Code method is proposed to assure
the reliability of memory. The proposed work focuses on the
design of HMC for error detection and correction, suitable
for memory applications, with reduced area utilization and
delay overhead. It uses less number of redundant bits need
to be stored for protection when compared to the existing
method. The obtained results showed that the proposed
scheme has a superior protection level against large MCUs
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in memory. Hence, this method is more suitable for memory
application.

In future the memory reliability can be further
increased by the use of spare wire technique to protect the
memory against the hard errors. Hard errors are occurred in
semiconductor  devices due to the effects of
Electromigration, HCI and NBTI. This can affect the
transistors or electrical wires in the device. In order to
protect the device from such failure, spare wire technique
reroutes the data on erroneous links to a set of spare wires
without interrupting the data flow.
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