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Abstract— OSN is the most interactive media to connect 

with different people over the internet. Some OSN site does 

not have an ability to control unwanted messages posted on 

user’s wall. A proposed approach provides a solution to 

have direct access control for posted messages in terms of 

several metrics. It gives a review of various technique such 

as Machine Learning, rule based system. Machine Learning 

provides different algorithm for text categorization and rule 

based system helps to customize the filtering criteria. Today 

OSN’s provide little support to prevent unwanted messages 

on user walls. For example face book allows users to state 

who is allowed to insert messages in their walls (i.e) friends, 

friends of friends, defined group of friends. Filtered wall is 

used to filter unwanted messages from OSN user walls. We 

used Machine Learning text categorization technique to 

automatically categorize each short text messages based on 

its content. We base the overall short classification strategy 

on Radial Basis Function Networks (RBFN) for their proven 

capabilities in acting as soft classifiers in managing noisy 

data and intrinsically vague classes. We use the neural 

model RBFN categorizes as Neural and Non-neural FR 

filtering rules by which it can state what contents should not 

be displayed on their walls. In addition, the system provides 

the user defined Blacklists that is mainly used to temporarily 

prevent to post any kind of message on a user wall. 

Key words: OSNs, Information Filtering, Information 

Retrieval, Text Classification, Vector Space Model 

I. INTRODUCTION 

OSN has become an important thing in every person day to 

day life. It has been spread worldwide. OSN helps in 

connecting with the people for long period of time. It helps 

people to communicate with relative, friends, friends of 

friends. User can post the pictures, ideas, events etc. It is the 

platform to build a social relation among people to share 

interest activity, background or real life connection. It allow 

individual to create a public profile and to create a list of 

users with whom to share the connection. 

Every day and every month a huge amount of data 

is posted on OSN user’s wall, so it required an active 

support which is a very difficult and complex taskin OSN 

management such as information filtering.The main purpose 

of our present system is to provide ability to user to 

automatically control the messages written on their own 

wall by avoiding unwanted messages.The architecture of 

OSN service consist of three layer 

1) Social Network Manager. 

2) Social Network Application. 

3) Graphical User Interface 

 
Fig. 1: General OSN architectural 

A. Social Network Manager:  

To provide the basic OSN functionalities (i.e.) Profile and 

relationship management. It also maintains the data related 

to user profile and provide the data to the second layer. 

B. Social Network Applications: 

To provide external social network applications. SNA layer 

composed of short text classifier and content based message 

filtering (CBMF). SNA layer is the most important layer, 
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because here a text classification and categorizes each 

message according to its content and CBMF filter’s 

according to filtering criteria and blacklist provided by the 

user. 

C. Graphical User Interfaces: 

User interacts with the system GUI also provides user the 

facility to apply filtering rules for his wall messages and 

help to provide a list of blacklist user. As per the filtered 

wall architecture when user tries to post the message on 

private wall of his/her contact, it is first interrupted by filter 

wall. Then short text classifier categorizes message 

according to its content and CBMF applies FR’s and BL as 

per data provided by third layer. 

II. RELATED WORK 

M. Vanetti, E. Binaghi, B. Carminati, M. Carullo, and E. 

Ferrari [5] this paper proposes a system enforcing content-

based message filtering for On-line Social Networks 

(OSNs). The system allows OSN users to have a direct 

control on the messages posted on their walls. This is 

achieved through a flexible rule-based system, thatallows a 

user to customize the filtering criteria to be applied to their 

walls, and a Machine Learning based soft classifier 

automatically labelling messages in support of content-

based filtering. 

F. Sebastiani describes The automated 

categorization[4] (or classification) of texts into predefined 

categories has witnessed a booming interest in the last ten 

years, due to the increased availability of documents in 

digital form and the ensuing need to organize them. 

Machine learning (ML) is used as text 

categorization techniques to automatically assign each short 

text message with in a set of categories based on its content. 

The major efforts in building a robust Short Text Classifier 

(STC) concentrate in the extraction and selection of a set 

characterizing and discriminating features. Here, a database 

of the categorized words is built and it is used to check the 

words if it has any indecent words. If the message consists 

of any vulgar words, then they will be sent to the Blacklists 

to filter out those words from the message. Finally, the 

message without the indecent words will be posted in the 

user’s wall on the result of the content-based-filtering 

technique.  

A. Text Classification: 

Text classification plays important role in information 

retrieval and text extraction. Text classification means 

classified text in different category .it is process of assigning 

text in predefined class or category. The main task of text 

classification is categorizing text in different predefined 

category. The first step in text categorization is to transform 

document that is strings of character. These character or text 

are represented for learning algorithm for classification. 

Text categorization can be done with help of various 

techniques. Some techniques are rule based technique 

,which is used in expert systems but in this we have to 

construct rule as per requirement .another technique is 

machine learning method that is automatic techniques based 

on space vector machines (SVM’s) .SVM gives best result 

of text categorization. SVM can be provided more accurate 

classifier and using Sequential Minimal Optimization 

method which is introduces by Platt, he said that SVM 

model is work very fast. SVM can be generating classifier 

and that classifier is a function f(xi),that maps input 

document Support vector machines are based on structural 

Risk Minimization principle from computational learning 

theory. SVM helps to eliminating need of feature selection, 

making text classification easier. SVM also provide 

robustness and gives good performance in all situations.  

According to vector space model for text 

representation, a text dj is represented as vector that can be 

classified in different classes c1,c2,c3…cn.dj is text of given 

document and c1,c2,c3…cn is a set of categories . 

A text dj is represented as vector of binary or real weights 

dj=w1j,…w|r|j, where T indicates the set of terms that occur 

at least once in at least one document of collection Tr,and 

wkj denotes how much term tk contributes to the semantics 

of document dj. 

For non-binary weighting the weight wkj of term tk 

in document dj is computed according to the standard term 

frequency - inverse document frequency (tf-idf) weighting 

function, defined as 

 
Where # (tk, dj) indicates the number of times tk 

occurs in dj, and #Tr (tk) indicates the document frequency 

of term tk, i.e., the number of documents in Tr in which tk 

occurs. Dp features are heuristically calculated; their 

definition stems from intuitive considerations, domain 

specific criteria and in some cases required trial and error 

procedures. In more detailed 

1) Correct words: it represents the amount of terms tk € 

T ∩ K, where tk is a term of the considered document 

dj and K is a set of known words for the domain 

language. This value is normalized by # (𝑡 │𝑇│ 𝑘=1 

k, dj).  

2) Bad words: they are determined similarly to the 

correct words feature, where the set K is a collection 

of “dirty words” for the domain language.  

3) Capital words: it represents the amount of words 

mostly written with capital letters, calculated as the 

percentage of words within the message, having more 

than half of the characters in capital case. For 

example, the value of this feature for the document 

“To be OR Not to BE” is 0:5 since the words “OR” 

“Not” and “BE” are considered as capitalized (“To” 

is not uppercase since the number of capital 

characters should be strictly greater than the 

characters count).  

4) Punctuations characters: it is computed as the 

percentage of the punctuation characters over the 

total number of characters in the message. For 

example, the value of the feature for the document 

“Hello!!! How’re u doing?” is 5/24.  

5) Exclamation marks: it is computed as the percentage 

of exclamation marks over the total number of 

punctuation characters in the message. Referring to 

the aforesaid document, the value is 3/5.  

6) Question marks: it is computed as the percentage of 

question marks over the total number of punctuations 

characters in the message. Referring to the aforesaid 

document, the value is 1/5.  
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B. Information Filtering: 

Information Filtering is deals with textual information. 

Information filtering system is defined as information 

system designed for unstructured and semi-structure data. 

Filtering is often meant to removal of data in to incoming 

stream rather than finding data from that stream. Content 

based filtering selects an item based on user interest. It uses 

items previously preferred by the user and then suggests the 

best matched item. Each user acts independently in content 

based system. This kind of system chooses item depending 

on relation between item content and user recommendations 

against collaborative system that selects item based on 

relation between people with similar preferences .The 

content based system creates a content based profile of a 

user based on rated items of a user. Items features are 

weighted based on features preferred by the user and 

recommendations are given by the system accordingly. In 

content based filtering, the main issue is whether the system 

is able to learn from user’s actions related to a particular 

content source and use them for other content types. Text 

classification is similar to content based filtering as 

documents processed in such type of system are mostly 

textual. In online social network user’s social profile has to 

be taken into account and this makes content based filtering 

system difficult to apply in OSN domain as a standalone 

system. 

C. Information Retrieval (IR): 

Information retrieval is process which deals with 

representation, storage and access of information. This 

concerned with organization and retrieval of information 

from large database. The main goal of IR system is for user 

to obtain information from the knowledge resource which 

helps him/her in problem management. Usually, IR system 

is considered to have function of representing the data, 

stored the data, search the data for purpose of knowledge 

discovery as per user request. 

1) Processes of Implementing IR: 

 Indexing process the documents are represented in 

summarized content form. 

 Filtering process all the stop words and common 

words are remove. 

 Searching is a core process of IRs 

2) The fundamental IR Models: 

 Boolean model 

 Vector Space model 

 Probabilistic model. 

III. EXISTING SYSTEM 

Indeed, Today OSNs provide very little support to prevent 

unwanted messages on user walls. For example, Face book 

allows users to state who is allowed to insert messages in 

their walls (i.e., friends, friends of friends, or defined groups 

of friends). However, no content- based preferences are 

supported and therefore it is not possible to prevent 

undesired messages, such as political or vulgar ones, no 

matter who posts them. 

A. Disadvantages of Existing System: 

1) Even though the Social Networks today, have the 

restrictions on the users who can   post and 

comment on any user’s wall, they do not have any 

restrictions on what they post. So, some people will 

use the indecent and vulgar words in commenting 

on the public posts. 

IV. PRESENT WORK 

The users will create and manage their own “groups”(like 

the new Face book groups’ pages). Each group has a 

homepage that provides a place for subscribers to post and 

share (by posting messages, images, etc.) and a block that 

provides basic information about the group. Users can also 

enable additional features in their owned page like view 

friends list and add friends by using friend’s requests as well 

as share their images with selected group’s members. The 

status of their friends’ requests should also be updated here. 

A. Advantages of Proposed Work: 

 A system automatically filters unwanted messages 

using the blacklists on the basis of both message 

content and the message creator relationships and 

characteristics. 

 Major difference include , a different semantics for 

filtering rules to better fit the considered domain, to 

help the users Filtering Rules(FRs) specification, the 

extension of the set of features considered in the 

classification process. 

B. Filtering Rules: 

In this section, we introduce the rules adopted for filtering 

unwanted messages. There are many issues to be considered 

for FRs specification. We consider three main issues in 

defining the language for FRs specification. First issue may 

be the message with different meaning and significance 

based on who writes it.FR checks for the relationship of 

creator. Here the type, depth, and trust value are recognized 

by creator Specification than or equal to minDepth, trust 

value greater than or equal to maxTrust. 

1) Algorithm1(Creator specification): 

A creator specification creatorSpec represents a set 

of OSN users implicitly. 

Possible combinations are: 

1) Set of attributes are An OP Av form 

Where, an - a user profile attribute name 

Av - profile attribute value  

OP - comparison 

2) Set of relationship of the form (n, Rt, minDepth, 

maxTrust) indicate OSN users participating with 

user n in a relationship of type Rt, depth greater 

2) Algorithm 2 (Filtering rule): 

A filtering rule FR consists of a tuple (author, 

creatorSpec, contentSpec, action),  

Where, author - the user who identifies the rule  

CreatorSpec – a creator specification. 

ContentSpec -a Boolean expression which is defined on 

content constraints. 

Action - denotes the action to be performed by the system.  

More than one filtering rule(s) can be applied to the 

same user. Therefore, a message can be published only if it 

is not blocked by any of the filtering rules that apply to the 

message creator. 
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Fig. 2: Filtering Process 

C. Online Setup Assistant for FRs Thresholds: 

Online Setup Assistant (OSA) procedure allows user to 

select a set of messages from dataset of messages on the 

basis of this the user tells the system the decision to accept 

or reject the message. The collection and processing of user 

decisions on sufficient set of messages circulated all over 

classes allows to compute customize thresholds representing 

the user attitude in accepting or rejecting certain contents.   

D. Black-List: 

Blacklist (BL) is used to avoid messages from undesired 

creators. It enables wall owner to block the unwanted users 

on the basis of their profiles and relationship with wall 

owner. The blocking can be done for a specified period or 

forever according wall owner’s desire.  

 
Fig. 3: Blacklist System 

Like FR, BL is also dependent on author, creator 

specification and creator behaviour. Therefore,   

BL rule is a tuple (author, creatorSpec, 

creatorBehavior, T) 

Where, author - OSN user who identifies the rule, 

i.e. the wall owner. 

 CreatorSpec- is a creator requirement.  

 CreatorBehavior -consists of two components 

RFBlocked and minBanned.  

V. CONCLUSION 

In this paper, we have present system that filter unwanted 

messages posted on user’s wall The system allows user to 

customize their walls through application of Filtering 

criteria and MLs based soft classifier that supports the 

content based filtering. The system develops Machine 

Learning soft classifier to implement content based FRs. 

Our present system provides security to OSN by filtering 

undesired text. 
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