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Abstract— Cloud computing allows us for share and access 

our personal and business data. With this technology the 

communication becomes faster. But when a user share his 

personal data, he will start worrying about the security. 

Existing data security paradigms such as encryption have 

failed in protect data theft attacks, especially those committed 

by an insider to the cloud service provider. To overcome this 

problem, We propose a different approach for providing the 

security for data in the cloud by using offensive decoy 

technology(ODT). In this Technic we observe data access in 

the cloud and detect anomalous data access patterns. When 

unofficial access is found and then verified using challenge 

questions, we launch a deception attack by returning large 

amounts of decoy information to the attacker. This protects 

against the illegal use of the user’s real data. Experiments 

conducted in a local file setting provide indication that this 

approach may provide extraordinary levels of user data 

security in a Cloud environment. 
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I. INTRODUCTION 

In the start-up business, choosing for outsourcing data and 

computation to the Cloud. This clearly supports better 

operational effectiveness, but it will be comes with the large 

amount of risk. Sometimes maybe the most serious of which 

are data theft attacks. Data theft attacks are augmented if the 

attacker is a malevolent insider. This is considered becomes 

one of the top threats to cloud computing by the Cloud 

Security Alliance. While most Cloud computing users are 

well known of this kind of hazard, they are trusting the service 

provider which are protecting their data. The transparency is 

low, let only control over the Cloud provider’s authentication, 

authorization, and audit controls only intensifies this threat. 

The Twitter is one example of a data theft attack in the Cloud. 

 Fog computing is similar to cloud. Fog provides 

data, storage, compute and applications to the end user. 

Rather than presenting and working from centralized cloud, 

fog operates on network edge. Because of this, it requires less 

time to processing. In today's world, security is most 

important issue. For that different technologies are used. 

Encryption mechanisms does not protect the data in the 

database from unauthorized access.  

 We have proposed a completely new technique to 

secure user’s data in cloud using user comportment and decoy 

information technology called as Fog Computing. The term 

“Fog Computing” means that rather than hosting and working 

from centralized cloud, fog system works at network end. We 

will provide security to the database through data mining 

algorithm. We will monitor data accessing pattern and detect 

abnormal behaviour. Fog computing is used in different 

scenarios such as smart grid, smart traffic light etc. 

II. RELATED WORK 

Existing work on recognition of deception attacks was 

concentrate on auditing and modelling sequences of user 

commands containing work on command sequences with data 

about arguments of commands. For noticing irregular 

behaviour investigator applied numerical and machine 

learning algorithms. Maloof and Stephens also applied a user 

activities of profiling Idea to detect malicious insider 

activities irreverent ‘Need-to-Know’ policy. Previous studies 

using multi-class training required collecting data from many 

users to train particular profiles. Different classifiers are also 

used to find wrong behaviour. Combination of different 

classifier can be a better approach to find deceptions attack. 

III. EXISTING SYSTEM 

In the existing system, know a days we are going to use for 

the purpose of data security such as encryption is going failed 

in providing security for data theft attacks, especially those 

committed by an insider to the cloud service provider. most 

research in Cloud computing security has focused to the 

avoiding unauthorized access to data by developing erudite 

access control and Encryption Technic. However these 

approach is not able to protect data cooperation. 

IV. PROPOSED IMPROVEMENT 

We propose a totally different approach to securing the cloud 

using decoy information technology, that we have to use the 

the technology known as Fog computing. We use this 

technology to launch misinformation attacks over the 

malevolent insiders, protecting them from separating the real 

sensitive customer data from fake meaningless data. The 

concept decoys, then, assist two purposes: 

1) It validate the particular data access is authorized. And 

when anomalous information access is detected. 

2) Confusing the attacker with forged or fake information. 

 
Fig. 1:  System architecture of sharing data in cloud 

The logger is tightly coupled with user’s data (either 

single or multiple data items). Its main tasks  include 

automatically logging entry to data items that it contains, 
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encrypting the log record using the public key of the content 

holder, and sending it periodically them to the log 

harmonizer. It may also be configured to clear that access and 

usage control policies contained with the data. For example, 

a data owner can specify that user U is only allowed to view 

the data but not to modify that data. The logger will control 

the data access even after it is downloaded by user U. 

 
Fig.  2:  Working of Decoy. 

V. CONCLUSION 

 We proposed pioneering approaches for automatically 

logging any access to the data in the cloud together with an 

auditing mechanism. Our tactic allows the data owner to not 

only audit his content but also enforce strong back-end 

protection if needed. With the rapid development of versatile 

cloud services, a lot of new challenges have emerged. One of 

the most important Problems is how to secure the outsourced 

data stored in the cloud severs. In this paper, we proposed a 

novel scheme which is able to achieve the security over the 

theft who is trying to get data. By using this system the 

attacker does not get a original document, He get the fake 

information. And hence the security of owner data is 

achieved. Know the data owner stop worrying about his data 

from attackers. In the long term, we plan to design a Complete 

and more generic object-oriented approach to facilitate 

autonomous protection of traveling content. 
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