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Abstract— The mobile computing has been grown very fast 

in last few years. The need for devices like palmtops, 

handhelds and cellular phones is rapidly increasing. These 

devices have become necessity in today’s lifestyle. Mobile 

IP is used to facilitate mobility of such devices without 

breaking connection from network. In this paper, Mobile IP 

approaches, Mobile IP terminology, need for Mobile IP, 

how Mobile IP works applications and several issues of 

Mobile IP are reviewed. 
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I. INTRODUCTION 

Mobile IP is a standard Internet protocol designed by 

Internet Engineering Task Force (IETF) to solve mobility 

problem of Internet protocol. Mobile IP maintains 

permanent IP address while mobile devices moving from 

one access point to another access point. Internet protocol 

algorithms commands certain routers how to get packet to 

their respective networks. The host would never receive any 

packets in Internet protocol, if the host disconnected from its 

original network and joined another network because the 

host carries same IP address from its old network and would 

not be accepted by new network. The host would be lost 

because its IP address does not match with its new network 

number, thus never receive any packets [1]. Mobile IP came 

into existence to solve this problem so that mobile nodes 

could move from one network to another network without 

losing data or disturbing current computer applications. 

Mobile IP provides the ability of a host to stay connected to 

the internet regardless of their location [2]. For example, we 

should be able to take a laptop from our workplace to home 

without any change in the internet connectivity. Mobile IP 

has bright future because of advantages like, no 

geographical limitations, no physical connection required 

and modifications to other mobile devices/routers is not 

required.                                                                                                                   

II. THE NEED FOR MOBILE IP 

The main factors that affect the need for Mobile IP are 

 Mobility support, increased number of mobile users 

 Standardization, uses the current IP Protocol 

 Inter-Operability, can be used across different 

service providers 

 Alternative Technologies, lack of proper 

alternatives other than Mobile IP 

 Ipv4 availability, limited availability of IPv4 

address necessitates the need for Mobile IP 

 Improved security, while registering with the home 

agent 

III. MOBILE IP APPROACH 

There are two approaches of Mobile IP. 

A. Home address 

The IP address allocated to the mobile node, making it 

logically appear attached to its home network. 

B. Care of address 

An IP address at the mobile node's current point of 

attachment to the internet, when the mobile node is not 

attached to the home network 

IV. MOBILE IP TERMINOLOGY 

A. Home network 

In this network, mobile node is permanently connected. In 

this network, mobile node seems accessible to the rest of the 

internet by quality of its allocated IP address. 

B. Foreign network 

Mobile node is attached to foreign network when it is not 

attached to its home network and on which the care of 

address is reachable from the rest of the internet.  

C. Home agent 

A router on the home network that allows the mobile node 

to be accessible at its home addresses even when the mobile 

node is not attached to its home network.  

D. Foreign agent 

A router on the foreign network that can support the mobile 

node in receiving datagrams delivered to the care of address. 

V. HOW MOBILE IP WORKS 

The Mobile IP works on three phases. 

Agent Discovery 

 Registration 

 Tunneling 

A. Agent Discovery 

During the agent discovery phase, a mobile node discovers 

its foreign and home agents. In this phase, by using IRDP 

(ICMP Router Discovery Protocol) home agent and foreign 

agent advertise their services on the network. The mobile 

node hears these advertisements to determine that it is 

connected to its home network or foreign network. 

 Mobile IP extensions are carried by IRDP 

advertisements to specify whether an agent is a home agent, 

foreign agent, or both. It provides services like reverse 

tunneling, generic routing, encapsulation (GRE) and allow 

registration lifetime or roaming period for visiting Mobile 

Nodes. A Mobile Node can send out an agent solicitation to 

force any agents on the link to immediately send an agent 

advertisement instead of waiting for agent advertisements. If 

a mobile node determines that it is connected to a foreign 

network, it obtains a care of address. There are two types of 

care of addresses: 

 Care of address acquired from a foreign agent 

 Collocated care of address 



A Survey Paper on Mobile IP 

 (IJSRD/Vol. 2/Issue 09/2014/151) 

 

 All rights reserved by www.ijsrd.com 656 

A foreign agent care of address is an ip address of a 

foreign agent that has an interface on the foreign network 

being visited by a mobile node. 

A collocated care of address denotes the current 

position of the mobile node on the foreign network and used 

only by one mobile node at a time. 

When the mobile node gets a foreign agent advertisement 

and detects that it has moved outside of its home network, it 

initiates registration. 

B. Registration 

During registration phase, mobile node registers its current 

location with the foreign agent and home agent. The mobile 

node is configured with the IP address, mobility security 

association of its home agent and also with either its home 

IP address, or another user identifier, such as a network 

access identifier. 

The mobile node uses this information along with 

the information that it acquires from the foreign agent 

advertisements to form a Mobile IP registration request. It 

adds the registration request to its pending list and sends the 

registration request to its home agent either through the 

foreign agent or directly [3].If it is using a collocated care of 

address registration through the foreign agent is not 

required. The foreign agent checks the validity of the 

registration request if the registration request is sent through 

it, checking includes requested tunnel encapsulation is 

available, and that reverse tunnel is supported. If the 

registration request is valid, the foreign agent adds the 

visiting mobile node to its pending list before forwarding the 

request to the home agent [3]. If the registration request is 

not valid, the foreign agent sends a reply with error code to 

the mobile node. 

The home agent checks the validity of the 

registration request, which includes authentication of the 

mobile node. If the registration request is valid, the home 

agent creates a mobility binding, a tunnel to the care of 

address, and a routing entry for forwarding packets to the 

home address through the tunnel [3]. 

If the registration request was received via the 

foreign agent, then the home agent sends a registration reply 

to the mobile node through the foreign agent else directly to 

the mobile node. If the registration request is not valid, the 

home agent rejects the request by sending reply with an 

appropriate error code. The foreign agent checks the validity 

of the registration reply, including ensuring that an 

associated registration request exists in its pending list. The 

foreign agent adds the mobile node to its visitor list if the 

registration reply is valid, establishes a tunnel to the home 

agent, and creates a routing entry for forwarding packets to 

the home address. It then sends the registration reply to the 

mobile node. 

Finally, the mobile node checks the validity of the 

registration reply, as well as ensuring an associated request 

is in its pending list and proper authentication of the home 

agent. If the registration reply is not valid, the mobile node 

discards the reply. If the registration reply is valid, then the 

registration is accepted and mobile node is confirmed that 

the mobility agents are aware of its roaming. In the 

collocated care of address case, it adds a tunnel to the home 

agent and sends all packets to the foreign agent. 

Before the mobile node’s registration lifetime 

expires it reregisters itself. The home agent and foreign 

agent update their mobility binding and visitor entry, 

respectively, during reregistration. If registration is denied, 

the mobile node makes the necessary adjustments and 

attempts to register again. Thus, a successful Mobile IP 

registration sets up the routing mechanism for transporting 

packets to and from the mobile node as it roams. 

C. Tunneling 

A reciprocal tunnel is set up by the home agent to the care of 

address to route packets to the mobile node as it roams. The 

Mobile node sends packets using its home IP address, 

effectively maintaining the appearance that it is always on 

its home network. Even while the mobile node is roaming 

on foreign networks, its movements are transparent to 

correspondent nodes. 

Data packets send to the mobile node are routed to 

its home network, where the home agent now interrupts and 

tunnels them to the care of address toward the mobile node. 

Tunneling has two primary functions: encapsulation of the 

data packet to reach the tunnel endpoint, and decapsulation 

when the packet is delivered at that endpoint. IP 

encapsulation is a default tunnel mode within IP 

encapsulation. The mobile node sends packets to the foreign 

agent, which routes them to their final destination, as shown 

in Fig. 1. 

 
Fig. 1: Packet Forwarding 

However, this data path is topologically incorrect 

because it reflects the home network of the mobile node 

instead of the true IP network source for the data. Because 

the packets show the home network as their source inside a 

foreign network, an access control list on routers in the 

network called ingress filtering drops the packets instead of 

forwarding them [3]. 

This problem is solved by reverse tunnelling, 

having the foreign agent tunnel packets back to the home 

agent when it receives them from the mobile node. See Fig. 

2. 

 
Fig. 2 Reverse Tunneling 
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VI. APPLICATIONS 

If rapid changes occur in network connectivity and IP 

address can cause problems in applications like VPN, VoIP. 

Mobile IP permits continuous Internet connectivity. Mobile 

IP is used in roaming between overlapping wireless systems, 

e.g., IP over DVB, WLAN, WiMAX and BWA. It allows 

continuous IP mobility between different packet data 

serving node (PDSN) domains in 3G system [10]. 

VII. THE ISSUES WITH MOBILE IP 

 Several issues occur in Mobile IP are 

 Security attacks 

 Ingress Filtering 

 Triangle routing problem 

 Handoff Problem 

 Intra-Domain Movement Problem 

 Quality of service Problem 

 Fragility problem 

A. Security attacks 

1) Denial Of Service Attacks 

When an attacker sends a large number of packets to a host 

that brings the host CPU to its knees that cause denial of 

service attacks. In the meanwhile, no useful information can 

be transferred with the host while it is processing all the 

useless packets. All packets sent by the sender would be 

channeled by the nodes home agents to the malicious host. 

Solution for this is to require cryptographically strong 

authentication in all registration messages which are 

exchanged by a mobile node and its home agent.  

2) Theft of Information Passive Eavesdropping 

An unauthorized person obtains wired or wireless access to 

the network infrastructure. Solution for this problem is to 

use of either end-to-end encryption where data traveling 

between two communicating parties are uninterrupted or 

link layer encryption assumed that key management for the 

encryption is performed without closing the keys to any 

unauthorized parties [14]. 

3) Insider Attack 

When an unsatisfied employee gaining direct access to 

sensitive data and forwarding it to a competitor. To 

overcome this problem, enforce strict control for those who 

can access sensitive data or use a strong authentication of 

users and computers and to encrypt all data transfer on an 

end-to-end basis between the final source and final 

destination machines to prevent eavesdropping. 

4) Replay Attack 

A malicious host could gain a copy of a valid registration 

request, store it and then replay it at a later time, thereby 

registering a bogus care of address for the mobile node. 

Solution for this is to generate identification field in such a 

way that it allows the home agents to determine what the 

next value should be [14].    

5) Other Attacks     

The malicious host can connect to the network jack and 

make out the IP address to use, and tries to break to the 

other hosts on the network. He can discover the network 

prefix that has been assigned to the link on which the 

network jack is connected. Also an intruder can guess a host 

number to use, which combined with the network-prefix, 

gives him an IP address to use on the current link or else 

proceeds   by trying to break into the hosts on the network 

guessing user-name/password pairs [14]. To prevent such 

attacks all publicly accessible network jacks must connect to 

foreign agent that demands any nodes on the link to be 

registered. Otherwise, remove all non-mobile nodes from 

the link and require all legitimate mobile nodes to use link 

layer encryption. 

B. Ingress Filtering 

This approach is carried out by the firewall enabled systems 

to confirm that the particular packets are  really  from  the  

network that they are declaring, if  the  IP address  is  not  

same as the network these packets are discarded. If packets 

are transmitted by mobile node using a home address instead 

of temporary care of address when it is in foreign network 

then packets are declined by the program which supports 

Ingress Filtering. When sender and receiver belongs to same 

home network then this problem occurs. 

C. Triangle routing problem 

When mobile node is in foreign network the corresponding 

node is not aware of its care of address. It transmits a packet 

to the home address of the mobile node which sends it to the 

foreign agent which further delivers it to the mobile node, 

on the other side the mobile node communicates directly 

with the corresponding node [4]. Packets are usually sent 

efficiently both to and from the mobile node but when 

corresponding node sends packet towards mobile node they 

have to follow a longer route as compared to optimum. 

Since the both transmission directions have used distinct 

paths creates “triangle routing” problem which decreases 

network efficiency and places an unwanted load on the 

networks. 

D. Handoff Problem 

When mobile node moves from its current foreign agent to 

another then handoff problem occurs. Since, home agent is 

not aware of the change of the position of the mobile node 

so it tunnels packets to its old foreign agent till it receives 

the news registration request from the mobile node. Thus 

packets are lost during the hand off and as a result 

communication between corresponding node and mobile 

node does not occur successfully [4]. 

E. Intra-Domain Movement Problem 

When mobile node often moves from one location to 

another location within same domain and hand off problem 

repeatedly occurs [4]. In network, an enormous number of 

messages are created which reduces the efficiency of the 

network. 

F. Quality of Service Problem 

Mobility is important factors in telecom wires networks, 

however some other management issues are also led to 

address due to mobility, unpredictable bandwidth, 

inadequate network resources and increasing error rate it is 

tough to offer QoS in mobile environment.  

G. Fragility problem 

It is easy to configure single home agent but it has also a 

drawback of fragility [4]. As if the home agent stops 

working the mobile node also come to be unapproachable. 

http://en.wikipedia.org/wiki/Digital_Video_Broadcasting
http://en.wikipedia.org/wiki/Wireless_LAN
http://en.wikipedia.org/wiki/WiMAX
http://en.wikipedia.org/wiki/Broadband_wireless_access
http://en.wikipedia.org/wiki/Packet_data_serving_node
http://en.wikipedia.org/wiki/Packet_data_serving_node
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VIII. CONCLUSION 

When mobile device changes the network, a home address 

and care of address of Mobile IP are changed, so without 

disturbing any activity mobile devices’ reconnection occurs 

automatically. But there are still many items that need to be 

improved, like security issue and the routing issue. The 

IETF has been continuously working on the issues which 

had been found on the base Mobile IP protocol. 
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