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Abstract— In cloud computing, data owners crowd their
data on cloud servers and users (data consumers) can access
the data from cloud servers. Due to the data outsourcing,
however, it requires an independent auditing service to
check the data integrity in the cloud. Some existing remote
integrity checking method scan only serve for static records
data. Thus, cannot be used in the auditing service since the
data in the cloud can be animatedly updated. Thus, an
efficient and secure dynamic auditing protocol is required to
convince data owners that the data are correctly stored in the
cloud. In this paper, we first design an auditing framework
for cloud storage systems for privacy-preserving auditing
protocol. Then, we extend our auditing protocol to support
the data dynamic operations, which is efficient to secure
the random maodel.
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. INTRODUCTION

Cloud Computing has been envisioned as the next
generation architecture of IT enterprise, due to its
extraordinary advantages in the history of IT: on-demand
self-service, — everywhere  network  access, location
independent resource pooling, rapid resource elasticity,
usage-based pricing and transference of risk [1]. As a
troublemaking technology with profound implications,
Cloud Computing is transformed how business peoples use
IT. One fundamental aspect of this concept shifting is that
data is being centralized to the Cloud. From us viewpoint ,
including both individuals and IT enterprises, storing data
remotely into the cloud in a flexible on-demand manner
brings appealing benefits: relief of the burden for storage
management, universal data access with independent
geographical locations, and avoidance of capital expenditure
on hardware, software, and personnel maintenances, etc
[2].While Cloud makes these advantages more Applicant
than ever, it also brings new and challenging security to
users outsourced data. Since cloud service providers (CSP)
are separate administrative entities, data outsourcing is
actually surrender user’s ultimate control over the outcome
of their data. The correctness of the data in the cloud is
being put at risk due to the following reasons. First of all,
although the infrastructures under the cloud are much more
powerful than personal computing Devices. Examples:
outages and security breach of important cloud services
appear from time to time [3]-[5].

Secondly, they exist various motivations for cloud
service provider behaves disloyally towards the cloud users
regarding the status of their outsourced data. Examples:
cloud service providers, for monetary reasons, reclaiming
storage by discarding data that has not been loss incidents
S0 as to maintain a reputation [6]-[8]. Although outsourcing
data into the cloud is economically attractive and
complexity of long-termdata storage, it does not suggest any
security on data honesty and availability. This problem, if
not properly addressed, may lead to the successful
exploitation of the cloud architecture. As users no longer
physically own the storage of their data, cryptographic

primitives for the purpose of data security protection can’t
be directly adopted. Thus, how to efficiently verify the
correctness of outsourced cloud data without the local copy
of data files becomes a big challenge for data storage
security in Cloud Computing.

Note that simply downloading the data for its
integrity verification and not a practical solution due to the
expensiveness in 1/O cost and transmitting the file across the
network. Besides, it is often insufficient to detect the data
corruption when accessing the data. Considering the large
amount of the outsourced data and the user’s controlled
resource capacity, the ability to audit the correctness of the
data in a cloud environment can be terrible and expensive
for the cloud users [8], [9].Hence, to fully ensure the data
security and save the cloud users computation resources, it
is of critical importance to enable public auditability for
cloud data storage. so that the users may resort to a third
party auditor (TPA), who has expertise that the users do not,
to audit the outsourced data when needed. Based on the
audit result, TPA could release an audit report, which would
not only help users to evaluate the risk of their subscribed
cloud data services, but also be useful for the cloud service
provider to improve their cloud based service platform [7].
By enabling public risk auditing protocols will play an
important role on cloud economy to become fully
established, where users can assess risk and gain trust in
Cloud.

Recently, the notion of public auditability has been
proposed in the context of ensuring remotely stored data
integrity under different systems and security models [6],
[8], [10], [11].Public auditability allows an external party, in
addition to the user himself, to verify the correctness of
remotely stored data. However, most of these schemes [6],
[8], [10] do not support the privacy protection of users’ data
against external auditors, i.e., they may potentially reveal
user data information to the auditors, as will be discussed in
Section I11-C. This severe drawback greatly affects the
security of these protocols in Cloud Computing. From the
perspective of protecting data privacy the users, who own
the data and rely on TPA just for test orage security of their
data, do not want this auditing process introducing new
vulnerabilities of unauthorized information leakage towards
their data security [12]. Moreover, there are legal
regulations, such as the US Health Insurance Portability and
Accountability Act (HIPAA) [13], further demanding the
outsourced data not to be leaked to external parties
[7].Exploiting data encryption before outsourcing [11] is
one way to mitigate this privacy concern, but it is only
complementary to the privacy-preserving public auditing
scheme to be proposed in this paper. Without a properly
designed auditing protocol, encryption itself cannot prevent
data from “flowing away” towards external parties during
the auditing process. Thus, it does not completely solve the
problem of protecting data privacy but just reduces it to the
one of managing the encryption keys. Unauthorized data
leakage still remains a problem due to the potential exposure
of encryption keys.
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Il. LITERATURE REVIEW

ABE was proposed by Sahai and Waters . In ABE, a user
has a set of attributes in addition to its unique ID. There are
two classes of ABEs. In Key-policy ABE or KP-ABE
(Goyalet al. the sender has an access policy to encrypt data.
A writer whose attributes and keys have been revoked
cannot write back the old informations. The receiver
receives attributes and secret keys from the attribute
authority and is able to decrypt information if it has
matching attributes. In Cipher text-policy, CP-ABE the
receiver has the access policy in the form of a tree, with
attributes as leaves and monotonic access structure with
AND, OR and other threshold gates.

All the approaches take a centralized concept and
allows only one KDC, which is a single point of failure.
Trail proposed a multi-authority ABE, in which there are
several KDC authorities (coordinated by a trusted authority)
which distribute attributes and secret keys to users. Multi-
authority ABE protocol was studied in which required no
reliable authority which requires every user to have
attributes from at KDCs. Recently, Lewko and Waters
proposed a fully decentralized ABE where users could have
zero or more attributes from each authority and did not
require a trusted server. In all these cases, decryption at
user’s end is computation demanding. So, this technique
might be useless when users access their mobile devices. To
clear this problem, Green et al. planned to outsource the
decryption task to a replacement server, so that the user can
compete with minimum resources. Example: hand held
devices. However, the occurrence of one replacement and
one key distribution centre makes it less forceful than
decentralized approaches. Both these approaches had no
way to authenticate users, anaemically. Yang et al.
presented a modification of authenticate users, who want to
remain secrete while accessing the cloud. To ensure
anonymous user authentication Attribute Based Signatures
were introduced by Majiet al. [23]. This was also a
centralized approach. A recent scheme by the same authors
[24] takes a decentralized approach and provides
authentication without disclosing.

I1l. PROPOSED METHOD
The third party auditor will use MDS5 algorithm to do
security check.

This message can be a string of any variable length
containing alphabets, digits and special symbols. In general
formula:

Message = ((a-z) + (A-Z) + (0-9) + (I-))*

The message digest should be a string of fixed
length containing of all the alphabets and special symbols.
Message Digest= ((a-z) + (A-Z) + (0-9) + (! -;))n,

Where n=a (a:fixed natural number)

While working on MySQL databases and PHP for web
applications we came across MD5. We also marked an
application called “Cain n Able” which can crack messages
from their MD5 hash value.

— When analytic work indicated that MD5's

predecessor MD4 was likely to be insecure. MD5

was designed in 1991 to be a secure replacement.

— In 1993 Den Boer gave a result of finding a
"pseudo-collision” of the MD5 compression
function. That is, two different initialization
vectors which produce an identical digest.

— In 1996Dobbertin announced a collision of the
compression function of MD5 While this was not
an full MD5 hash function, it was close enough for
cryptographers to recommend switching to a
replacement, such asSHA-1 or RIPEMD-160.

— Recently, a number of projects have created under
MD?5 rainbow tables which are easily available in
online, and can be used to reverse many MD5
hashes into strings that bump with the original
input, usually for the purposes of password
cracking. If passwords are combined with a salt
before the MD5 digest is generated, rainbow tables
become much less useful.

So we thought of designing a new algorithm for

calculating message digest.
IV. ALGORITHM

Input: A message in plaintext of any length.
Output: A message digest of 128 bit for the input message.
The algorithm works in the following steps:
Stepl: Enter the input string.
Step2: Find the equivalent binary string.(Use ASCII
conversion ) .
Step 3:

i.) Append a bit sequence ( “01”) to the binary string
so that the length of the resulting string is 64
shorter than a multiple of 512.

ii.) Append 64 more bits by scanning the binary string
of step3 starting from an arbitrary location.

Step 4:

i.) Divide the output binary string of Step3 in 128 bit
blocks.

ii.) Generate a 128 bit binary key using a random
number generator.

iii.) Perform a bitwise operation (like OR , AND, XOR,
followed by Left Shift, Right Shift, zero fill
shifting etc.) among the 128 bit block and 128 bit
random key.

iv.) Store the output of Step4(iii) as stepwise message
digest.

i.) Perform a bitwise operation among the current
stepwise message digest and the previous stepwise
message digest.
ii.) Go to Step4 until all the blocks of input message
are exhausted.
Step 6: Convert the output of Step5 into corresponding
character value and store it as the final message digest.
V. DISCUSSION

The input message can be of any type. It may contain
character, digit, special symbols etc.
Message = ((a-z) + (A-2) + (0-9) + (! -;))*

Binary equivalent of input message is calculated.
This is done by using ASCII code for corresponding
character.

For example: A =01000001
B =01000010 ........etc.
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The resulting binary string may contain any No. of
digits. Then a bit sequence is appended (say “01”) to the
input binary string so that the length of the resulting string is
64 shorter than a multiple of 512. Mathematically length of
binary string is %512=448. The bit sequences can also be
11, 10, 00 etc. Again 64 more bit sequence is appended to it
from the input binary string itself starting from a arbitrary
position. Here it starts from ([length of string]/3)th position.
Now the binary string is of length which is a integer
multiple of 512.this message string is then divided into
blocks of 128 bits. A key is generated which is also of 128
bit. The key can be generated by using any of the random
number.

Here we have used the method as
Key = (key*39) % 967
Keyf = (key)!

Binary equivalent of keyf is calculated and any 128
bit is taken as the key for a step. In each step one block of
message string and a key is processed to give a message
process. The process may involve operations like OR, AND,
XOR, left shift, right shift etc. The stepwise message digests
performs a bitwise operation with previous step message
digest to form the final message. The resulting binary string
is then converted into character string to get the final
message digest. In this any input string the output message
digest is of constant length. The message digest may contain
any characters, digits, special characters etc.

i.e.. Message Digest= ((a-z) + (A-Z) + (0-9) + (1 -;)) n
Where n= a fixed natural number.

operation

Fig.1: Layout of our proposed algorithm

VI. CONCLUSION

In this paper we explained different existing paper
techniques and their merits and demerits. We discussed their
methods of data security and privacy etc. In all those papers
some have not described proper data security mechanisms,
some were lack in supporting dynamic data operations,
some were lack in ensuring data integrity, while some were
lacking by high resource and computation cost. Hence this
paper gives overall idea of all existing techniques for cloud
data security and methods proposed for ensuring data
authentication using TPA.
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