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Abstract— As the market and demand of smartphones is 

growing exponentially day by day. The need for security of 

personal and business data increases as well. Today smart 

phones are amongst the biggest target by individuals with 

malicious intent to gain access to data. The need arises for 

new security methods to come up for the protection of 

information. The paper presents intuitive and perception 

based security using Rorschach inkblot like images. These 

are used to authenticate a user to access their personal data 

in their android smart phones.  
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I. INTRODUCTION 

Security breach is a problem that has been consistently 

growing by trumping every means that is being applied to 

control it. With a phenomenal rise in smartphones and a 

consumer culture that instills individuals to have more than 

one smartphone, security is a problem that is only getting 

worse with time. Even with new methods used for 

protection of smart phones, there are lapses in security as 

people are using similar or simpler passwords so that they 

can remember it easily, thus becoming  the weakest link in a 

secure environment. The only pragmatic solution to 

securityis to come up with new techniques and algorithms 

for protection of data. 

The main aim of this application is to provide with 

a security mechanism not entirely based on memory and 

more focused on perception of an individual. The perception 

of an individual is based on his experiences throughout his 

life and also varies for every individual. This kind of 

security helps in avoiding using common and predictable 

passwords and passphrases. 

II. PERCEPTION BASED SECURITY SYSTEMS 

The challenge at hand is to design a system from the 

granular level to all the way up that addresses technical 

issues, like implementing the Rorschach model for 

perceptive security. 

It must be designed such that the user remembers 

how he had interpreted the inkblot by having a pre-start test. 

Psychological studies show that humans can remember 

pictorial representation more than textual or verbal 

presentation [1].   

Thus the goal of this application is to use an 

individual’s experience to generate a password which would 

not require them to memorize it, and neither would it be 

weak, as it would be based solely on perception and not on 

rational processing, which would lead to predictive 

passwords. 

 

Fig. 1: Two of the original ten Rorschach cards created by 

Hermann Rorschach and printed in his book Rorschach test 

– Psycho diagnostic Plates [3]. 

III. EXISTING SYSTEM 

The current systems that are in place to provide access 

control security are Pin, Password, Pattern Lock and Facial 

recognition. Pin protection ranges from 4-16 numeric codes 

which are used to protect your phone. 

 
Fig. 2: Pin Based Security [2] 

Password based security is your standard security 

mechanism used in other apps and devices. It is 

alphanumeric in nature and ranges from 4 to 16 characters. 

It needs to have at least one character and it becomes 

inconvenient when the password is long and complex for 

increased security and you have to type it each time you 

want to access the phone. 

Pattern based security is introduced by Google in 

their Android smartphones. It is a 3 X 3 matrix of dots 

where 4 or more dots are connected to form a pattern. This 

pattern is used instead of a passcode to access and secure the 

smartphone. Pattern has rules such as usage of at least 4 dots 

and maximum of 9 dots. One dot can be used only one time. 

The order of the connection matters, making it a directed 

graph and dots are connected with a straight line meaning 

that all points on the path of the line gets connected [4].  

Each and every system mentioned above have 

some drawbacks. Pin based security although secure, the 

longer the PIN is, and the harder it will be for someone to 

guess. However, the longer it is, the more inconvenience it 
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is to type in each time you want to unlock your phone. And 

remembering numeric codes of 10 digits or more becomes 

exponentially difficult for an average user.  

Password based security has similar drawbacks of 

PIN based security. But it becomes more secure as 

alphanumeric passwords are used. Making the probability 

lower even further. But with each strong and complex 

password comes the added difficulty in remembering the 

password and also the inconvenience in typing it. Users end 

up using pins or passwords of personal significance like 

birthdays and names to avoid the hassle of coming up with 

complex pins or passwords. 

 
Fig. 3: Pin Based Security [2] 

Pattern based security, though being innovative and 

providing ease of use, is the worst among the three security 

access protocols provided for android smartphones. For a 

given no of dots there are few combination as compared to 

the other two security mechanisms. However it is 

compensated by limiting the speed and no of tries. The 

phone allows 5 tries before suspending the lock screen for 

30 seconds. The limit for pattern tries is set to 20 before it 

locks out the user completely and asks for Google account 

and password [4] [5]. 

Apart from the standard attackslike brute force, 

dictionary, etc., one of the ways the attacker tries to figure 

out the password is by checking the smudges made by finger 

on the screen. This is clearly viewed in some certain angles 

on the smartphone. In the case of Pin/Password code the 

attacker is helped out only a little since the length of the 

passphrase is still unknown to him and whether the same pin 

has been used more than once. Thus increasing the 

probability and increasing the no of tries. In the case of 

pattern, the dots of the pattern are known if smudges are 

checked. Depending on the number and selection of dots the 

security can decrease dramatically. 

  TABLE 1 

Pattern security analysis compared to PIN [4] 

No of  No. of Possibilities                        No. of pin tries  
Dots/No.                                       for same success rate  

Pattern   PIN                     as for 20 PIN tries 
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Fig. 4: Pattern based Security [2] 
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IV. PROPOSED SYSTEM 

The system is built keeping in mind the drawbacks of the 

previous methods and ease of use as a user. The working of 

the system is quite simplistic and user oriented. In this 

system, the user is greeted with a set of inkblot cards which 

is user defined. He has to then give a pre start test for the 

number of cards he has chosen i.e. he has to type the 

description of what he perceives in the first inkblot in 

preferably one word. The user is then showed the other 

cards and the process repeats itself till all the cards are 

described. The entire test is then repeated for one final time. 

This is to ensure that the cognitive memory is able to reason 

correctly for the answer you are setting as the passcode.  

Once the exercise for the passcode is complete, the 

setting screen is next shown. Here variety of changes can be 

made to the default application. The user can choose the 

number of inkblot cards, the number of tries per card, 

randomness of the cards chosen, as well as the selection of 

the cards he wants to use for access security.  

 

Fig. 5: Lock Screen shown to the user with one of the 

inkblot cards. 

When the application settings are done the user can 

now start using the security mechanism by locking their 

screens. Whenever they wake the phone up they are greeted 

by one of the Inkblot cards configured by them. They then 

have to click on the textbox to provide the passcode they set 

for that inkblot card. Once the passcode is verified the 

smartphone can be accessed. 

The application will provide random inkblot cards 

every time the phone is unlocked from the set of inkblots 

chosen by the user. This will ensure that even though 

smudges would be visible, the attacker will not only have 

problem figuring out the combination of the passcode but 

which inkblot to go along with it as well, making the access 

security impregnable. 

One of the major factors of using perception based 

security is that the user does not have to worry about making 

complex passcodes strong enough and remembering them. 

As it is solely based on perception, what the user sees in the 

inkblot cards, will be distinct in nature, based on his 

experiences in life. No matter how close the attacker is to 

the victim, perception of that person will always be distinct 

as that of the user.  

 

Fig. 5: Lock Screen asking for the passcode set by the user. 

 

Fig. 6: one of the inkblot card used in the application. 

Here dictionary attack also fails, as the passcode 

could also be of any other languages known to the user. For 

example in Fig. 6 the inkblot shown could lead the user to 

think of a smiling raccoon, and for others it will be a baby 

crying in a cradle. Now this interpretation could be in the 

user’s native language or of some other language thatthe 

user knows. The inkblot cards used are not of the original 

ten cards of Hermann Rorschach, so as to avoid the attacker 

testing the user for hint of the passcode. 

V. CONCLUSION 

In this paper an Android based application for providing 

perception based access control security is presented. It uses 

the cognitive reasoning and experience of the user to create 

passcodes which is unique to him and difficult to predict for 

attackers. 

This application has the potential to have 

widespread use as it provides ease of use to the user and 
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freedom from thinking complex passwords and prevents 

from using common passphrases/patterns which are easy to 

guess. With the security concerns growing day by the day 

the usability of this application only increases with time. 
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