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Abstract— Due to the extensive use of digital media 

applications, multimedia security and copyright protection 

has gained tremendous importance. Digital watermarking is 

a technology used for the copyright protection of digital 

applications. Image watermarking is used to hide the special 

information into the image and to later detect and extract 

that special information. Watermarking can be implemented 

both in spatial and frequency domain. In this paper 

frequency domain techniques were experimented. The 

methods compared in this paper are image watermarking 

using singular value decomposition (SVD) based and image 

watermarking using discrete wavelet transform (DWT) and 

Pseudo random sequence. Our experiments show that 

former technique have low peak signal to noise ratio 

(PSNR) value and also requires cover data at the detection 

where as in the later case we don’t require cover data and 

PSNR value is good. 

Key words: Discrete Wavelet Transform, Principal 

Component Analysis, Singular Value Decomposition. 

I. INTRODUCTION 

With the exponential growth of computer network industry 

and easy availability of large volume of information, a 

problem related to information security has generated. In 

modern days, generally information’s are available in digital 

form and anyone can make a perfect copy of the information 

very easily without generating any changes to the original 

content. To restrict this kind of practice and to help protect 

the integrity and authenticity of the content as well as the 

copyright ownership, researchers have developed innovative 

methods for secret communication, called watermarking. 

Watermarking is a pattern of bits inserted into 

digital image, audio, video or text file that identifies the 

file’s copyright information such as author and rights. Thus, 

watermarking is an approach to make sure the data are 

protected. Watermarking is designed to be completely 

invisible. Once the watermarking is done, user can send the 

watermarked image to other computer so that other user is 

able to read the watermark or the hidden message in the 

image only if the same algorithm is used. Thus, the 

watermark can be protected without being revealed. 

One application of watermarking is in copyright 

protection systems, which are intended to prevent or deter 

unauthorized copying of digital media. In this use, a copy 

device retrieves the watermark from the signal before 

making a copy; the device makes a decision whether to copy 

or not, depending on the contents of the watermark. Another 

application is in source tracing. A watermark is embedded 

into a digital signal at each point of distribution. If a copy of 

the work is found later, then the watermark may be retrieved 

from the copy and the source of the distribution is known. 

This technique reportedly has been used to detect the source 

of illegally copied movies. 

The watermark can be inserted in the original 

spatial domain and frequency domain of the image. The 

main Disadvantage of spatial domain was that it easy to be 

hacked and attacked.  There are many techniques to embed 

the watermark into frequency domain of the original image. 

The techniques operating on a frequency domain use 

transformations such as Discrete Cosine Transform (DCT), 

Discrete Fourier Transform (DFT) and Discrete Wavelet 

Transform (DWT). In this paper, we will propose the blind 

watermarking algorithm by means of two-level discrete 

wavelet transform (DWT) embedded in a QR code image. 

II. WATERMARKING TECHNIQUES 

This section introduces the three different techniques of 

image watermarking.  

A. Image watermarking using SVD 

SVD is a mathematical tool which decomposes a matrix into 

three matrices. Let A be an image of size M× N, then the 

SVD of A is given by 

       

Where U and V are orthogonal matrices. S is a 

diagonal matrix. 

The columns of U and V are known as left singular 

vector and right singular vector of A respectively and 

represents the geometrical properties of the image. The 

elements of S are known as singular values or Eigen values 

of A and are arranged in decreasing order.  

1) Embedding Process: 

 Step 1: Consider the matrix representations of both 

the cover and the watermark images, denoted 

       and           . Then compute the SVD of 

each, yielding 

                         
  

                                         
  

 Step 2: Now embed the watermark image into the 

cover by forming form a weighted combination of 

the right singular vectors to obtain 

                             

Where μ is a magnitude factor and it is selected in 

such a way that the embedded image is nearly 

indistinguishable from the original cover image. Here we are 

selected μ=0.05. 

 Step 3: Construct the image matrix 

         using the newly computed right singular 

vectors, left singular vectors and singular values of 

the cover image. 
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2) Extraction Process: 

 Step 1: Compute SVD of cover, watermark and 

watermarked images.  

                         
  

                                         
  

                                     
  

 Step 2: Recovered watermark is obtained by 

performing the operations 

           
      
        

                 
 

 
 

                                         
  

The drawback in this method is we need both cover 

image and watermark at the detection process and the PSNR 

value is low. 

B. Image watermarking Using DWT & PCA 

This watermarking algorithm is based on DWT and PCA. 

The importance of discrete wavelet transform and principal 

component analysis in watermarking has been explained 

below. 

1) Discrete Wavelet Transform: 

Discrete wavelet transform (DWT) decomposes an image 

into four parts these are approximation image (LL) as well 

as horizontal (HL), vertical (LH) and diagonal (HH) for 

detailed components. Watermarks are embedded in these 

regions that help to increase the robustness of the 

watermark.  

2) Principal Component Analysis: 

Principal component analysis (PCA) is a mathematical 

procedure that uses an orthogonal transformation to convert 

a set of observations of possibly correlated variables into a 

set of values of uncorrelated variables called principal 

components. In reality, the number of components extracted 

in a principal component analysis is equal to the number of 

observed variables being analyzed. However, in most 

analyses, only the first few components account for 

meaningful amounts of variance, so only these first few 

components are retained, interpreted, and used in subsequent 

analyses (such as in multiple regression analyses). 

 This transformation is defined in such a way that 

the first principal component extracted in a principal 

component analysis accounts for a maximal amount of total 

variance in the observed variables.  Under typical 

conditions, this means that the first component will be 

correlated with at least some of the observed variables. It 

may be correlated with many.  The second component 

extracted will have two important characteristics. First, this 

component will account for a maximal amount of variance 

in the data set that was not accounted for by the first 

component. Again under typical conditions, this means that 

the second component will be correlated with some of the 

observed variables that did not display strong correlations 

with component 1.  

The second characteristic of the second component 

is that it will be uncorrelated with the first component. 

Literally, if you were to compute the correlation between 

components 1 and 2, that correlation would be zero. 

3) Embedding Procedure: 

 Step 1: Convert water mark (n×n) to a vector 

(watermark bits). 

 Step2: Apply DWT to cover image (Select LL 

among four sub-bands). 

 Step 3: Divide LL to K non-overlapping sub-block 

each of dimension n×n (k=16) 

 Step 4.The LL sub-band coefficients are 

transformed into a  new coordinate set by 

calculating PCA of each sub-block. 

 Step 5: The watermark bits are embedded with 

strength α into each sub-block  

       
            

 Step 6: Apply inverse PCA 

 Step 7: Apply IDWT 

4) Extraction Procedure: 

 Step 1: Apply DWT on watermarked image 

 Step2: Divide LL sub-band into n×n non-

overlapping sub-bands 

 Step 3: Apply PCA to each block 

 Step4: Watermark bits are extracted from the 

principal components of each sub-block is given by 

  
  

       
         

 
 

5) PCA steps: 

 Each sub-block is converted into a column vector 

   

 Compute mean & standard deviation of the 

elements of   . 

 Compute    according to the following equation. 

   
       

  
 

 Carry out PCA on    to obtain principal component 

coefficients 

 Calculate score as                  
The drawback in this method is it requires cover 

image at the detection and PSNR value is low. 

C. Image watermarking using Discrete Wavelet Transform 

(DWT) & Pseudo Random Sequence 

The former techniques discussed above require original data 

at the detection whereas here we do not require original data 

in order to recover the embedding watermark. There were 

two modules in our algorithm: watermark embedding and 

watermark extraction. 

 Initially the watermark is converted into a bit 

sequence of 1and -1 respectively. 

S=    , 1≤i≤N},     {-1, 1} 

The Pseudo random sequence (P) which is either 1 

or -1 is randomly generated with a secret key for embedding 

and extracting the watermark. 

P=    , 1≤i≤M},     {-1, 1} 

1) Watermark embedding 

 The steps of embedding process are outlined as follows:                                                                                                                  
 Step 1: The two-level DWT of MxM image (  ) is 

computed for cover image.  

 Step 2: A watermark is then embedded in sub-band 

LH2 or HL2 or HH2. According to the rule: 

   
 =  +α.   .   , i=1,2,…….N     (2.1) 

 Where    is cover image,    
  is cover image with 

watermark. α is a magnitude factor which is a 
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constant determining the watermark strength. We 

have chosen HH2 for embedding the watermark as 

shown in flow chart below. 

 Step 3: After that, the inverse DWT (IDWT) is then 

applied to obtain the watermarked image. 

 Step 4: Compute PSNR 

 

Fig. 2.1: Watermark Embedding Process 

 
Fig. 2.2: Watermark Extraction Process 

2) Watermark extraction: 

In this method of watermark extraction cover 

image is not required at the detection. Instead the cover 

image is predicted from the watermarked image using 

average filter. The extraction process is outlined as follows. 

 Step 1: The predicted image    
  is obtained by 

smoothing the watermarked image   
  with a spatial 

convolution mask. 

 Step 2: Perform two level DWT on both 

watermarked image and the predicted image 

independently. 

 Step 3: The estimate of the watermark   
  is 

obtained by the difference between   
  and   

   as: 

  ti
  ti

  α.   .si
  (2.2) 

 Step 4: The watermark is then obtained by 

multiplying pseudo- random number with the result 

obtained in step 2. If an incorrect pseudo random 

sequence was to be used, the scheme would not 

work. 

 Step 5:  Compute Normalized Correlation.                                                                                                                     

III. PERFORMANCE METRICS 

To evaluate the performance of the algorithm, the similarity 

between the original watermark(S) and the extract 

watermark (  ) is computed by using normalized correlation 

(NC) is  

   
∑     

  
   

∑   
  

   

 (3.1) 

In addition, the quality of the watermarked image 

compared to original image was measured based on the Peak 

Signal to Noise Ratio (PSNR). The PSNR formula is 

expressed as follows: 

PSNR=10 log
255 255

1

m n
∑ ∑    i      i    2n 1

  0
m 1
i 0

 (3.2) 

m×n is the size of image, O (i, j) is the original pixel value, 

R (I, j) is the reconstructed pixel value. 

IV. RESULTS AND DISCUSSIONS 

QR image of size 512×512 pixel shown in fig 4.1(a) is used 

as a cover image and binary image is shown in fig 4.1(b) is 

used as a watermark. Watermarked image is shown in fig 

4.1(c) is obtained after embedding watermark in a cover 

image. Fig 4.1(d) shows the extracted watermark. The 

watermarking is tested with magnitude factor α=5 both in 

image watermarking using DWT &PCA and DWT & 

Pseudo random sequence whereas α=0.05 is used in image 

watermarking using singular value decomposition. 

In practice, the transmission of an image can be 

corrupted by unpredictable noise in the channel 

communication. We therefore tested the robustness of our 

algorithm with some attacks such as Salt and Pepper noise, 

Gaussian noise, JPEG, Rotation and scaling. In the below 

fig 4.1(e) shows the watermarked image contaminated by 

salt & pepper noise (0.2) ,where 0.2 represents 20% of the 

pixels are contaminated by salt and pepper noise. Fig 4.1(f) 

shows the extracted watermark in the presence of salt & 

pepper noise. Fig 4.1(g) shows the watermarked image 

contaminated by Gaussian noise (0.2), where 0.2 represents 

20% of the pixels is contaminated by Gaussian noise. Fig 

4.1(h) shows the extracted watermark in the presence of 

Gaussian noise. Fig 4.1(i) shows the watermarked image 

attacked by compression. Fig 4.1(j) shows the extracted 

watermark in the presence of compression. Fig 4.1(k) shows 

the watermarked image attacked by rotation by 30 degrees. 

Fig 4.1(l) shows the extracted watermark in the presence of 

rotation. 

 
       (a)               (b) 

 
                                    (c)                  (d) 

 

  (e)                (f) 

 
       (g)                 (h) 
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                                   (i)                 (j) 

 
(k)                         (l) 

Fig 4.1: (a)Cover image (b)Watermark image 

(c)Watermarked image (d)Extracted watermark (e) 

Watermarked image after addition of Salt& Pepper Noise 

(0.2) (f) Extracted watermark in the presence of Salt & 

pepper  (g) Watermarked image after addition of  Gaussian  

Noise(0.2)  (h) Extracted watermark in the presence of 

Gaussian (i)Watermarked image compression (40) (j) 

Extracted watermark in the presence of compression (k) 

Watermarked image after rotation by 30 degrees (l) 

Extracted watermark in the presence of rotation 

 
Table 1: Comparison of Previous & Latest Methods 

V. CONCLUSION 

The “image watermarking using SVD” and “image 

watermarking using DWT & PCA   have low PSNR value 

and they need original data at the detection, where as  

“image watermarking using DWT and Pseudo random 

sequence” technique don’t require original data in the 

detection process and the PSNR value is also good. In the 

recent algorithm Prediction of the original values of the 

cover image is calculated from the averaging filter. We can 

also predict the original values from the median filter, 

Gaussian filter etc., but PSNR values are almost same. In 

extension we can embed the watermark in colour images 

and we are also trying to find more efficient ways to 

withstand more severe attacks such as stronger noise, high 

compression, geometric distortion etc. 
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