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Abstract— MESSAGING GATEWAY large business 

edition is an easy to use email virus protection that delivers 

effective and accurate antispam protection with no user peer 

user fees and available as a VMware-based virtual appliance 

Messaging gateway large business edition can be 

implemented on your existing hardware making it one of the 

most affordable gateway appliance solutions available. 

Key words: Email Security, Defend Against Data Loss, 

Defend Against Malware, And Defend Against Targeted 

Attacks. 

I. INTRODUCTION 

Messaging Gateways provides best protection with superior 

effectiveness and personalized threat detection.                      

The Messaging Gateway performs following main functions 

 Defend against malware- It’s one of the award 

winning antispam and antimalware. URl reputation 

protection Unmatched global intelligence network. 

 Defence against targeted attack means disarm 

document protection, next generation antispam 

protection and customer specific rule for directed 

attack 

 Defend against data loss includes next generation 

DLP (Data Loss prevention) integration, network 

and content encryption and advanced content 

filtering. 

II. OVERVIEW 

Messaging gateway powered by antispam filtering engine – 

a set of technologies that identify email borne threats based 

on reputations on both the global and local level. This 

enable it to block 99 percent of spam with less than 1 of 1 

million false positive in addition to blocking 90 percent of 

unwanted emails before it reaches your network .Backed by 

one of the largest. Customer specified rules provide 

customers the option to obtain personalized spam rule based 

entirely on submission from administrator and end users 

with capability to control the aggressiveness to filter 

creation and remove rules in case of false positives. 

Customer specific rules provide automated protection 

against emerging spam attacks and other types of unwanted 

mails .More importantly this can help you prevent email 

attacks that directly target your company and end users. 

Following are the functionality offered by Messaging 

Gateway 

A. Greater control with Data Loss Prevention and 

1) E-mail Encryption: 

A loss of your company sensitive information can lead to a 

damaged reputation, lost customers and ultimately decrease 

in revenue- a setback no company can afford. Messaging 

Gateway features advanced content filtering and data loss 

prevention technologies that make it easier to protect and 

control sensitive data. Administrator can easily build 

effective and a flexible policy that enforces regulator 

complains and protect against data loss. Messaging Gateway 

appliance leverage integration with sophisticated structured 

data matching technology from Data loss prevention which 

analyze data held in your database (for example: customer 

and patient records, order processing, banking information, 

customer relationship management etc.) and creates unique 

finger prints for the actual data. Messaging Gateway has the 

ability to monitor and protect sensitive information which is 

communicated via email ensuring ending up where it 

belongs. While email been the most common form of 

business communication used today more and more 

companies are quickly realizing the need of encrypted 

emails as a result of regulation that required private 

information been encrypted .Combining the content filtering 

and data loss capability of Messaging Gateway with Content 

Encryption your company can avoid stiff fines, costly data 

breaches and allow uninterrupted growth of the company 

knowing that the evolution threat landscape will not slow u 

down. Email encryption can be done with two options 

 Hosted option 

 On-premise option 

 

Fig. 1: Architecture of Encryption of Email Flow 

B. Reduce Cost and Complexity with Ease Management   

The preferences and requirement for deploying a messing 

security technology can vary greatly from organization to 

organization. Messaging Gateway adjusts to meet your 

specific needs by providing flexible deployment option. In 

addition to deploying Messaging Gateway on the physical 

hardware appliance you have the option to deploy it as a 

virtual appliance – the fastest growing segment in 

Messaging Gateway deployment 

IPV6 supportability means you can choose to 

deploy your Messaging Gateway in a mixed IPV4/IPV6 

network. As your IT needs and environment changes the 

threats becomes more complex. We can be certain that 

Messaging Gateway can offer the robust and secure solution 

that is perfectly tailored according to the particular industry 

as per requirement.  

C. Unified Management and Administrator  

Messaging Gateway includes a powerful control center for 

unified management and administrator of the company’s 
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messaging infrastructure from a single web-based console. 

Administrator can easily manage multiple messaging 

Gateway appliances to view trends attack statistics and non-

compliance incidents. By eliminating the complexity of 

multiple consoles disparate policies incompatible loggings 

and reporting procedures. Messaging Gateway significantly  

reduces total cost of ownership (TCO)  of messaging 

security infrastructure .Messaging Gateway supports a full 

set of reporting options , including a dashboard and executes 

the summaries and highlights system efficacy and impact 

reporting in Messaging Gateway proactively identifies data 

loss ratio and demonstrate compliance Messaging Gateway 

provides administrator with the ability to customize their 

definition of irrelevant emails by creating the required 

policies for spam , newsletters marketing emails etc. 

Messaging Gateway requires very little configuration which 

is out of the box .providing fast and easy deployment   

Following diagram gives the graph that shows the 

results of the improved percentage of spam catching rate 

over the years (2010-2013). 

 
Fig. 2: Statistical Analysis of Spam Catching Graph 

III. ATTACKS ON THE COMPANIES 

Attacks are usually done with target bases but often look as 

opportunities for an attacker to get an entry in the system. 

Attacks appear from spoofed brands like social networking 

sites Executable contents often contained within PDFs and 

office documents. 

 
Fig. 3: Graph Showing the Amount of Attacks Done On the 

Specified Departments 

        Executives are no longer the leading targets of 

choice– attackers are now targeting the knowledge workers 

in order to gain access to the research and development data 

of company on a large scale and employees who work on or 

have an access to intellectual data of company. Sales 

employees are the most popular targets of the attackers as 

these employee deals with most of the confidential data 

related to the company  of all this all employees runs the 

risk of been targeted and needs to be  protected. 

IV. HOW MESSAGING SECURITY CAN HELP? 

 
Fig. 4: Architecture of Messaging Security 

             Working of Messaging Gateway provides following 

security layers in order to reduce the attacks on the 

companies.  According to the attack mentioned in (Fig 3). 

The following is the solution provided by the messaging 

gateway. 

 Key duty of Messaging Gateway is the email 

security  

 Protects internal mail server from SMTP attacks  

 Scans emails to eliminate viruses, spam and 

advance attacks  

 Prevents sensitive data from leaving the 

organization 

 Complete antivirus protection: complete message 

content analysis. Antivirus engine deals with 

scanning for viruses in the email  

 Anti-spam Technology  

 Reputation filtering 

 Bounce attack prevention 

 Heuristics  

 Signatures  

 URL filters 

 Allow and block lists 

V. KEY BENEFITS OF MESSAGING GATEWAY 

 Messaging Gateway blocks around 99 percent of 

spam 

 Customer specified rules allows customers create 

spam rules sets tailored to their particular 

environment  

 Protect sensitive client data and valuable 

confidential information with the ability to 

fingerprint and identify actual company data 

 To manage risk association along with data loss 

 Facilitates reporting, summery reporting to keep 

check of the working  

 Reduces complexity and cost by removing the 

overheads of multiple consoles 

 Flexible and easy to use Messaging Gateway 

VI. CONCLUSION 

The study was focused on information related to mail 

security and tools used for achieving it. The paper contents 
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the key information related messaging gateway which aids 

in providing protection to inbound and outbound flowing 

network traffic of the corporate network. With the vision of 

having a safe communication between the corporate 

sensitive environment and internet. This technology 

provides with all in one security solution to the company 

against spam, viruses, marketing emails, newsletters etc. 
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