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Abstract— Mobile ad hoc networks (MANETs) have 

attracted much attention due to their mobility and ease of 

deployment. However, the wireless and dynamic natures 

render them more vulnerable to various types of security 

attacks than the wired networks. The major challenge is to 

guarantee secure network services. We have identified the 

inadequate nature of EAACK in scenarios of link breakage, 

source maliciousness and partial packet dropping and hence 

we propose an improved algorithm called improved 

EAACK to tackle the security issues. High mobility of 

MANET nodes contributes to frequent link breakages in the 

network, which leads to path failures and route discovery 

processes. Route discovery is initialized through a broadcast 

mechanism usually. But, the overheads created through this 

cannot be neglected. The simulation results show that 

IEEACK scheme can prevent attacks from malicious nodes 

and improve the security performance of the whole network, 

especially in terms of the packet delivery ratio, the average 

end-to-end delay, the routing packet overhead and detection 

ratio of malicious nodes. 

Key words: mobile ad hoc networks, IEAACK , network 

security. 

I. INTRODUCTION 

In recent years mobile ad hoc networks (MANETs) have 

received tremendous attention because of their self-

configuration and self-maintenance capabilities. While early 

research effort assumed a friendly and cooperative 

environment and focused on problems such as wireless 

channel access and multi-hop routing, security has become a 

primary concern in order to provide protected 

communication between nodes in a potentially hostile 

environment. Although security has long been an active 

research topic in wire line networks, the unique 

characteristics of MANETs present a new set of non-trivial 

challenges to security design. In addition to mobility, mobile 

devices cooperate and forward packets for each other to 

extend the limited wireless transmission range of each node 

by multi-hop relaying, which is used for various 

applications, e.g., disaster relief, military operation, and 

emergency communications. 

A primary challenge is to decide which routing 

information can be trusted. A number of schemes relying on 

cryptographically signed routing messages have been 

designed mostly without detailing key management further. 

Nevertheless, the possession of cryptographic keys serves as 

proof of trustworthiness. Consequently, a proper key-

management service is required. This is to ensure that nodes 

which are legitimate members of the network and only those 

are equipped with the necessary keys whenever needed. 

Whereas key-management services are needed for 

application layer security as well as for protection of the 

network layer, this paper focuses on the more challenging of 

the two, namely, providing keys for the network layer. Key 

management schemes for the application layer can assume 

an already running network service. Schemes for the 

network layer routing information cannot. Keys are a 

prerequisite to bootstrap a protected network service. 

Recently, Quality of Service (QoS) for MANETs 

has received increased attention [6-13]. Traditional QoS 

routing requires not only finding a route from a source to a 

destination, but a route that satisfies end-to-end QoS 

requirements, often given in terms of throughput, 

bandwidth, jitter or delay. However, security requirements 

are not taken into account in the QoS guarantee of the 

MANET environment. Security is a critical aspect of QoS 

routing in MANETs. To the best of our knowledge, little 

research efforts were made to address trust issues with the 

existing QoS routing and resist to malicious behaviors. In 

this paper, we introduce the definition of trust and QoS 

parameters estimation into a classic routing to enhance the 

security of networks. The proposed trust scheme obtains the 

trust degree between nodes from direct trust computation of 

direct observations and indirect trust computation by 

neighbors’ recommendations to accelerate the establishment 

of trust in MANETs. In addition, due to the NP-

completeness of the multi-QoS constraints problem, we only 

consider the link delay as the QoS constraint requirement for 

establishing trusted routing. 

II. RELATED WORK 

A. Trust model 

Information technology architects must build applications, 

systems, and networks that match ordinary people’s 

sociological expectations of trust in terms of identity, 

authentication, service level agreements, and privacy. Yet 

the inherent in security of many business systems is, in fact, 

the failure of the underlying security architecture upon 

which those systems are built. In particular, deficient trust 

models often fail to address every layer of business, 

technology, people, and process. And the consequence 

might be an implementation with weaker security than the 

designer intended or expected. The trust model relies on 

complete requirements that include business, technical, 

legal, regulatory, and fiduciary requirements. We 

recommend that you develop a formalized trust model as 

part of a security architecture methodology and risk analysis 

for all business systems to ensure that they are protected 

according to their stated requirements and identified risk 

thresholds. 

The authors provide a survey of trust management 

schemes developed for MANETs and discuss generally 

accepted classifications, potential attacks, performance 

metrics, and trust metrics in MANETs. Finally, they discuss 

future research areas on trust management in MANETs 

based on the concept of social and cognitive networks. In 

[21], the authors state that using only a reputation-based 

trust framework gives only an incomplete partial solution 

for trust management. They propose an objective trust 
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management framework (OTMF) for MANETs based on 

both direct and indirect information for reputation 

management and show the effectiveness of OTMF. This 

work uses the objective trust to refer to trust evaluated based 

on second hand information. In [22], the authors introduce 

the concept of attribute similarity in finding potentially 

friendly nodes among strangers, so security is inherently 

integrated into the routing protocol where nodes evaluate 

trust levels of others based on a set of attributes. Unlike the 

fixed probability of dropping packets adopted in other 

routing mechanisms, the proposed new forwarding rule is 

designed based on the attribute similarity, and then the 

authors provide a recommended method in calculating the 

degree of similarity between attributes. Pirzada and 

McDonald [23] propose a trust-based communication model 

based on a notion of a belief, and then provide a dynamic 

measure of reliability and trustworthiness in MANETs. The 

merit of this work is to incorporate utility as general trust 

and time as situational trust into the overall trust metric to 

evaluate an agent in the network. However, the situational 

trust considered is limited to monitoring dynamics of packet 

forwarding behaviors. 

B. Routing Protocol Classification 

Routing protocols are classified into different categories 

depending on their properties. 

 Centralized vs distributed 

 Static vs adaptive 

 Reactive vs proactive 

In centralized algorithms, all route choices are 

made at Central node, while in distributed algorithms, the 

Computation of the routes is shared among the network 

nodes. 

The authors point out that all existing models fail to 

address the accurate end-to-end delay analysis of multi-hop 

wireless networks under the unsaturated traffic condition 

considering the hidden and exposed terminal situation. In an 

effort to gain deep understanding of delay, the authors firstly 

proposes a new analytical model to predict accurate media 

access delay by obtaining its distribution function in a single 

wireless node. Secondly, using the obtained single node 

media access delay distribution, the authors extend the 

proposed modeling approach to investigate the delay in 

multi-hop networks. In this paper, we present a simple trust-

based QoS model based on the concept of trust degree and 

QoS constraint requirements, and apply this model to classic 

routing for MANETs. Our model firstly builds a trust 

relationship to all neighbors from direct trust degree and 

recommendation trust degree perspectives for each node. 

The direct trust can observe the neighbors’ behavior directly 

using forwarding ratio by passive acknowledgment [23]. 

The recommendations improve the trust evaluation process 

for nodes that do not succeed in observing their neighbors 

due to resource constraints. On the other hand, we choose 

the whole least link delay to satisfy the QoS requirements 

using link qualify to further optimize the model. 

C. Table Driven Protocols 

Table driven protocols maintain consistent and up to date 

routing information about each node in the network [6]. 

These protocols require each node to store their routing 

information and when there is a change in network topology 

updation has to be made throughout the network. Some of 

the existing table driven protocols are 

 Destination sequenced Distance vector routing 

(DSDV) 

 Wireless routing protocol (WRP) 

 Fish eye State Routing protocol (FSR) 

 Optimised Link State Routing protocol (OLSR) 

 Cluster Gateway switch routing protocol (CGSR) 

 Topology Dissemination Based on Reverse path 

forwarding (TBRPF) 

D. On-demand routing protocols: 

In On-Demand routing protocols, the routes are created as 

and when required. When a source wants to send to a 

destination, it invokes the route discovery mechanisms to 

find the path to the destination. Once a route has been 

established, it is maintained until either the destination 

becomes inaccessible (along every path from the source), or 

until the route is no longer used, or expired [7]. The 

different types of On Demand driven protocols are: 

 Ad hoc On Demand Distance Vector (AODV) 

 Dynamic Source routing protocol (DSR) 

 Temporally ordered routing algorithm (TORA) 

 Associativity Based routing (ABR) 

In recent years, a variety of new routing protocols 

targeted specifically at this environment have been 

developed. We will provide routing performance estimates 

that were gathered through simulation, by investigating a 

common reactive routing protocol DSR [8] and AODV. 

III. MODEL OF THE IEEACK BASED SCHEME 

EAACK is consisted of three major parts, namely, ACK, 

secure ACK (S-ACK), and misbehavior report 

authentication (MRA). In order to distinguish different 

packet types in different schemes, we included a 2-b packet 

header in EAACK. According to the Internet draft of AODV 

there is 6 b reserved in the AODV header.  

 In our proposed scheme, we assume that the link 

between each node in the network is bidirectional. 

Furthermore, for each communication process, both the 

source node and the destination node are not malicious. 

Unless specified, all acknowledgment packets described in 

this research are required to be digitally signed by its sender 

and verified by its receive 

A. ACK 

As discussed before, ACK is basically an end-to-end 

acknowledgment scheme. It acts as a part of the hybrid 

scheme in EAACK, aiming to reduce network overhead 

when no network misbehavior is detected. in ACK mode, 

node S first sends out an ACK data packet Pad1 to the 

destination node D. If all the intermediate nodes along the 

route between nodes S and D are cooperative and node D 

successfully receives Pad1, node D is required to send back 

an ACK acknowledgment packet Pak1 along the same route 

but in a reverse order. Within a predefined time period, if 

node S receives Pak1, then the packet transmission from 

node S to node D is successful. Otherwise, node S will 

switch to S-ACK mode by sending out an S-ACK data 

packet to detect the misbehaving nodes in the route. 
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B. S-ACK 

The S-ACK scheme is an improved version of the 

TWOACK scheme. The principle is to let every three 

consecutive nodes work in a group to detect misbehaving 

nodes.  For every three consecutive nodes in the route, the 

third node is required to send an S-ACK acknowledgment 

packet to the first node.   

 The intention of introducing a S-ACK mode is to 

detect misbehaving nodes in the presence of receiver 

collision or limited transmission power. the three 

consecutive nodes (i.e., F1, F2, and F3) work in a group to 

detect misbehaving nodes in the network. Node F1 first 

sends out S-ACK data packet Psad1 to node F2. Then, node 

F2 forwards this packet to node F3. When node F3 receives 

Psad1, as it is the third node in this three-node group, node 

F3 is required to send back an S-ACK acknowledgment 

packet Psak1 to node F2. Node F2 forwards Psak1 back to 

node F1. If node F1 does not receive this acknowledgment 

packet within a predefined time period, both nodes F2 and 

F3 are reported as malicious. Moreover, a misbehavior 

report will be generated by node F1 and sent to the source 

node S. 

C. MRA 

The MRA scheme is designed to resolve the weakness of 

Watchdog when it fails to detect misbehaving nodes with 

the presence of false misbehavior report. The false 

misbehavior report can be generated by malicious attackers 

to falsely report innocent nodes as malicious. This attack 

can be lethal to the entire network when the attackers break 

down sufficient nodes and thus cause a network division. 

The core of MRA scheme is to authenticate whether the 

destination node has received the reported missing packet 

through a different route. To initiate the MRA mode, the 

source node first searches its local knowledge base and 

seeks for an alternative route to the destination node. If there 

is no other that exists, the source node starts a DSR routing 

request to find another route. Due to the nature of MANETs, 

it is common to find out multiple routes between two nodes. 

By adopting an alternative route to the destination node the 

misbehavior reporter node. When the destination node 

receives an MRA packet, it searches its local knowledge 

base and compares if the reported packet was received. If it 

is already received, then it is safe to conclude that this is a 

false misbehavior report and whoever generated this report 

is marked as malicious. 

D. Digital Signature 

EAACK is an acknowledgment-based IDS. All three parts 

of EAACK, namely, ACK, S-ACK, and MRA, are 

acknowledgment-based detection schemes. They all rely on 

acknowledgment packets to detect misbehaviors in the 

network.    it is extremely important to ensure that all 

acknowledgment packets in EAACK are authentic and 

untainted. Otherwise, if the attackers are smart enough to 

forge acknowledgment packets, all of the three schemes will 

be vulnerable. With regard to this urgent concern, 

incorporated digital signature in our proposed scheme. In 

order to ensure the integrity of the IDS, EAACK requires all 

acknowledgment packets to be digitally signed before they 

are sent out and verified until they are accepted. 

E. Trust-based QoS model 

In this paper, combining a trust-based QoS model essentially 

captures trust derivation, computation and application in a 

multi-QoS constraints environment with IEEACK. 

However, QoS is an agreement to provide guaranteed 

services, such as delay, jitter, bandwidth, and loss rate to 

users. Supporting more than one QoS constraint makes the 

QoS routing problem NP-complete [12]. Some authors [24–

29] proposed a trade-off between bandwidth and delay. 

However, calculating the available end-to-end bandwidth 

along a route from a source to a destination largely depends 

on the medium access protocols used for channel access and 

resource management. Attempting to meet these constraints 

simultaneously leads to significant computation overhead. 

For the sake of simplicity, we only consider the link delay 

for QoS-aware routing supporting real-time video or audio 

transmission. Our work focuses on exploring a feasible way 

to estimate the available link delay requirement by 

considering link quality, incorporating a trust-aware scheme 

into the route discovery procedure to enhance the security of 

the network. 

The first trust models category is based basically 

on reputation among nodes. The reputation of a node 

increases when it carries out correctly the tasks of route 

construction and data forwarding. The models of this 

category support effective mechanisms to measure the 

reputation of other nodes of the network. They also 

incorporate techniques that isolate the misbehaving nodes 

that are those that show a low reputation value. Trust models 

based on cooperation, enforcement are well surveyed in the 

literature. Marias et al. provided such a thorough survey of 

cooperation enforcement trust models in [37]. In this paper, 

we are interested in the category of certification based trust 

models. Indeed, in this category, the trust relationship 

among users is performed in a transitive manner, such that if 

A trusts B, and B trusts C, then A can trust C. In this 

relationship, the principal B is called Trusted Third Party 

(TTP). The latter could be a central authority (like CA - 

Certification Authority) or a simple intermediate user. Both 

points of view gave birth to two categories of models: (a) 

Authoritarian models, and (b) Anarchic models. In this 

paper, we review and classify the existing certification-

based trust models belonging to each category. Moreover, to 

determine the efficiency of a given trust model, it is very 

important to estimate the certification service availability 

with respect to mobile ad hoc network configuration. 

Therefore, we have modeled the certification process of 

each surveyed trust model using stochastic Petri nets (SPN) 

[17,28]. As you will see in the following sections, this 

allows a better understanding of the performances of the 

different models and how to leverage some parameters for 

higher certification service availability. 

IV. TQR: TRUST-BASED QOS ROUTING ALGORITHM 

A. Framework of TQR 

To find a global optimal solution to the above optimal 

routing problem by solving the formula. there exist many 

classical algorithms, including Dijkstra algorithm and 

distributed Bellman–Ford algorithm [20]. But using these 

algorithms, a source node needs to conduct extensive 

communications with other nodes, which can be 
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significantly expensive due to the use of control packet 

exchanges. So, in this paper, we use the distributed heuristic 

algorithm to design the TQR. According to the main idea of 

other on demand routing algorithms for ad hoc networks, 

TQR scheme also mainly consists of two parts: routing 

discovery and routing maintenance. The whole framework 

of TQR is shown in Fig. 1. In this figure, the TQR algorithm 

mainly involves the following components: trust 

information collections, QoS parameter (link delay) 

evaluation, trust management, route discovery and route 

maintenance. The trust management mainly contains the 

several components as: trust computation, trust judging, 

trust updating. The procedure of route discovery consists of 

two phases:  

 
Fig 1: Framework of TQR routing algorithm 

 
Fig. 2: Structure of  QOS parameter record table 

The fig 2 shows the structure of a Qos Parameter 

record table which contains link delays. The route request 

packet REQ delivery and the route reply packet REP 

delivery for route establishing. The procedure of route 

maintenance will initiate as the network topology changes 

and link-broken event occurs. 

V. SIMULATION RESULTS AND PERFORMANCE ANALYSIS 

In this section, we present simulation results conducted in 

the network simulator,. To demonstrate the optimal 

threshold K, we design the experiment to measure Pf and Pc 

in comparison with those of numerical results, and observe 

the impact of different threshold values. To evaluate the 

performances of our proposed IEEACK scheme, we run 

simulations to verify its efficiency in releasing legitimate 

nodes from the WL and revoking  attacker nodes’ 

certificates, and compare them with the existing schemes. In 

particular, we are interested in the revocation time to 

evaluate the efficiency and reliability of certificate 

revocation in the presence of malicious attacks. 

Furthermore, we also estimate the accuracy of releasing 

legitimate nodes in our IEEACK scheme. 

Our simulations are based on the IEEE 802.11b of 

MAC layer, which is included in the NS2 [32]. The nodes 

move from a random starting point to a random destination 

with a speed that is randomly chosen (the speed is uniformly 

distributed between 0 and 20 s). As the destination is 

reached, another random destination is targeted after a pause 

time. The transport protocol used for our simulations is User 

Datagram Protocol (UDP). Traffic sources used are 

Constant-Bit-Rate (CBR). The traffic files are generated 

such that the source and destination pairs are randomly 

spread over the entire network. The rate of packet 

generation has been 4 CBR. The number of sources is 10 in 

the network. These scenario files are generated using the 

scene generator of the simulator. The mobility model uses 

random way point model in a rectangular field. Each 

simulation is done in the presence of 1–20 malicious nodes 

under two types of active attacks (gray hole and black hole 

attack). 

We consider a realistic environment, where there 

are many devices (mobile phones, laptops, PDAs, etc.) to 

construct a mobile ad hoc network within a certain area 

(campus, station, etc.). These devices move randomly and 

communicate with their neighboring devices in the network. 

We simulate this MANET environment within 1,000 m by 

1,000 m terrain in Qualnet simulator for 802.11b, running ad 

hoc on-demand distance vector (AODV) as the routing 

protocol. The devices are deployed in a random uniform 

distribution, and each device is seen as a node which has the 

fixed transmission range as 250 m. The random way-point 

mobility pattern [23], [24] is used to model node 

movements. Each node is assumed to move to a randomly 

selected location at different velocities from 1 to 10 m/s. 

The probability R that the newly joining node becomes a 

CH is 0.3.CH and CMs are sensing each other with Hello 

packets in every time interval Tu. The voting time Tv is set 

to 10 s. For each experiment, we get the average results 

from 50 simulation runs.  

In the first scene, we give the performance 

comparison between TQR and AODV as the maximum 

speed of nodes varies0–30 m/s. The delivery ratios of TQR-

0.5 and TQR-0.6 decline remarkably as nodes maximum 

speed speeds up where the delivery ratio of AODV 

decreases gently. The differences become more apparent at 

higher speeds. 

 
Fig. 1: Throughput between proposed IEEACK, EEACK 

and watch dog 

Fig 1: shows that the average throughput for 

IEEACK better with high mobility nodes. Throughput is the 

average of successful message delivery. IEEACK offers 

higher throughput than EEACK, watch dog 

 
Fig. 2: packets drop in EEACK, watch dog and proposed 

improved IEEACK  
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Fig 2 shows that the packets dropping is reached it peak for 

EEACK and watch dog.A higher performance is achieved if 

the packets dropped is less.The IEEACK has dropped less 

packets than EEACK and watch dog 

 
Fig 3: packet delivery ratio of watch dog ,EEACK and 

IEEACK 

Fig 3 shows packet  delivery  ratio with pause time 

varying from 0 to 100 for EEACK,IEEACK and watch dog. 

The graph illustrates the level of delivered data to the 

destination. Although the packet delivery ratio is reached its 

peak for EEACK ,the IEEACK has a higher packet delivery 

ratio. 

 
Fig 4: Routing overhead of IEEACK, watch dog and 

EEACK 

Routing overload usually manifests in the form of 

slow Internet connections and downloads that affect the 

entire network. The routing overload for IEEACK is less in 

all situations with any number of nodes. Fig 4 manifests that 

the routing overhead for EEACK is somewhat closer to 

IEEACK and which are far from watch dog. 

 
Fig. 5: End to End delay of IEEACK with watch dog and 

EEACK 

End to end delay is the average time taken to 

deliver a data, delay occurs due to not finding the right 

routing path and due to malicious data. Fig 5 shows the end 

to end delay is lower for IEEACK. EEACK and watch dog 

have high delays of 1.65ms. 

VI. CONCLUSION 

Mobile ad hoc networks are prone to damage has they are 

vast and dynamic in nature. the already existing watch dog 

and end to end acknowledgement detect the malicious data 

but the proposed IEEACK increases the security.one of the 

threats exist due to routing, it uses a new distributive 

heuristic algorithm to design trust based Qos routing 

algorithm to solve the routing problem. In this paper, 

importance is given to the definition of trust and QoS 

parameters estimation into a classic routing to enhance the 

security of networks. The simulation results are given to 

show that IEEACK scheme can prevent attacks from 

malicious nodes and improve the security performance of 

the whole network. 
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