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Abstract— Intrusion Detection is one of the important parts 

of the security system. The research has been carried out at 

home and abroad for decades in the regard. Nowadays, the 

using of intelligent data mining approaches to predict 

intrusion in local area networks has been increasing rapidly. 

Today, number of open sources and commercial Intrusion 

Detection Systems are available to match enterprises 

requirements but the performance of these Intrusion 

Detection Systems is still the main concern. Y This paper 

focuses on an approach for intrusion detection system (IDS) 

based on data mining techniques. 
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I. INTRODUCTION 

Data Mining is the use of algorithms to extract the 

information and patterns derived by the knowledge 

discovery in databases process. Data mining is being used to 

clean, classify, and examine large amount of network data to 

correlate common infringement for intrusion detection. The 

main reason for using Data Mining Techniques for Intrusion 

Detection Systems is due to the enormous volume of 

existing and newly appearing network data that require 

processing. 

Data Mining has become a very useful technique to 

reduce information overload and improve decision making 

by extracting and refining useful knowledge through a 

process of searching for relationships and patterns from the 

extensive data collected by organization. The extracted 

information is used to predict, classify, model, and 

summarize the data being mined. Data mining technologies, 

such as rule induction, neural networks, genetic algorithms, 

fuzzy logic, and rough sets are used for classification and 

pattern recognition in many industries. They have been 

extensively used in discriminating normal from abnormal 

behavior in a variety of contexts. In recent years data mining 

techniques have been successfully used in the context of 

network intrusion detection. 

Data mining is the latest introduced technology of 

intrusion detection. Its advantage lies in the fact that it can 

withdraw the needed and unknown knowledge and 

regularities from the massive network data and host log 

data. It is a new attempt to use data mining in achieving 

network security, both at home and abroad At present, data 

mining algorithm applied to intrusion detection mainly has 

four basic patterns: association, sequence, classification and 

clustering. 

 
Fig. 1: Structure of Intrusion Detection System 

Data mining technology is advanced for: 

(1) It can process large amount of data. 

(2) It doesn’t need the users’ subjective evaluation, and 

is more likely to discover the ignored and hidden 

information. 

II. METHODS OF INTRUSION DETECTION 

A. Intrusion Detection system 

The concept of intrusion detection system was first 

suggested in a technical report by Anderson (1980); he 

considered that computer audit mechanism should be 

transformed and able to provide internal risks and threats for 

computer safety technicians, and suggested that statistics 

method should be applied to analyze users’ behavior and 

detect those masqueraders who accessed system sources 

illegally. In 1987, Dorothy suggested a prototype of 

intrusion detection system: IDES (intrusion detection expert 

system), afterwards, the concept of intrusion detection 

system was known gradually, and his paper was also 

regarded as a significant landmark in intrusion detection 

area. Following this, intrusion detection system with various 

patterns was put forward, such as: Discovery, Haystack, 

MIDAS, NADIR, NSM, Wisdom and sense, DIDS, and so 

on (Bace, 2002). Intrusion detection system is to supervise 

and control all cases happening to computer system or 

network system, analyze any signal arising from related 

safety problems, send alarms when safety problems occur, 

and inform related personnel or units to take relevant 

measures to reduce possible risks (Bace, 2002). Its 

framework includes three parts (Bace, 2002): 

(1) Information collection: Data collection: the source 

of these collected data can be separated into host, 

network and application, according to the position. 

(2) Analysis engine: Analysis engine is able to analyze 

whether or not there are symptom of any intrusion. 

(3) Response: Take actions after analysis, record 

analysis results, send real-time alarm, or adjust 

intrusion detection system, and so on. 

B. Types of Intrusion Detection System 

In order to properly response to an asset-attack it must first 

be detected and then all of its characteristics uncovered and 

documented. Once the attack or misuse recognized the 

response can be automatic or manual and can be include 

termination of connection, or host of response aimed at 

apprehending the attacker. Any technique such as firewalls, 

identification, authentication procedures and encryption are 

not design with any of above security issues. This particular 

security issues are the province of Intrusion Detection 

System 

1) Network Based IDS 

Network based IDS (Fig. 1) are best suited for alert 

generation of intrusion from outside the perimeter of the 

enterprise. The network based IDS are inserted at various 

points on LAN and observe packets traffic on the Network 
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information is assembled into packets and transmitted on 

LAN or Internet. N-B IDS are valuable if they placed just 

outside the firewalls, thereby altering personal to incoming 

packets that might circumvent the firewall.TCP/ IP protocol 

can be also exploited by the network intrusions such as IP 

spoofing, port scanning, and so on. Therefore, network-

based intrusion detection has become important and is 

designed to protect a computer network as well as of its 

hosts. The installation of a network-based intrusion 

detection system can also decrease the burden of the 

intrusion detection task   on every individual host.     

 

                          Fig. 2:  Network Based IDS 

a) Advantages  

(1) It can judge whether or not the host is intruded more 

accurately: Because its data comes form system audit 

records and system logs of hosts, comparing with 

network- based intrusion detection system, it can more 

accurately judge network attacks or intrusion on hosts. 

(2) It can detect attacks under encrypted network 

environment: Because the data comes from system 

files and transmitted encrypted data in network which 

are decrypted in hosts, thus the data is not affected. 

(3) It does not need additional hardware: It just needs 

monitoring system installed in specified hosts, without 

additional hardware. 

b)    Disadvantage 

(1) Higher cost: Monitoring systems must be installed in 

each host; and because of different hosts, the audit 

files and log pattern are accordingly different, thus 

different intrusion detection systems are required in 

each host. 

(2)  It may affect system efficiency of monitored hosts: 

Intrusion detection system in    monitoring  state may 

system sources of hosts 

2) Host Based IDS 

Host-based IDS(Fig.2) placed monitoring "Sensors" also 

known as "agents" on network resources nodes to monitor 

audit logs that are generated by Network Operating System 

or application program. Audit logs contain records for 

events and activities taking place at individual Network 

resources because this Host-Based IDS can detect attacks 

that cannot be seen by Network based IDS. Such as 

Intrusion and misuse and misuse by trusted insider. Host-

Based can overcome the problems associated with N/ W 

based IDS immediately after alarming the security personnel 

can locate the source provided by site -security policy 

 

 

 

 

 

 

   

 

 

 

 

 

Fig. 3: Host Based IDS 

a) Advantage 

(1) Low cost: Only network-based IDS can detect all 

attacks in a LAN, and the cost is just for the device. 

(2) It can detect attacks that cannot be done by host 

based IDS, such as: Dos, DDos. 

b)  Disadvantage 

(1) The flux is large, and some packets may be lost, 

and it cannot detect all packets in network. 

(2) In large-scale network, it requires more rapid CPU 

and more memory space, to analyze bulk  data  

(3) It cannot deal with encrypted packets, and it may 

not receive attack information in encrypted packets 

accordingly 

C. Methods of IDS  

1) Anomaly detection 

Anomaly detection defines or summarizes pattern of user 

normal behavior It assumes that an intrusion will always 

reflect some deviations from normal patterns. When there is 

major difference between user’s operation and normal 

behavior pattern, user’s behavior is regarded as intrusion 

attack.  

Anomaly detection is divided into two types: 
a) Static Anomaly Detection 

Static anomaly detector is based on the assumption that 

there is a portion of the system being monitored that does 

not change. Usually, static detectors only address the 

software portion of a system and are based on the 

assumption that the hardware need not be checked. The 

static portion of a system is the code for the system and the 

constant portion of data upon which the correct functioning 

of the system depends. For example, operating systems 

software and data to bootstrap a computer never change. If 

the static portion of the system ever deviates from its 

original form, an error has occurred or an intruder has 

altered the static portion of the system. Therefore static 

anomaly detectors focus on integrity checking 

b) Dynamic Anomaly detection 

Dynamic Anomaly detector typically operates on audit 

records or on monitored networked traffic data. Audit 

records of operating systems do not record all events that is 

recorded in the audit will be observed and these events may 

occur in a sequence. In distributed systems, partial ordering 

of events is sufficient for detection. In other cases, the order 

is not directly represented: only cumulative information, 

such as cumulative processor resources used during a time 
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interval, is maintained. In this case, thresholds are defined to 

separate normal resources consumption from anomalous 

resources consumption 

(1) Advantages of Anomly Detection 

The main advantage of anomaly detection approaches is the 

ability to detect novel attacks or unknown attacks against 

software systems, variants of known attacks, and deviations 

of normal usage of programs regardless of whether the 

source is a privileged internal user or an unauthorized 

external user. 

(2) Disadvantages of Anomly Detection 

The disadvantage of the anomaly detection approach is that 

well-known attacks may not be detected, particularly if they 

fit the established profile of the user. Once detected, it is 

then difficult to characterize the nature of the attack for the 

forensic purposes  

Another drawback of many anomaly detection approaches is 

that a malicious user who knows that he or she is being 

profiled can change the profile slowly over time to 

essentially train the anomaly detection system to learn the 

attacker's malicious behavior as normal. Finally a high false 

positive rate may result for a narrowly trained detection 

algorithm, or conversely, a high false negative rate may 

result for a broadly trained anomaly detection approach. 

2) Misuse Detection 

Misuse detection is to build pattern for malicious behavior 

first, then identify intrusion based on this known pattern. It 

is based on the knowledge of system vulnerabilities and 

known attack patterns. Misuse detection is concerned with 

finding intruders who are attempting to break into a system 

by exploiting some known vulnerability. Ideally, a system 

security administrator should be aware of all the known 

vulnerabilities and eliminate them. The term intrusion 

scenario is used as a description of a known kind of 

intrusion: it is a sequence of events that would result in an 

intrusion without some outside preventive intervention. An 

intrusion detection system continually compares recent 

activity to known intrusion scenarios to ensure that one or 

more attackers are not attempting to exploit known 

vulnerabilities. To perform this, each intrusion scenarios 

must be described or modeled. 

a) Advantages of Misuse Detection 

The main advantage of misuse detection approaches is the 

ability to detect novel attacks or unknown attacks against 

software systems, variants of known attacks, and deviations 

of normal usage of programs regardless of whether the 

source is a privileged internal user or an unauthorized 

external user  

b) Disadvantages of Misuse Detection 

The main disadvantage of misuse detection approaches is 

that they will detect only the attacks for which they are 

trained to detect. Novel attacks or unknown attacks or even 

variants of common attacks often go undetected. At a time 

when new security vulnerabilities in software are discovered 

and exploited everyday" the reactive approach embodied by 

misuse detection methods is not feasible for defeating 

malicious attacks. 

III. I RELATED WORK 

A. [Chang 05] 

Data mining is being used to clean, classify, and examine 

large amount of network data to correlate common 

infringement for intrusion detection. The main reason for 

using Data Mining Techniques for Intrusion Detection 

Systems is due to the enormous volume of existing and 

newly appearing network data that require processing. The 

amount of data accumulated each day by a network is huge. 

Several Data Mining techniques such as clustering, 

classification, and association rules are proving to be useful 

for gathering different knowledge for Intrusion Detection. 

Computer Security is the ability to protect a 

computer system and its resources with respect to 

confidentiality, integrity, and availability. Various protocols, 

firewalls are in existence to protect these systems from 

computer threats. Intrusion is a type of cyber attack that 

attempts to bypass the security mechanism of a computer 

system. Such an attacker can be an outsider who attempts to 

access the system, or an insider who attempts to gain and 

misuse non-authorized privileges.  

B. [Slobodan 06]  

If clustering is used for classification of resource access 

requests in an IDS, the main problem is the interpretation of 

clustering results, so called ”labelling” of clusters. Namely, 

without additional information (which is, by contrast, 

always present in the systems with learning) it is difficult to 

decide whether the data classified in one cluster correspond 

to”normal” behavior in the monitored network or to 

”abnormal” behavior. Cardinalities of clusters are often used 

as a decision parameter for this purpose (see, for example, 

because the mathematical expectation of ”normal” behavior 

is considered greater than that of ”abnormal” behavior. 

However, this approach has some serious drawbacks and 

fails to detect massive attacks. Solving this problem requires 

a more complex clusters labeling algorithm. 

The Davies- Bouldin clustering evaluation index 

and the comparison of centroid diameters of the clusters are 

combined in order to respond adequately to the properties of 

attack vectors. 

C. [Varun 07] 

Anomaly detection refers to the problem of finding patterns 

in data that do not conform to expected behavior. These 

non-conforming patterns are often referred to as anomalies, 

outliers, discordant observations, exceptions, aberrations, 

surprises, peculiarities or contaminants in different 

application domains. Of these, anomalies and outliers are 

two terms used most commonly in the context of anomaly 

detection; sometimes interchangeably. Anomaly detection 

finds extensive use in a wide variety of applications such as 

fraud detection for credit cards, insurance or health care, 

intrusion detection for cyber-security, fault detection in 

safety critical systems, and military surveillance for enemy 

activities.   

The importance of anomaly detection is due to the 

fact that anomalies in data translate to significant (and often 

critical) actionable information in a wide variety of 

application domains. For example, an anomalous traffic 

pattern in a computer network could mean that a hacked 

computer is sending out sensitive data to an unauthorized 

destination An anomalous MRI image may indicate 
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presence of malignant tumors Anomalies in credit card 

trans- action data could indicate credit card or identity theft 

or anomalous readings from a space craft sensor could 

signify a fault in some component of the space craft  

Anomaly detection is related to, but distinct from noise 

removal  and noise accommodation both of which deal with 

unwanted noise in the data. Noise can be defined as a 

phenomenon in data which is not of interest to the analyst, 

but acts as a hindrance to data analysis. Noise removal is 

driven by the need to remove the unwanted objects before 

any data analysis is performed on the data. Noise 

accommodation refers to immunizing a statistical model 

estimation against anomalous observations  

D. [Su 08] 

The data applied in the research comes from KDD Cup 99 

dataset, which was initially used for The Third International 

Knowledge Discovery and Data Mining Tools Competition. 

The dataset was got through selecting and arranging the data 

of DARPA of American Air Force by American Columbia 

University in MIT Lincoln in 1998, and it was intended to 

assess the efficiency of intrusion detection algorithm. 

Therefore, the research also applies the dataset. 

There are approximately 4,940,000 kinds of data in 

training dataset, 10% of which is provided; there are 

3,110,291 kinds of data in test dataset, and there are totally 

47 types of network connection characteristic (characterized 

by continuous data and discrete data) in each kind of 

network connection record. And its property can be divided 

into three major types: Basis characteristic of network 

connection, characteristic of network connection content, 

network transmission characteristic; Data pattern include 

nominal, binary and numeric. Refer to Attachment I for 

detailed property. There are 23 types of attacks contained in 

training information, and 37 types of attacks contained in 

test information, 14 types of attacks more than training 

information, thus test information can be used to assess the 

detection capacity for unknown attacks. 

E. [Mahbod 09] 

Since 1999, KDD’99  has been the most wildly used data set 

for the evaluation of anomaly detection methods. This data 

set is prepared by Stolfo et al. and is built based on the data 

captured in DARPA’98 IDS evaluation program [6]. 

DARPA’98 is about 4 gigabytes of compressed raw (binary) 

tcpdump data of 7 weeks of network traffic, which can be 

processed into about 5 million connection records, each with 

about 100 bytes. The two weeks of test data have around 2 

million connection records. KDD training dataset consists of 

approximately 4,900,000 single connection vectors each of 

which contains 41 features and is labeled as either normal or 

an attack, with exactly one specific attack type. The 

simulated attacks fall in one of the following four 

categories: Denial of Service Attack (DoS): is an attack in 

which the attacker makes some computing or memory 

resource too busy or too full to handle legitimate requests, or 

denies legitimate users access to a machine. 

IV.  K-MEAN CLUSTERING 

K-means is one of the simplest algorithms of unsupervised 

learning methods, which can be used to automatically 

recognize groups of similar objects in a data set without any 

human intervention. This algorithm provides a simple and 

easy way to classify a set of data across a number of k 

groups, fixed a priori. The main idea is to define k centroids, 

one for each group, which should be placed initially in an 

intelligent way, because different locations lead to different 

results. Hence, the  best choice is to place them as much as 

possible away from each other. The next step is to take each 

object of the data set and associate it with the nearest 

centroid. At this stage, we need to recalculate the new k 

centroids of clusters. Therefore, centroids change their 

location from one stage to another. The algorithm achieves 

its purpose when the centroids no longer change their 

locations. Hence, this algorithm aims to minimize the 

overall distance between the objects of the clusters and their 

respective centers. a behavior IDS will be evaluated using a 

testing data set. Then, this evaluated data set will be 

randomly splited in two parts: training data set and test data 

set. The training data set will be analyzed by K-means to 

build a clustering model which represents the final 

configuration of the cluster centers after several iterations. 

V. CONCLUSIONS 

Data mining in intrusion detection is a relatively new 

concept. Thus there will likely be obstacles in developing an 

effective solution Intrusion detection systems have been an 

area of active research for over fifteen years. Current 

commercial intrusion detection systems employ misuse 

detection. As such, they completely lack the ability to detect 

new attacks. it is impossible to prevent security violation 

completely by using the exciting security technologies. 

Accordingly, Intrusion Detection is an important component 

of network security. 
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